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LDINNNDN NYYT PO NIRVN NI DPDA ININDN 12»ON TN

290N TN NN NINSNN PONN YN DY INPN NN NS \yrn - 3.1.1.1

9721 NOIYN ORWN NI H7ON INR PNY 3.1.1.2
https://www.gov.il/he/departments/guides/supply chain_guide?chap

terIndex=6

MIP IN DIYIN DINNKD YN PN 921DN TIVD MYAITI TOY NOW Ny 3.1.1.3
INVIAND MY DY NINON

,1P2D DOOIMNTT DNAPM NPT ,DOPIN NONIND YN NNVIX NPPTH AN \YPY  .3.1.2
P2 NI AT MY WIRD NPPTHN .DINNA DHDPHRN DXVITVON NN NP
Y1) DY YTHRN NDA0Y Y 91 DININN 9D 2972 YHOIM

V7N DY YTINN NNVIAND ININNK TPTIY INYVLN DI M XYY .3.1.3

n>nn 070 NDA 5y ymnn ,y7ny Sv y1nn N300 DY 0VNNN DTV \Y»n - .3.1.4
M>¥9N

.DOUNN DPRY DIIND YN DY YDNIN NHOT YN OIRINK XY .3.1.5

N2ONN A0 YN YT DY MYOIND DOWITI PIOYNY XYV PNIYND DMX MwN Map 316
.onmay

TN NN AR DNXIND THNNY DINSD POIN Y85 Mwnn »Map Yy 3.1.6.1
2099 3.1.1 PYD NN NPADNN NIYIY RYNL INININ 120N

M2y 03,11 TADNI MOLNANN MYITY DRNNA YN YV YR NNVANTOKINK YA .3.1.7
YD PODN NIN DMN DYDY NDNL PPOYY MVN SPoD

YTNN N0 ,WNPNRD TYUN IN VTN NNVIN WPR DY NIPN D2 vy w1y Xypn .3.1.8
VPRI DIV NPPNL NDIVI IANY YN XYV .Y/ HY

NYTIND ,NNYON IN YN Y MNP YN VAN XYP,TNN TOAIRIN YN NN .3.1.9
VAN IPANN DINN DY N2W GNY> XYPN .NT TADNI MOLNINN MYIT NTNY
NP225 0MOVINDI NIV DIDNDNY NV

Y772 WNRNWND XYPN DY ,MIANN WITN N NY 532,03 THDN D01 DY) TNSN NN .3.1.10
I DOWNND O T DY MNIDINY MONIPNT NINNN MIANT

VN ANYNI YT HNVIN 3.2

D991 Y7 S YPHRN NDIADY DOYNNN DTN YPI MPITA YNIY ONINX Ny .3.2.1
MpP>72,79) NTIYN, 151 DXIY NIVWN NPNIN,NDINTI) DPOINIIN OPIND MDD
(PIND DMV YT HY MIVINDD NINK NPT DI IN YN HY NN YpH)

DMDDN 5992 YN NNVAN IRVYND DTV MYTIN NIROYND NIV YN Xy .3.2.2
09921 OPPIN NN DOVLINDIN
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NIY NY YN HY YT DODIINY YT OYNNIT TN NN MNRYIN DA XTIV NV .3.2.3
SPPON NPV IN T2

9 NNVIN 3.3

DOP3) 9N DN P YN DY YNN TP JONIND DN DIPNNM DX DS .3.3.1
(NNYITOY NIV ,NANN) DMNIAD

7PNN N2>201N .T252 OPOY TNN O¥ID SN Y/M) HY ¥yTHIN NIA0O 7PV NYNN - .3.3.2
DY0I) NDIDY Y NP MODIYN NIYNINI DOWIN YNDI DN DY NI M9 NN
(MINYIN WP NOIYN NN 05N DV DI IN NP KNP

J9INI NOMNY YT AN ND¥INN DPIN T Y/ S Yy PN DY DNvp opny  .3.3.3
NLIND

DYVIT) DPNX YN YNIN NN NDYI0N NPXNI TN YN HY YN DY DNowp oopmy  .3.3.4
TOTNY DY) WNN IUN TIT D52 YTHYY IX DI VIO DN PN NTIAY 208D Ty
.DNIOMNHDD DM

Y7RN XVPD Y2 N0N/YNI YT NNAYN 34

P2IN YA XYV PA D7 9N IR VITOPRD DY MYSHN I2YY KO OYOPT YN .3.4.1
SY WPN WK Y NN TYINA TDNMW 299 ,NVAIND 1Y KON ,MUN dPAD) NV
YU XYY

IN YN T2 YD MPY 0D (NPIXNY 7T ,NOUP PMY) DOV DOYSNOA-DY YN .3.4.2
YT NYYN DV WP WIR Y NYAYIN TN AITHIPY PONNA

22PN TXY TI9)2 701D NMIANNN NN .APINI TN OAX-DY 1AINN YN PISNO v .3.4.3

95 S MDOLPAN NPPXNR NTNY W, MIVN POD 7Y PPN MPTHY YN NPNYN Nya .3.4.4
.MIYNN PAD Y IWNNN NPNVYNN DOPNIVD

YN NONN 3.5
NP DNNNA XY ,NYPN DY DHN9N NYHD DINIVAYOMN WM DY yPrun oood> 351

NN PASND ¥ TM) AUNNA YN DY YWIXI YN NNV OPOY TN v 0N OIPNna - L3.5.2
AWNNN SV MYPN PIDN DN IN OI8IPN

SV MMNXD NPINNY YN0 YTIN DD NIAYD XTI XYPD LY/ Oy MIYPNNN 0Poa .3.5.3
VTN NPNN YW (ND) TIYN NNYD ¥ .XYPN ONIVN DY DPNYNIN D

MYVIRNM N2 3.6

,NOIND J9IND 1AW YT YT DIDINN D) .Y7/N) DY YNNI NDIT IRD \WPn - .3.6.1
IPOY TNN 9D P IVAINN OPIN DY

PTHRNNI TINA MIIANNN NMNNIN NN JONND ¥ AN NN NPT NN .3.6.2
JDOND MYVINDN PPOY NPOVYND NPIDN PN XYYn .3.6.3
van hNVIAN 3.7

MYNNNI NIN YN DY YTNHN NIA0D VITVINN NYIN NIPY DY) IWIRDIN XY .3.7.1
P25V YT MNTIND WYY NVIRND NP
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NV NV NN OIX LAN Nnvpn mysnna y/n) nvao MYpd NN M1y .3.7.2
DINNY NDIVLY DININ DOYNNNI VIPI W ¥7/N) DV YN N0 MOVININ NNIVPNI
120N

NYLIMNDI PR WX NTIAYN MDA0N VONMN IR TN WIFI 1 navao 3.7.2.1
JYTD 7NN D02 ON

WIFI 1 nwamn 03909RN NUID N IWWIRNN ND - 3.7.2.2

1OIND OPVININRN OMANN DY DTNNN NI MRNDON DX PONNY ¥ 3.7.2.3
UNNYNN DY) P91 MVNNN DIDHN MYITT NN INDNRY

Y71 WAL XINN) DMVINDNRN DXANIN DY PNIN DI WO NY  3.7.2.4
JVIN DY NPV HLAY YW 3.7.2.5

NDXD NP DMOTY MIAS TPIPIVININ NPV WHINWNY v 3.7.2.6
Baminn))al

Wifi 0 nwa M0 000 nRY RTO W 3.7.2.7
LDMNN NINPY DY MX200D , 70D IX TPV, TION YN DY yPHn Ndav .3.7.3
: HINAY DINIAN YTIN NNVIN MNNVNN MYXNINI NN PN YN DY Y PPN N0 .3.7.4
ST12925poYy 7NN Y NMayn awannn — Network firewall  3.7.4.1
.Gateway Anti-Malware Engines  3.7.4.2
.Web/Category-based filtering  3.7.4.3
UIntrusion Prevention/Detection System (IPS/IDS)  3.7.4.4
.Web Proxy Servers 3.7.4.5
.DDOS Protection 3.7.4.6
(OYIVPNRD MMHWNN NPIPWAN MAY) Application Firewall  3.7.4.7

.Data Loss Prevention— DLP 3.7.4.8

NNOIN MYSNNI NN P YD TOUN YR NWR) MDY N8P NuNn 3.7.4.9
.Endpoint detection & Response y Endpoint Protection

,(MPYT2,MN’9 M2X20) MDINI MIADN TINN YN DY YN DY MSwonn naon  .3.7.5
Y1) DY YN DXWIIN IND DMWY IN NV DY DD DNNND Nn-Hy

7T HY YTNRN D220 NPNYNY YN YN0 DY) MYSNND JOIN MPITA YD NYPR .3.7.6
VIN) NN CJOTYY YV LAYIA ONYRYN NV YD DY N ,MNSY DWNIN 12-9 NNN
.20 Y91 TIN DN DVY INTN DPVIIP DINRNNNI

nv) Nipa 3.8

YPOY TNN YDYIY HANM VNRNWNN DY MNTIN 29NN Y/N) DY YyTNHN N0 NwHn .3.8.1
L1252
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“Need to) 7nyTo TNSNY MNIPY 2991 YPOYN TIND DXNNLINPY WHNWHNI MNWIN - .3.8.2
(“Least privilege”) »mnwan 0m»n”y (know”

YI12071 I9DNY INPY (NN DN DWND) MPIN MINYIN DYI vHunwn mnavn  .3.8.3
DT DY WITIN

27N (user ID) wnnwn NN NSPY YN YW yTHRN NA0Y Nwd Nwmn 995 .3.8.4
SMON YY) HY YPHRN D220 GMWYN NIV IX ONKIIAP NIYNI YIDWN

Y71 MN2Y OOMPYD TY DINYP DN PPN IDDNN IN ITYY DX DW mnavn  .3.8.5
AP0V INHON»

SMPIN MIRNDID DY NPPTN PON WP .3.8.6
NS 0NN 8 NNDYD TN 3.8.6.1

MI90 ,NNVP NPMIN ,MNT) NPMIN DY NDWN NAONNI 7PN NNDON 3.8.6.2
Rubiplalv)l]

NNDIDA (NIIYN/NVWI SN 7y NPSIDY) MWK NNDXD NAYNN YW NOIN y¥ann  .3.8.7
9IRS NNVYRIN MNTINN NS TN ,NNap

DNDID NI Y9 N WNRNWN .NINSY DOVWTIN 3 95 NNDYD NAYNN YW NYON y¥INn  .3.8.8
A9 MINND NINNDYON VIDWN NNRD NNTHD NYIN

DYPNN NNNN NVIY .NNIYNA 1) PONNXL )N ,MNXNDID DY AINVDIP NN DYPN - .3.8.9
.DINNA NMDTYN MXINNN IR

YITN DUMOLIN JPINT PP ,MPT 20 TYN H¥9 WNY (Session) NN NN .3.8.10
2NN MNTYN WHNWHNR WINT NN

30 9NNK P IYARN? NN NINY .OMDWID DY NNPD 6 2INNK DY vnnwn Navn  .3.8.11
UNNVYNT MINT DY NN PONN INND ,NIIWNN 5NN ST-D¥ N, MINAD MpPT

NYIY2 Y8ann vy Y ymnn n22od (Remote access) pinyn Nwna mHannn 9o .3.8.12
.(Two-factor authentication) Dy¥nX »wa MNTN 2NN (SSL VPN : 5wnbd) a8
.OTP + vnnwn nnoo :Sund

DNP MINM ©XNIY HNVIN 3.9

DNNNA YN HY YN NDA0 WK NXPN NNNM DNV DI DN DTN YR NYPD - .3.9.1
.(Best practices) DINNI MO2IPNN MXINND IN DIINOT MNRNID

MY DN DPXRY ,IMTI DXIT ,DONTN ,DOUMNS ,DMPY ,Dmw»  .3.9.2
190122 N IRDN YITNNY DIOPOYN DWW

V1) DY YTINN N2X202 D225 Y2 )N DY STNNN NI MINNKDO) MINAVNN DD .3.9.3
YT DNIPHNYHNONM IN IO, (NNITII NNYPN 12357 ,71I0IN Y2759 ,NDYAN NIIYN)
PN MNNDYD DY \YPN DY OO TIY MNIYN

NPNY VNI HY YT N30 NOYIN MDY NIDN 22570 DOVIP NNVIANRONDTY  .3.9.4
DYRY DMNITY .0 30 TIN INPN DI, 02987 77y DDA TYINYD IWINN DI TN
(DOWUTIN 6 :5WNY) PIAD DT PID TIN RPN OOVP
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N2>202 NXPN MINM DXNIVN D32 VPN NMINTT NNIIN N9 NNNY DPVMLIN DYDY .3.9.5
Y 9921 NON O NMIITY XTI XYPN Y70 DY YTININ

SY YNRN N2IA0Y MNYPN NSPN NNNNA NN MIPNN DY NDM NP2 MUy .3.9.6
.(Application control) yn3
8PN NNNNDY ©XNIVA (Auto-run) MVMVIND NOYINN NNON DONdN - .3.9.7

DY9NNN) DOVOVI MM MNNNANP MIP2, Personal Firewall dyay nypnnwunna .3.9.8
VPN NPINNDY NOIN

PN INI VY 3.10

PTNADNY DY TONN NIAYY NPOINI NXTNHA P TR WY INY Y/M SY yNRN Naoa .3.10.1
(YTNN N220Y DNOION DIV ,DIX¥IP DY NID) NPIID)

DY¥9PINN DXVITIVDY DRNNA JONIN DN MDY Y71 Y ¥R N90N NP TR .3.10.2
.0NN2

7P NV 311

TMEPIDAN ,DOXNIVN DY NHYINN NN : DIYPN N 1NV NN DONIN OO0 .3.11.1
Web ,Application Firewall ,IDS/IPS  Firewall) y1nn nnvax »»mmm ,mawn
(D1~ VIN ,Proxy

:INAN D30 DINAN DIYPNRN NN DV DN PRI N .3.11.2
.0V ©NO¥N (Login) Nwoy nuro»  3.11.2.1
NOWNNN MpMNn - 3.11.2.2
210 MNYIN DY WNRNWN 7Y NYNIAYW NDWa 5> 3.11.2.3
MIRYAN DOWNNYN DI PN NYIAW NOW Y5 3.11.2.4
VTN ANVIN MNNN MY INNY DWPN - 3.11.2.5

:INAN DY OININ DYV NX DIVID W VPR DI My .3.11.3
Unpnwn MY 3.11.3.1
DY) PAINN 3.11.3.2
YNIY NINYII/NPRD NN 3.11.3.3

INAD DXWTIN 6 TYND NMIINWN DN MMy .3.11.4

DOXVNNYN M0 ,DOUNNYN MY DN DY NPINN IN 1D DMWY WIND VIR N .3.11.5
2V MIRWIN OYI

Y9YNY XYPT MDIWNN (MIYPNND DMOMDIN) DMNDN NVIN MINN NP IWWORD  .3.11.6
vy Sy o»vonn SIEM/SOC -n
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703 N3N SPOVY INNRN NPN NIAN NYIN - /D NOD)

295
PIYA DDA NYOND DMIPY 1NN YD) - Y1)
A P35y 190,26 DNPINN 1IN

NN
Y753 NN PADY SNNND TPN

90) MNIND TIPN < MTIN NIVWY < www.nta.co.il N2INI2 NI2NN DY VITVINN INNA YN NINY 9D
YD NN PDTIVY

$XVYN NIVYIN

995 2NN M7 NN NN ONIAMN YN NN YPODY XNND TIPN NN ONNIP 3D PN PN ,NON SNNINNI
121°9% MWNN 9P Pa T P HY0R IN ONIY DI Y2 NDYOINNN TIPN 12N NN NAND 19 Yy
2712Y IN MNYLN INDN NN N IN DTN 99

WP NNN DY TINN
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|
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© TnV7 vYw Ipn O e O
Y2 DINN NYONY DMNPY NN 222N — Y/7/1)
1976-y79vNN , 093’8 0N MNPOY PIN 299 PNEN - /Y NOD)
PN 7Y NORN NN N ODY 2D NINNNY INRD a0 AN N
:J9P9TI,2AN52 N2 N/ PNNND )0 NYYR KD ON PINA DWIAPN DIWUNYD N/M9Y
"9aNNY oNY) P2 DNNIY 3272026 19D DIDN NNDNA M OPANN NVIY X .1
POV PND) PN TPXPIVONP DINND IOM NP LIV OMPY \NNY YN PAD (YYD IN
7MvpnnN
.19V NIINN DYV NT PN MVYYY P XNINDIN NN 2 SO VNUN AN .2

DMNDN DN MNPOY PIND (2) .22 PYD 292 PNNN

,MIYPNNN TEON2 MYXNN NYIND NINKD TYIND 112) 3 PNYNAY NPT NP INRD ,MA PN AN .3
PLINDIN DIPNA Y I W] — MON NPT DY NI1INN

DYNIN NNVLAM PTI ROW NPOYN NOIN) DT DITLIY PIN 295 N1PAY (2) yNwn MMy wwnn xd O
PINY 1 OND) 1987-3NWNN , D11 1DV PIN (78397 B2y PINY : 1ONY) 1991-NIWNN ,(DINN
(701199391 99V

PINKD TYIND 12) TN ,DIDN DY PIN DT DXTY PIN 95 MPay (2) >nwn N wwnn O
DINRD AYWIND TVINND NMINAD (1) NNX MY NAYN D7) MIAYPNNN YN MYSNN NYIND

93,1909 T VYN 29 DY DI IO PINT DXIT DITAIY PIN 29D MY (2) yNwn NP wwnn O
TINN MNAY (1) INX MY NAON DIV DN MIVPNNN TONI MYNNN NVIND PINKD TIND
NINNRD NYWINN

NYYINN TIND N92¥N VIV

1770n
[23w) wNn] [N W) 9230 190n)

7252 NWNNNY 1N MWD 1900 *

3.1976-179WN , 0NN 091 MNXPOY PINT DMYNWND — 7P YY1 =) "PWNAY 1T 3 PYD TN

MTHIRNN NIV WMDY 295 NAINN YW 9NN DWN NN DYWNY v |
NN PN PPN NN DHWNY v 2

$(31.10.2002) »’OWNN 1'WN2A 1772 D YINN NIIYIY N2 VITN PT PO YWNN — 1aya ,1ywnny 3
DOV HYA () : NOND TN, DTN )2 92N NIN XY O (2) 5 \YPNOT DY VOWVIY DTN 292N (1) : NOND TN 9D — nnpt vyar
92N 5Y IMDOY N XYV DY TNNIND 25912 IMNNKA NNIT,POIVN 235 ,PIMY INX PNIN YA 1597Y DTN 12 93N (1) ;1
92N NXIN YO ON (3) ; NTIAYN 99W DIVYWN DY XN DYV ININRY 2 (3) ; XYPD DY MDY 7mINND OMNNA DIIYT OTNN M2
PAPINNY 1RVITY SYSHRRY NV DIIVY O YT TPMNN NVXYY LHVIY ,INN DTN 72 92N — IIMINN NVIOY VOVIV DTN M
NV N N DAY WY DY NPINT — PHMNNK NVIYYY ; 1981-N7NWNN ,(IY) NMINPIAN PIN2 DMYNWND — "HVYIHYI-)
.DTRN 7)1 932N2 NVIDY OYNNN DY DDA
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DYDY DINY MNPOY PINY 132 PYD 299 N8N

MAYPNNN YN MYNNN NYIND PINKD TYIND 119 ¥ ONYSIY NPT NP INRD ,NTA PNSN AN .4
[7PLIMYIN NNON2 Y YOY W] : NYNN TANR DOPNN 90N

PINY PINY :19NY) 1998-N7IVWNN,MDANND DY DIWIND NDT PNV PINY 9 PYO MNMN -'X own [
£.17792N0 DY MON RO (7,57

AMN NRMPR N N72NN 5Y MON N IPNY PINY 9 Pyo MNNN -anaon O

: [NPVLIMNMDIN MVNN NMMYNA PIDD) PYNND W — 72 NNDN NN NIPOVY NIIND]
; D12 100 -D MINS NPYOYN NH2anN - (1) novn [

NTIAYN TIVN H79305 NNAD NANNNHD NOM ,MNSY DT 100 NPYOYN NI12aNN - (2) Noon [
NN, NMDT PNV PIND 9 PYD 295 71PMAIN DIV NN DWH DMNIINN OXMPYM NNNIN
UMY WP NPNIN NYAP DYDY — TNN
95 DMNIINN DXNPYWMN NNNIN NTIAYN TIVN 972300 MY 92y NAPNNN NIANNY NIPHN2
(2) NADN NNMIND NNND NAPNNN NN NPADY MIYPNN NNY NNV DD (2) DN MMM
PNY PINT 9 PYD 135 7PMIN DIVH1D NPNIN NDDP DX ,NINN YITID NNID M NPNNND NN —
J0IVW»Y NHY D) NN ,NMOY

29 4 PYD 295 PANNNN PNYN PANY NDPNNN NI2ND - DOV 4 PYDa 2 NOON NN MNPOY NH1INY .5
NN NN, IIVYPNNN TN D)1 30 TINA,0»NI2NN OXMPYN NNNIN NTAYD TIVND H70)
1976-15n 0NN DI NMINPOY PINA MY

NN DYSTOIPNNN PPIMOINN N PPY T L6

NN HDINN

NYIN
, YNINOV THIY NN OIN
YT 9Y NANNY N/NMIY 23/ 293 /N D25 M2 IWND
PN 7/19Y 23 /PRI IINNY PN 1IN 9 N/99000N / 29010 MY NTYN

N/ANINSN MNDI NN /YN )0 NYYN/NYY XY DX PIN DYIAPN DIWNYD 17998 NININ/MNY ¥) NNND NN
22392 7YYy /0NN YO T

PIN TNY Hnmm NN nn

PY0YN IN NN LYNY ,D>TAIW 25-HD TNV PPOYNN PPOYR’ : DY INTTIND “PXOYN’ IY MM NPT PNV PINY 9 Pyo mnn
9y M9N ,1959-0MWAN ,(D10) N THN MY PINY K15 PYD MXNNY INN
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