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YOI OPA0 DY WP ,APYN) NP, WO MINI WO DN —woT e

.DPNMPN D1VLDYOVLD) DMDWON MMT NPON @

:NPONIPN GO MYAT  3.3.3.2

MOIYN NPAYN SY DWam NPRnNN 5172 0NY 5 NN SW )Po») e
(MNaY ©XwNRNYN 500 DY) SITY PINA

12290 TP NOYIM DINNN D12 DY) e
, MY NN MMO0N NNN L,N2»NH SLA N2°202 NPnnn 9Hinmna o) e
NIN N NANN NN YT NTIY

NOTNA : OONXIAN DIMNNNN TANA MTPX ININ — MOIMDT NYOVN e
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YOINTT DINH IN YR MOIWN ,AVNNN OYTH ,DXAVNND NOTIN ,9NYN
NYLINDY NPNNPN MIYON DY THOM IXRODDN : PNIND N NN
SPNSVONIVY DNV NYYON MDYN L, NNVPN MNYY OmNna

YT NNVIAN

J2»0) YT INVIAN NN 3.34

MYYs 9ayn OXTNPN DMIPN TNNN X9 5V MONPNN NTIAYN MYYA PRY : MO
TV DD MDOYan

SPPIND IMON . 3.3.4.1

95 TIND TIWNN DY MIMON NNNM YTNIN NNVIN DY NS5O NPINK @
0PN "0V

Y7 MYAITY DNNNA YN DNVAN NPPTH DY N9ON) DIV Y1) e
LDMMINDI DNPN ININDN 12»ON TIVN

STVNN SY NNVIANR NNVPVIIIN DN @

.INVIAN OVDNA PMIONN DY NVD  ®

.(Hardening) m9yn mnwpi D>ys NMnd 01270 Mpo v e
(PT) 010 Mmp>72) NNLAN MP T NN DD @

2»0O9PR M N9 SOC/SIEM »pap 5in noviv nTay e
.Root Cause Analysis-y Incident Response »>5nn nban e

TN TYN NN PYN WITN ,7INION IDDNN DY IPNNVIAR NP @
.(Compliance) NyX) NPV ,MIXTINT MYIITA NTNRY NNV @
.TIAY NYPMIN DYDY ,NNVAN TN NS @

TV MPNT VTN NN ORYN VPN ININSD ISP NIV @

(NVPOIPN GO MYOIT  3.3.4.2

5 MINAD HYW NI 1D DY M VP9 TAOOM YNNI NNVIAN DN e
DXVPMIN ONY 2 MNAD 19INN 7110 YN NNVIAX DINNL DNV
NS> DXWNNWN 500 DY) D17 PNIND ,0MVIP/DMNINYN

.02 DN 0NN TPNONT BY M @

NwoN 9 CISO Tpand nOORNM NINON INA NPV NYIVN e
INRIWMI THOMN

D909 D72 PYNY 19290 YIS, 9585 DX0N9NN NNDMN SWINY 9011 %3 9Ham 3.3.5
MMYITY ORNNA ,¥7MY 2205 GOIY 19IND ,D0VN DIMIPYN NN TNSY
L2390 V99N MIXIIN NN DIWMEPNN N9
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(9753 BYON VPIDN HY NHNN) VPN PPN 3.4

TEWNNPNN DPNIN MDNDNI YN DYV VPNIN DY INNNN NPT VPN NPIN 34.1

NP : 1OND) YTYOIN NNYT POV 9D ,¥7N) NN POY INKR DN IN VPN MOV

THYNI NONRY 0NN YN DYLVN VPN NP N .("HPONIRNT IN "OPNI9N

MNT IX NNYI THIRYI XNN Y70, NIRNDND YIND XD .MIYPNNN DION DY 1NN
NIYPNNN NAPNA 2DV 532 P TYOAN NNYT NPV 295 VPN NPON

D9 98D ,11/10Y0N DX0N DININN NNNY ,NDND DISRNAY NANYA 7T NPONN 3.4.2
STINN 9 DY, NTIAYN YNNI NTIAYN MIWYNAY DD DINININ

DINN TP ,IPAPN YT DY IPIIYPY DOXMPWN D DY ¥R DYON ONINN N NPONN 3.4.3
.NYVN VLPIN NN K1Y NN NPN

Sy NN PITA DAY NPT NPONN OY XN 97NWIA Ay’ 19PN DYLVN VPN DN 3.4.4
L0PMI99 VNN ,INN YNNI PRY DY NYIT NVINN ,NNYON 21D ,NDPN Yo

DI DN ,NPONY DT 19502 ONMN MMDNDM DX PPONN 9D D NN 9NN 3.4.5

DXNPYN DY NN PADY ,10992 NNPNN INNN VPN DM YAPN DY INPINKD
TMITIN 1D NP YNID NINNN PPN DX DXIVIY DPN) 9997 NNDNA DXVITIN
.DODNN 131991 MNIN NTNRYN IDINY VPN
MYLN ONNPN DI YO N YN DYVHN LPNITN NPONID IWAND PNNN PIDN 3.4.6
VNN MoIyn YY55 ,n1a0 dNba NDAN NODY NPY [ INDN DY) ,TO0 THODY
INIIMP NNPPY YTNRN MNINNDY DIND ,MMT ,DMNMN YYD ,51117N 205 ,NPnvnn

LOPMI970 NINONIHITONM

VIDOWY NI PADY Yy NYOIT 099 NIONNND MNYIN NPORY Pny> pavn 3.4.7
NP2 N MPY, NP2 TNYY WITOY THDN IN M ,¥ TN 95 Py, moyna
P VPNION NNVONA POV IN MPPY NNPYIM DNMN ,YPHN 595 > 9nam 3.4.8

MY ,25v 552 N YTI0 NNPYLN D IN YN N NX D220 RO PAOM ,¥7/N) Mdyaa
NMYPNN 0YD DY NIPN2

02972 MANNYM VPNI9N NYNM 3.5

YD NAOMWN VPN NONNI MYSNNI NPIDN TP DN VPN VINIHN TONN 3.5.1
AP2PDY NNYLN M IN

D»VIMNDI DADN DINNN MYLN VPNIN DN DY NIRIN MPNIY INNN PIAPN 3.5.2
NN NN DIPYN NPON IWNR VPN NN DY NITY MDY MANNYNY ,INNNI
122PY ,NNYLN I IR YD MY AN 9195N NYNINND .TINN XYIN DIMPYN
DD NN PWIN IR DMWY NN 1T DY THYPY DTRD MDY NNINN > TPIND
YN OV NYT POV DY IWIAP NTMDIIND XTI NN, NOMIND NI VPN DY
,1IONN IDNDN NN : DINAN OIRYNA (P XD TR) 1N 1°2,PI0YN VPN NN 3.5.3
,TITN AR DN NMIND DY NIPAY APYN ,DXININ MYNRI NPITA,NTIAYN YN NN

oV QUIYN VI INK 2APYN ,NIIWWNN DD DV VPNIAN MININ DV NDIAP MPT2
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S5y NP2 2APYN ,OIN0 NN ,TIVN NN ,DININN MIN NNVIN ,NYNIIWNN
STWY NPPNN DO INRD NPRNNM NIPNN XMPY
L0PNMI91 NOMIND DXNIT NPDND WITIN DN DI ITD THIRYI,NNYVN M0 IN YD) 3.5.4
NPON NN TN P2 JWONY NP NTY INON ,WIindNn da0Y 531 0PN NN 3.5.5
SV N TN 9 DY D90 DINNI PPN DYV VPINON DN YN DYV VPN
92PN SW Y (NNYVLN M IN) Y'N)

MONYY NPYID MIYHN )TN IUX PN NP NN INSD WHYN NPNN N 3.5.6
.DMNTIN MY NN 25YY DDV VPN VI THIND 1TINYNIY DOPMNND DINWNA

NTIAY PN X NPT VPNION NYINA DINTIN DIXRYNN DY ININN 7P NPIN 3.5.7
L0PMN9M YDIXY ONNNA ,NOTIND

D72 MONNYN 3.5.8

DNNNA DY) GNNvNnD VPN DM PapPN YY ,DMPYN NNoNa 3.5.8.1
.D2DNN MXNND ORNND NYD NYN Y7NI YAPNY 29,00 NNIYD

99 ,PINTN NN IN/ PPN PTIVNI IR NIIND ITIVNIAIDIW» OOVTN 3.5.8.2
Y7 NOVOYNN

:TINAD NN MDIWAN NN ,DNVTIN TAR D N9, 0OWUND wIT» Papn 3.5.8.3

AP DMOIMNMDIN OINTI DIINDN 91D )T YSN NNON

PON INPMY DXDN DD NNXND NOIN 9D IO NNN MON - e
T 50D T2

.D»OMDIN DI DY T2 IRV NMIND OWNON - @

,DMT NNYOY MY )TN DPPO NYITIN NPPLOMNON DINN - @
DYPY DYININ DN NPT DIPMI DINN ,DXANNWNN DY NITN
VI 535,700 TN IYSHN IO TN

M0 PMANN 4

MOYI MYNT 4.1

MOIWN YPRN MOIWN 595 W RXONN JNOND ORINKR 7P PAON DY) NIND 4.1.1
NIOND .(PNONOVN ONNY PNY) VPN DIPYNNRM NPAYNN ,NNVPNN
TADNI MOLNNN MYIITD DXNNA,21NNI YXDVNVIN ,I1D 19IND YN YNONOVN

V7N NPPTNR DDNPN DONSPN DOVITIVDY M

5y ,7wn> (End-to-End Architecture) nb915 1151050 NMOPVLIOIN TN PION 4.1.2
,NPDINIPNAN MYWIITN 532 NRDN NTNY DY NPV TN PNISPNN INYT DIPPY D02
NMIPY MY 31000 IINDNI MITIND NPNNVIRM NPOWINN  NPOTINN
JPTNY MIANIND NDIDN MY YN NNLVIAX ,MPNT MV
NPNYN MY ,N0IWNN 22237 HH35 NN MYN PADN PINNY NOION NNLPVIIIND 4.1.3
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5590 191,70 ) MOIYN ,I21D) INLVAR MOIWN ,NONX DNV [ NYI
M), T MOWNY DMNNN DIPWNNDT VPN MIIYN P2 DN DIPYNNN
.DYPOVUN DXPIDI MNOMI

,(PDR/CDR) 150N 5% N7)0H2 y7N) MEOND AN 7ONYNIVN NNIVPVIIIND 4.14
,DIY»1 Y5V 535 21NN DI WHYNY ,0PNI9N DY DMOOTINN NIPAN Y20NNN PYND
INND NNVPVLIIIND YMNN NPY DD .APRNNM NSINN ,NDAPN MPPTA ,NIYNVIN
VM) DY AN52Y WRIND YN NYIN) TTIDN NNY PONN 2N NNIYINR

MPT2) 1NIN MIPOI DM VPN PO 190N YNIY 22PN YIT VPN TONNI 4.1.5
NOMANN NTIAYN NN INY DIPOY YIPIY NIOYN . OND VNN ,OMINNNI
VI TN I 22PN TSN YN, D29NNWNN NNOPWI DP9 VINID POND YIAPN VWY
AOWD NNYT POV 29 DY THIRYI YNNI APON WINA 2D N0 YAPY ,NNyvn M IN
DYI¥’) DIPON DINN .DMIPD GNNYND MINN DN DI IN DINYY ,DMIONN I
P PON NINIAD (NNYTDY MOITH ,NNNN) DYDY DIRY MY ,(1Papn Npnna)
92PN nyanNa

NOMYY MIDM DY YN NN NYAP 71PN ,02IPON PN THX DI DYPY MITPN NN 4.1.6
91192 9PN MINA 2D DYDY 7 19PN WINY IPDN YDNDNY DNYA NRD ,IPON
2NN PTY OXNNA ,IPON NN D90 NN PITY PAPN ,IPON DPD INND TIND2 4.1.7

YJNDN .APON VINN DIDDN POND 1YY MIYND ONMNNL ,IPON TONNI I MY
TINN ,0MITIOP O 7 PIDNND ININY XD YN NP YNNI VI DNIOITIVNIN IPON
Apon

TINN DM 7 TN WX MNOVNN ,IPOD MNOUN MY YN Ny NNa 4.1.8
SV OMININ MY X NONN 2OV DY 591N DI/ MDA YOY DN NN ,IPON
915 VPN

Y1) NN NYIAP NN NN NONN XDV P 12YN D NN 4.1.9

WP D90 DI NON DY POIND 1D MNND TPRYI XNN YN, TNSN NN 4.1.10
22PN NRND NNIVID MONMNN HAPY YPIAN NN DIMIYIY DONTIPI DINY) DY

VPNIVN PO 4.2

(SRR) mv»171 9p0) (PMR) ¥ 9po 4.2.1

PMR — Project ) »2y) 90 nO150 NyInn NYMNa y¥IN PYUNRIN OWa 4.2.1.1
(SRR — System Requirements ) M7 9pD) (Management Review
APON THON DX PIAPN LW TIY MYITH MINN 1P NRIPY .Review
M PYDI DVNNN DNV VXY YN NNDNA IPON TIDNI

V) NUOIND
, 02790 N2°NNA (PMR) »MWN "5 9pD PN y8a5 wAT» paon 4.2.1.2
NNON MIPN TNNS NN L(PDR) »omnn yonn »abwd 7aynn 09v

LOPMM9Y NAMNMY NNTO ,ININD TINN)
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TONNTIND NN Y’N) 292 TIYND) PNNY PI0N WAT» MY DY NNona 4.2.1.3
NPIDNDI NPINK NPIZN ,NNNN YTPIM DXNNNN NN 0PN )
,TIT AN OONIVYRY DN NIND ,(PMP) P90 5y noown ,(RACT
19P2) MMTONMINI ,DMNMPY D), 010 D), MR 91177 MININ
™Ma7Y , MN8N MIDN DD DO DONDN NHISN 99> PMR-n by 4.2.14

,Communication Plan pnwny Risk Register ,nx9n 50 7o

,OP179N 211 Y95 N1 Hin 1 ,(High-Level Gantt) 10955 n1ay nooym
YNON NN NYIAP INNRD P OPNDY IPON .2PYN MMM TIVN MNINND
20PN TYWNND PADN DV NNDN NDINP) NN DY ¥7NI HYW ANO)

,PDR-1 255 N©255 2»nm 01pn »don minn PMR-n abwo s 9nam 4.2.1.5
1Y 2OW MYONR INRD DY TH5INNIN NNDN2 10N X ININ DI M)
PHIND PNPINNN NNDN PADN DY IR NPINND 1IWN»

NMYN MOIWNN TPOM NIION NN PN DAPN ¥ NNMDINN NN 90N 4.2.1.6
D»NNAN DXPYNNN DX, MOIIWNRNN MYAITH 555 M1y ,TIvna
NN PN PN, MYOITN NTY G0N . NPNXON MOIYN PaY 1°2) yd»2
NN MYATY NMIYHN NNY INMDA N2 TITH

VTN HIAPY YRR HIAPNY DX0N DN ,MINIANN ,MONWN DDD misn 4.2.1.7
(NNYTDY DN ,IVP SVIN ,DINN) ,MITIN ,MNAN HD)

VCRM — Nt 150 X MYWAaT Y95 Ty w1 nuyin nbav 4.2.1.8

.Verification Cross-Reference Matrix

M>Ya> D02 WNRYN MIDNM ; (NNTPI) MDI0IN MIONRN NN 8N 4.2.1.9
NDNN MONN NI9IN XN 12 (PDR) K191 11901 PO Y9191 Ty MNN
POM

NN INTINDD A TINY OO NMTY DN NI NOINTIND 4.2.1.10

PDR — Preliminary Design Review — 1N 11010 1p© 4.2.2

MONN W NYRIN 2OWNN POND (PDR) WY 120N AP0 180D Y85 wAT» PO
PMR-1n 25¢ 7Y MN9NM N9ONN 25 NNOYN INKRDY NXRYY ,LPN92 YOTINN
SY NYSION THINVPVLIIIND PINAT NOXAN NN IIYND) PTIND NN N DY NIVN

S ow»H (CDR) vNann ond 9aynn 09v  High-Level nnaa ,7avnn

: DYNAN DORYNN NN ,MINAN D35 ,y7/mY »8nY Paon wiT» PDR-N 25w n7yona

DY ARYN ,NUMHN NTIAY NN H2I1ON VINY DIWINT VNN DMINT ND 4.2.2.1
D»VIP DN NN ,D2192)9) DMNXN DDINA DIXIDNY MYN ,0OWIT
ST NPINK NPIYN ,VINIA

, 25V P2 NTI9N M0 TN Hv (To-Be) NS5 1y nvopuadoIx 4.2.2.2
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,MININ Y2557, 7PNV MIXVINIDI NNVIN MINN ,NINP YINN) N NPNYN
DN XDV, NNPY

YOODA ,NYYAN NOIWN L, TPNVONIVY) DNV MIATD LD NN 4.2.2.3
21200 PONX MOIWN ,0INM

IV VPN TOIN NP, NTIYNODIYIN ,DMPN Y90 (DC) onmndm 4.2.2.4

.DIP12N DIVHNID DIYINIT NI - NIWNPN OV 4.2.2.5

LONN DYDY DMV DX DNMNNA NN Y THN NYID IMON 4.2.2.6
NYTI DOWNNWN ,NNP TP

VCRM - Verification Cross-Reference - mvTH nuyn nvav yo1y - 4.2.2.7
.Matrix

,MON Pa NN MY (Data Flows) y1n mman oom»y noon  4.2.2.8
DYHNONIVID HYD MTIPI NPT ,OMNXNY D)D) DIXPYNIN

nMIpY maad ,(HA/DR) NONND MUYVINDD MPNDT ,MTIYV NO9N 4.2.2.9
.0omy 7N Failover, RPO/RTO

Zero Trust, HMYIPY MY NIPRD NHNI2 12901 YR NNLVIAN NODAN 4.2.2.10

Mo nyMnNa Ny ,SOC/SIEM-Y 1120 ,NAC

122 IRNN NPT ,OMP ANN NN 590N MNMWUNKT TIIVDIVIIN TR0 4.2.2.11
NPYH NPNIPY MY ,DM2IWAN DONVPVLIIIN DY 0”10
IN21DVY YDVLNNNP 1IN

MWD NMDY ,NIMI0N ,NININ MY ,NPIPY 0N MAON MM 4.2.2.12
) TSONIMNA MOM DN

212 NDXAN M2AND PTNYN DIWANM NPRNNN DTN DV TONIPY MDD 4.2.2.13
J9wan N SLA ,7v%) ,nMen

NMIPY M7 ,0ONIVN NNN DY 7PIXIPNHN NMVIVON DY DTPN ION  4.2.2.14
TPTIPON MK YINIM DNDD , NN 72N

myonm (Risk Register) 0»nwNy 0MNON 0ND MIXM "t 4.2.2.15
Rubihabiap)

,IPIRNNN 2NN TIVD MINIPY MONPNN 1D - NIPNNDONUNRIVIN  4.2.2.16
DPRNNM DIVANT 2D DY MI2N NY ,DIYNNIN,ININTIND MY

MNP, NP> NN L,ONNIN NV NDID NPNPITI VIONP - NPNPTA 4.2.2.17
D257 NYYYI Y913, 095N, NPNPINN 90N .NNPITI MWK NPNPIT
.D»OYMP

My M DR 551 mwewinnm »20 moyn MMy 4.2.2.18

.1977NN MIVON NOXN NN D910 - ILS ;oo nonpy - 4.2.2.19
OTIWNA 0PN YT HYID DN NI NPV 4.2.2.20
NMVPVIIN MYIN ,(HLD - »MWKY 195N 7100) 0201001 Nisn 9195 PDR-n abvw
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2N52) YN NN NYAP INKRYD P TR IWIND) OOV 2WN»M),NPVIMNDT MNNNIT
YININN NPMNN NMLO 931, CDR-N 25WH 92¥1Y 2NN ONIN NN DT NYIR .Y/ DY

V70) DY URIND NN ITION MY PONN 2»nn PDR-n abvw

CDR — Critical Design Review - V1191 1950 9p© 4.2.3

YNLNN ,NNPPNN 2ADY NYNN OV XN 2NN ON adw NN CDR-n advw
992 NOWNN DT YD DY VNN PONN NN IYND INTIVM D92 DWW
DNNVIARM MIYINN VXN TN INDNIV->OTIND VI I ,INRIN NPDVINN

,NINON 22559 590D DIV VNN NN NION 1IN YT PIDN ,NT DY NNDNI
,DPYNN ,NONKN ,I20 MOIYN ,DONIY ,1IWNHD MOIWN ,NNVYPN NPNVYN MIaD
.NVANY IV, NPRNN ,DIYIN YHNN ,DMDVPIVIN DIMPY

15N 21PN 1739 DMN NP IWIRY PDR-N 25w »8n Yy ooan CDR-N 25w

VM0 »8nY paon waT CDR-1 25w nyona .LLD — Low Level Design nnaa
: DYNIN OORYNN DX, NN DD

DOV DMND) D1 NNVPLVLIIIN MIVYIN 4.2.3.1
MIOTIVI NINDHD DY NPNDINY 4.2.3.2

.27 N2 (Configuration) TP MNSN VP 4.2.3.3

IP, VLANSs, Routing, Firewall Policies mamo »namn 4.2.3.4

TV NONK ,DMVONDP , DNV DN 4.2.3.5

.SOC Integration-y NAC, SIEM ,nnwpn ,y 1N DNVINR MDD NON - 4.2.3.6
.High Availability-y DR, Backup ynon  4.2.3.7

ACM) 1IN 50 MOPN 5177 ,NIP2,NON ON 4.2.3.8

mowns npona ,DRP-n nona (RPO/RTO) Mnwy »an »donn 4.2.3.9

JNOXD MYYIRDD N20MM
O NYNRVLN NIDIM NVPNNOVI9 4.2.3.10

BOM - no>vynn »20591 555 59 0Man n»mndand - 4.2.3.11

:QONA WHNY PADN WITH M 2OW NNONY 4.2.3.12

VCRM — Verification Cross-Reference - mw»1o nuyn nbav o1y 4.2.3.13
.Matrix

370 ,nTay »2a%w nHH1ON (Implementation Plan) noman ow» nnom 4.2.3.14

.DX2>59 P2 MM DNINT NINY ,DPANRYND , MWV
MTIPY ,NTIAY NMDN ,I2YN 120V :NIDON ,NVND TPXIPN 7N 4.2.3.15

22y1 KD NPT 0090 D) (Rollback) nan
,NT2Y Y9N ,N2HN 5T ,SLA m2a7Y ,mIvNd Dpitnm Dyan nnom - 4.2.3.16
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NNN D7) 09NM YT 517 20NN

mMpP>Ta 7O v P paon - (Test Plan) nvon mprra mom 4.2.3.17
,D00) DYIIVIPN NPT SYNIN VIV :NONDN ,NININ NN
2P0 YN NNLVIAN MPPTA ,MDIYY DDNY DN Mpr1a
,Rollback 1331 m5pna 5190 »25nn ,(Pass/Fail) nnbxn »»vp
MPYTAN T NN DY NPINNK

Dy DN ,PTY PPN - (Acceptance Tests) NYap MpP>Ta MM 4.2.3.18
,PODN MMV YIM) YT DY MIYSHIIN WX ,NYAP MPYTA NN VM)
MYITI NPRY NMNON, MOWNN DO HY NSPO-NSP MPrTa Do
,DOUNNYN DIN NPIIYIN MPI1TL,NMIDIWN P2 PXNVIN MPIT1,199010
SN0 NMYIND DN DONIN

;2D ,NPINN NYIN 4.2.3.19

TOIN AR NPHNN (Maintenance Policy) npynX nv»Tn e
NPRNN L, DPINRND MNIT MDY DX, INPRNNN MWD
2191 M0 NPT NN

( Maintenance Engineering Analysis) >Npnnn >omn mn» e
TYN MY HH1D 2559 HOYH NN NPINND DY NN PTHIIN
,IPINRD MINID DIVITITN DXARVNDN ,NPYT NN ,YSIMN NN
VINGD NDNAT,MPIWUM NPINN MNDIT 7Y NPIYN 2 DTN MO O
295 NN OPON INRDN MNT ,NPINRD MOVNY VI MPTN
NPNVN ,NYITIN MYNYN NN DY 7P8PNDD NPIND) DD
219 MYT NPNPINN

nx 1 (Level of Repair Analysis) Ppon »a7 mind e
NPINN TNND DOWVWIATIN NPINRD MIT DY 220990 1NDIND
AYRDY MPYN MYITY DIONN MYOITI DTNV MWD

(Maintenance Allocation Chart) NPINN MNSPN NYIL e
T Y02 YNAD WOV NYPAPRNNN MPLVNN YO NN NVIINN
PN

NN TN (Maintenance Task Analysis) NpinR M>VN MY @
SV MY N NPVIANY YTD YWITIN MDD DTRN M 9PN
YPYIN YTV NTDHRY TIN,NNIDINND NMIDIWNN D190

Spare Parts Provisioning) >9m»n Dabn ONON M) e

NI NPV TINN THINPHNNN MIIWNN AR PN (Analysis
TNX ,NPAON NNT ,0MOUNP DXVM9D MONMNN 991D ,0°90N
NV TN PN
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YINDN K930 YN DY AN YN NN NYAP .DMININN DD NN
NN ONIN INT N3 NN .MIPITAN NPIDIN MININ NPIDIN ,)NONN

S92 DWW NYNRLNN ,NNPPNN MDY NONND

noap ANNY ,CDR-N 25v n7)0na 9vINY 105N >Minn v Do 4.2.3.21
Change) 910N MOV 570 YN NHYIN  2ONY NYORD

YNIYY AN52) DTPII NN NP 1NIONN 190N NITY ,(Management
.Hy191 0w DIV

mMPr7an Hdn

555 5 MVIAND DTV ,VPNION YN YNNI SVMPY 21D TAT) INNH MP>TAN NN
NID 19INA DYTMY VPMION NNONI DWNLIND DIV OMPYN ,NPNVYNN MDD
190NN Y0NDNI VTHNY  NPNNVIANM NPIWINN ,NPNONOVN ,NPIPIPNSN NMVIT2

V7N DY RONN NNNIY MIYAYY DM DIIWINDD PNIONN Y900

VN, DNNIAN NN L,NININ NMIPPN NYDINRD IV NP YD wHYN MPXTan mIOom
N NYAPDY NXIND ,NPOND NOIYNN NYAPD G0 ONIN NN ,DIVIN MDN)Y YHIN NNVIN
VI TP DY

, NIV MPYTA NOOIODN , NTNINMD NIVTO,NDPN MIPITL MIDIN YNIADY WINY ,POND WIT» PODN
Best) m>21pn Np>T12 NYINTINGD OXNN,NPNNLINI NPIWIN ,NPDVNVIN ,NPIINIPN

DMLY OPWNXPN DXVITIVDY NN (Practices

MP>T2 NNION,NNYVN TIT THDINW M IN YN MYIND 1DIAPN PX MPITAN MINI NONNN 1D
,DOPT2) DMVNIY ,NNOXND DYTTN ,NPYTAN SVXION ,NPPTIAN MLV NX AN P ,NO0ON
STV NPYTAN MINA DI ,NPYTAN Y220 190N ,MPTN NI/NIIWNN Y1000

DYVIDNN NOYIN YT DY NWY» MPITIN WX .APXTA OVAIDN NION THON W PPN
,(Unit Test) N0 Mp>12 1995 N> 720 Y001 .NNYLNI M) IX YN YT DY TIWIRY DIINNNDN
mp>T1a vy nNVaN (Integration Tests) M¥MVLINR MP>T2 ,(System Tests) NN MPrTa

D»NN9) DXPYNHNN MPPN NPXTAN 0Ny MP>T 0N mp>1a (E2E) nspd-nsp
(DMNMM

NIPYTAN NIDIND MYIN DY IND MNYINRD DXNNAY INKD P MYSIAN MPrT1an

21171 MINAD VINOYW NV XN NNYTI DMNVNID 093 1IN VI PIAPN DY MPITAN NN
MpP>T1an
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, 20N YSIAD  MPrTAN NNOVN NMYINRY DPD DIV ,)1VaPN DY DINONY NY DI2 ,TPXYY Y'Y 5.8
DNYLN DXDN NPT PIPDN YNID DN MP TAN NN DMNPIN INA MNKNN ,0MPY
UNID VI TUN MIPITAN TOND I2YHD , NN DY IND NMYINRY ININD

.MPYTAN MINAD DOWITTN ONIPNNT NYONN ,D>ININND DD NN PADY Papn NPINNa - 5.9

SY DNDIN DTN MIAID Y72 DMOVIMNDIN DNINN DY XN NYIVY NOPWIA WY M Tan  5.10
(T DNNYN ,DYPTIA,DINYY ,DONDNN) YN

MP>72 D10 PPN YN 192PN MO ,NNIRD TINNN NTIAY M 10 M MPPTIN NI 0N 5.11
DOONIPNPNON YT DI MPITAN DY DMPNINNIN NN VIVNN INNYN THON H91ON

WAPIY DXOITHIVONN MI1IN IY MTYN MP>TAN MNINY NN - NPYTIA NPHY NN PHN - 5.12
£ NAN J9IND DAY SRWI Y1) RNN NPYRIPEPNON MYITY DAY IN MPYTan NIMA

NN NPT PAYDY DHWON NN THN PND PaApd MmNy 5.13

YITIV DO, 12WN DY INPINN DY 19291 Y82 ,5599 NNINDND VDD DN - ©HWIN NN 5.13.1
DOWIN NPPN MIID MPITIN DY WINAD TIWND TN DY VITTN DI DXL,V YT DY 735
IN NOIYNI,DOWITTN MODIN IN/Y MNRND,DNINY N 19) MNTIPN MPPTI2 MY
.DYWIN NPIN INA MPITAN NNDNN NN IWARD 1IN DY ,NPIONND 722391 THN D3

DYOVON Y NPINA ,NNRD NYIAPN NIND TIN,NP>TAN POV GN DY NOWNN NN DAPY 5.13.2
,NANN NYAP NPYTA NI .NINYTINA 1P2PY IXPNY T P9 TINY PNYNIND DNNNA
PNYRIN MPYTIN NYINRD DRNNA YNIN MPITI2 NPHRYN NN TON

,NNOYIND NAVNN NYAPN MPXTIN NNN DI ,PAD 0N WNd - NYapn MP>Ta Nndwn 5.13.3
TYON NINN DAPNN MP>TAN DY DIPMINNN NI NN NNYLN D IN Y'Y INRD P9
MNOYI NNYYIND AWNN NPXTA .NMP>TAN DY NNDXINN \NNOWN DY TynNn ,anda
NIPN D2 IN NINK MYNMN PN ONX XONX ,DIN NN NPYTA NMIND MNVPN MOPNN
9DIN MNN MOPN MND DY INK TTA DY PPIAPM ¥7N) P2 DD TIUNR INN

(Controlled Operation Period) 590N N80 npn 6

TINN OWTIN 12 MNSN DY TUNIN TIVNRNN 227 IN NN 93 DY NIPINN NHYINN NOPN 6.1
NINN TN OX NOX Y7 P Yy (PTO — Permission To Operate) noyann 7N nvap
POMDIN NOIWNY ITIVIN PINT YNNI

19INI NPDY NN N0 5PN MOIWNN NN DPY PADN ,NIPIAND NOYINN NNPN DI TIND 6.2
995 NN YN (712201 NNYPN ,MIDIN,NININD) MNIN DD, MIPN INN , ) MDY DY QO
INDND TIPON NN NNNIM NIIWNN X TNKD ODWITIN DNV MNRNNN ,0NPINN
,NIOWN NYNLN MW ,O0MVINDIN DOWNNYNY MININ MIITNI MNON N MDY .Y PM

YNV OOV DINPINN YOIND DNNNA TMIIN MP>T72 MITO NN, TIVN NOTY
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ANND P TN AYANNN NIPINN NOYINN NMPND NDND .NPINNM DIWINN P99 DN

Y ano (PTO) »mwa ndyan IR nHap

NN DY IN,AINYNID NOYMNY NN DY ,AYTN NIV YD DY DINN NIPIAND NOYINN NN 6.4
NPV IN TPNIPN ,NANTN DY DMIPNI MY, T2 1PPON NNNNA 199 DNP 1YWY NNV
MOPVLIIIND XMINN

VYA N P2 ,00101 VN DIDN NIT YNID PADN VN, NIPIAND NOYINN NPN DN 6.5
MIPONY,NNTIVIN XTTH IWHVINY DNY 1DV IZHNNY DMPIY IWNIAW NMDOYSN D5
,DPON IN MADN MPYT2 ,MNOYN VIITY ,NMTN DX INAD TPIRYY XNN Y/ .NPIYON
,ANDN TPTIPAN MY MIYND TY NIPINN NOYINN NPN NIINN DY MNND TNNN NIPND
N MYIYH

(1IN NYNVM NN T

nNIM NN 7.1

NOYINA PON INPY YL DIITINN DI DY TINNPNN ONITITND SNINN MM PODN 7.1.1
.D50NN NMPN ToNNA TIWNN APRNM
NNYLN D DY IN YN OPNID DX NIPN NIVTN YNIY PAPN NPINND ,TI0 qoNM 7.1.2

YT YN MNXID NIITNN DPP DNYA 7PN KD D NI .Y7M DY NNYITS DNXNNY
11 99921 ,1197%0 NN MXNND DRNNA PADN NPINNIY MDIDNN PN NHRND VD
STIVNRN APIRNM 2IYIND INPINN
INNRDY L(D2INT MDY OMIN H91D) Y/MID VIAPN WPV 1IN 1 DY YNIAN NOVTIN 7.1.3

PDR) DWW 10NN 215% 75102 1HRyvLn M IR YN DT 5y AWIRD INNNY

.(CDRA
2WANY NIITN TIDN YN NMYOINRD WHINY 10PN DY ,NHYIND MOIWNNN Pond 7.1.4
MONMNN AN P2, 2090, 122N N9V 12YIN NITTNN NN . TIVHRN NPIRNM
: DYNAN DOINYNY
Y0I9,NDTAN TIVN : M0 VAP DYLN NMNXT WY MIVOINN VIS 7.1.4.1
NN ,5NIM THLNND NIITND AT PV ,MOIITNN TYWN 077N
.32 MINOPA
OVTIN OPPY O NY 7.1.4.2
DNOMIN I IO 7.1.4.3
SITINONY VYV 7.1.4.4

VPN NINDNA NIV NYN 7.2
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.DMNIONM ONIVIRD ,MITIAYN ,NIIYNM 12537 53 DY 1TV XD YONRLPNMI
NTNND M AWUN I INA TPDIND MIVPHNR VNIV PAD> MNOVN TIWNN 7.2.2

MO0 RO 22PN HY VITVIRN INNND IN NNIIWNN 2)/YI¥Y DY VITVIRN /INNNI
(Office x/y PDF) 0°52p1n 000010 v1n71192)

SV YVITIVD TN VYN NIV VAP (PONRLPNID TIYIN PXN) VPNMIY MINDN 9D 7.2.3
DYOYONNTY DIVNNYNY TIYN .1PIIYN NOYA IN/ TIINNRN NV VIPY DY/ )N
7252 PH2YN NHYIA POYD?

9199 M2 ,NNIND TIVINA DAND YND2 WINOYW MWYD IRV NN 10Y0N M IN Y7/ 7.2.4
,DONOTYY DMNPOIN ,)NIND DININD NNN ,0OPNY DY DN YNDA 190N NOSTM
N (MWN 292P) MYON M3 IN 19PN ,D2)/)I81 DY )M 1P MNDT 19N NOW T252)
NN DM DO

WD IYN MODIN MANIN,DMPON ,DONITYY RTND 1NDYLN M3 IN 12PN NPINNI 7.2.5
122910 T DY IR MDIYNN /1IN YT DY IN,GOIVY PN 19N NITW NHIND ToNNa
.DINX DMVIIYT DXINDNI) TIYINL ,VPNION INPDNA

SV »TY9aN NYIIND TV ,D/1INN DY OVITIVD TIVN LYND ,LPMIN TIWNN D 7.2.6
BVa))

VNN TN NN ,NNYIIT 29 DY ,NNYLN N IN YN PIDY XINK M PPN 7.2.7
PP

APNOTY DY) IWINDND IONN ONDN DY 7.2.7.1

PINAN 29590 D30 VNANY RIN NV TWN 7.2.7.2

™MIaN ,N22D YAV MPNNN MY Ny (As-Made) myTy npdwm - 7.2.7.3
ST NND MMPNR ,NMITIY D233 N9 ,NTHRYN D910 .ININ NDIOM

NPYMIY MNNINON MAID) MIINM NININD 19D 93D MOV Twn  7.2.7.4
PN IOV (WO NY

31823979 5515, NOWNN 222590 HID NPRNM DWAN ,MPNN I 7.2.7.5

VNN HY DNMIN YOOI MIAN DY DOV 7.2.7.6

As- DVIVIY) DXV NOM VAN IINDNY OMINRLVLPMNIY DIINON 7.2.7.7

NNLAN ,NIPAN TOIN NYNIIWNN NDMID NNXM NNVPVIIIN, (Made
YINDN , 0P PINDN ,NINIIN OOVIDN YD KON MPXT2 PPN YN
T DMDD , MR NIPA MINDN ,DMNT MMD ,NTIAY NON
PNMIPNPM DINNND INIPY DIVNIN,NIWNN MITHNDIS5Y Twywn 7.2.7.8
.DXAVIVYN MPTN MNTY MR NI ION 7.2.7.9
T ,YNNUND PIATH M [ NVNIIWNN YN YW DT 7.2.7.10
ST DPINN PPN ,2WAN PN NNV OONIND TATH ,Oy¥annd
MNP MIPNN MXNN INI NPRNN MY 7.2.7.11
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, DN NP2 OYMY , MPITA 0N, NOIWNRN NPRNn Yoy DR »vny (Back
NN D DMWY HOLM YT NNVIAN YO

NN IN OIDYINND ,NI/NIIWNN DN IT DY WA NUYW INRY NI 7.2.7.13
JPONDIVIN NN NI/NDIWHNN DX PINNDIY HYAND T DINIV1N

MOINN DIN OINID ,NNT ,N9Pa 8

MY N9pa 8.1

N5 MPPY ,NNIN NVIYY NNVLIND NI PTIIN DI 257 OINNN NPT NIPA 8.1.1
LOPMNI9N 1N NMTNN DI TNRD NOOVIN MLINN NYAP
APYN YIMID AWANY GUN,TIINND) XNOOY ,IYTO MTI NP2 NINN DI¥ND W1 PaDn 8.1.2

MN ,TIT AN 9N MNRTPNN ,DNY MM NPHY ,LPIN DIVVD NN PN
DPANVIRM NPIIWONN MYITA NTHY INK 121, M1IN DMND0 NP MN¥IN
DILLD MMT ,DPIN MMT ,DNIAP OPNMPN MMT PADN POD> N NNONI 8.1.3
DOPOY YN YT HY WAPMY MPTN MANY DRNNA ,0I0 KA MMT) DO
NPRN MW NYSM DAY MNP ,0PAMI9N 28N MYNT MPTO NP2 MYNO

VIND ,UPNION 2DV PA YN NYIRD 1O YYD AN MPTM NIPIAN NI 8.14
PYN MR WNININ YT NTINRY NTITNDY ,DIDYN
NTYNDY LPMIAN NOMINYD , VPN NPONT) YIID NN IIYVN M IN VPN DN 8.1.5

: 97N P2 ,0°00100 DY OIMMT (1YY ONNNA NN

NPYIN JNNI YA NN VIPDY VPN TV OINIY-TTAMIY MNTPAN YT 8.1.5.1
2NNV

VIT2 VPN DI 2991 DO NN DYDY HNPN MPT - >WTN N T 8.1.5.2
20 SLA ,mnoa ,moN, 0050 ,mNon , mp>Ta ,nupnn : by

210 ON IRTPY (AWMNN VINI DOYIN MYSNNI) LN DHNY MY 8.1.5.3
DINN DMWY 230 NPWNRYNY VPN MNTPNN DY NYaVN M3
ATV DINY NN

VP MIAPY WP NNYLN M INR YIIIY NTIAYN DY Y2 GNNYND 2NNN 92PN 8.1.6
T MDD PONY INYVN M IN PAPN NPINND .3719ND DIVITIN DOMPYN WIdIND
.MVYNN APYN NOAV DY NV Y

oxnna ,Excel/Word/Project X211 ¥ 17182 ¥y71Y /pMD? D70 DY INIRND DXMMTH 8.1.7
YN DPP IN YN NYATH DAY 0D 5 TN YN YINTIY VPN MY
.DYONVLON

0PN N 8.2

TV 0PN NP NNONI 2PNM TUWHNN PTID 17 INNN DINDON 91N 8.2.1
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Sy WYY DYDYN DN DY YDVPIAN NN YNV NN ,OTPI NMT NOPVIND
YN NNVIAX ,MPNT ,MION ,DIPN VM0 YT M0 — PIYA VPN NTNY
PTIPON MPNT

PN NINN DI TNNRD NPT TIND ,NTO DMNDD N PONN DYDY YIT» PIon 8.2.2
TV NNINN L, NYNOLNN ,NNPNN YAOVW TIT ,OTPIIN IONN ADVN SN 0PN
NAVIV NPRNM NPONY

LOYNNVAN ,DM9aN ,0YNYNOD  DMNDD NI OMMMIN TP N NNONA 8.2.3

mMowa wap» (Risk Register) n715910 01570 NnOYWI NN, 0»VDIMNT OO NVONI
TN, 020N DIVLD HY PN NITY GVIV APYN ¥ (Mitigation) 1NN NYNIN

L0910 DY DINMMY NIPAN ININND PHND YD SNVIY NINT

IDINT YT DY HNNM PTIVN IWR D170 DI10I0 1IN P H1NYVN N N L DAPN 8.2.4
MTYNM OMIMNONN OMPON NNDNL Y/MD AN VPN MO DM NON GOV
,OINIPNPIND/DV IN DN, NODI) INYOVN ,NDY0N NN, AN 12 ,99950 ManIvnn
.(Mitigation Process) nnnanmn n%51m m7a0 NN

YOMNMDIN YN 2PN NN DAPO TN DY) ONDXON DINMN NV )T TINN Pond 8.2.5
DN DY DY XYM DOPT OOPY 02PN ,DTPIIN DM DMIDON DY TTHINNND
DM 92 MWNN NYAP ,0MIONNN ,DINYPN ,DMVN DNIDIAPN ,¥’N) MY VPN
L0P”M92 INNXOPVINDA

DVIPID YN DY IN MWNN PP DY IN PYY DN DIOYSNND NN PPN PN, NP0 YD May 8.2.6
M0 IN 92PN IWNNN N7 DIPNY IN,DIDDN NN NN TINNT INA YN NN DY
NNONND TIN DMNDON DM WINA DY SXINK 7O (MINTY MVNN NYIP) mMYyLN
.D1D°0N DINANY NMDY DINNY YVDNA LPNINY NP DI2IVN MNINN

NYSINNIN MPPONN PWNIND NITIN PN Y/NID NYYS 1NYVN M IN,1PDIAPN qONI 8.2.7
NP2 OOMYHYNN DIMNDDN DX Y7N) )92 NP UIAPN IDTYN DINDDN IPO NN
JNOTYN MU PYND

NIPAY NPIDN ,VPNNAN PN ININND DI LPMIAN VI NONN POND AV PPN 8.2.8

,NIPNN) VPN YINMN NNDNI DXVWITIN DININ KD DY (QA) MIN NNLAM

TP NTPINY NNYLN M) IN YN NYIRD NNIN P (TIVI MOITH , TN ,MpPrT1a
.0P”NN92 DMININN MDNX NN NPVIND

MNN 9N’ 8.3

5555 VAN TN ,LPMIN 21 NNDNA 2PNNI XIIID TATI NN MIPNRN NN 8.3.1
NDN J9IN DTN PODN YT HY DIPMDNIN DIMPWN MIIWNN ,DXININN , 091NN
DYNPN OONKPN DVITIVDL ,DIVINDN NONN IINDNA 110NN MYITa

VI NN
PN PMINND DI TNRD IPIANY THINND ,NTO MNX D17 NN DPYAND YT PION 8.3.2
MION MIPO ,MOAVIV MNX MIPA NI (KPIs) MON >TT1 NN 55101 , 09190
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THRNN NOY HNNY ,0MPY9) MPIN D1, nnns mp>1a (PMR, PDR, CDR)
MYAITN P2 IRDN MDPY NPV MIND 9 ToNN .(Continuous Improvement)
DIV ONPIM ,DMMPODY DWW DY OTPI NMAT ,NTIAYN 2DPHNNI MDPY ,DININD
DTIPON MBI NNNT,NIIVNN MR DY WY
NNVLIAN ORINK .NT OINNA YNNI DIN IWPN YWINRD) MR NNVIAN INRINK MIN PIAPN 8.3.3
SN0 ,)22PN YT DY WATHY D35 YINIIN INUND NPVLINDT MDY PON 510 MDNN
VI IN VPNIAN
MNXN NNVIAM NIPAN OINNA N VIPY XINY TINNITINDD NN VI YITI PIApn 8.3.4

VAN APD) VPN HY PMIONN PO YN NYIRD NNIN PN VPN MINN DY
: DINAN OXRYNN IO P2, NN T N0INA (VNI IPIN IPDY MMWUNI

MDND NIPADYOIMIND TWNN 8.3.4.1

VNN N0AP DSN D01, MOIONN NP2 WIdNd DN 8.3.4.2

2NN D) TN YW NINAN PN 8.3.4.3

AP MYV/MIVN APYN 8.3.4.4

MPNNN OOV MR N 8.3.4.5

PO MOAX MIPAYN 8.3.4.6

NI ANKNONITY ONPY OO 8.3.4.7

IRDI) INN APYNI DMPOMDIN D¥INDNN DY QOIV NITY INN APYHN  8.3.4.8

STIWOM DONON MOPNMIPA - 8.3.4.9

VNN PONNI MONN NIPAAOY LIS 8.3.4.10

LOPMION DTN O DY WATHOV IR XUN DD 8.3.4.11

Y/ Npna vmy 9

WY, DOMIPVN VIND NNDN INYLNI DYDY INNX DI D) 1YV NIVNN NIDIAP PPN, 1PTLIY ,PI0N
PN TN, DMYAY THYPY ANWN YD) TP, IMOIWYNI ,1PNPNIYNL NN YN NIPNNI VIDY
,NINVIAN L PNNVIAN MITOND ,NNYLVN DXINDIN DMIINN NPMIND ,71PHNID YN MINNND OXRNNA

YD NYN NOTIVY 3931 NITYN DNDNA ,N2 DONNIN VIDIWM NYNN 2IVONN
MNMNN 590 NN INXIVNI DMPN HAP> 1D NYLN KNV D SOV TIY NNRIN NPINNI RY» PADN
L1292 795 wATIN 421121 DXMPYN VINA TN NON V7N NPNNI WIDOIY DI NI RO, NNND DM
,MARYNI WIDY IN YN NPNNY DY 1NYLN INKR DI DI IN MWD 1P2PY T2V TIWIN KD PIDN
Y713 5NI0 DRNNA DXWITIN MNRYIND MIVTNN, D> NYIRN DD NN DD NN DINNY INKD NON

01999 12 DIND /) 18 399 ,NIVN VAP ,0°P90 N’ 10
o5 10.1

,D>P90N Y55 DY NP2 MPLS ,0INN 911170 NAYNNN NNONN DX PTHID NY PYD 10.1.1
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91N POON DY 2DOWA ,Y/N) MOIWN NIXAD DXIMNN D T NN MIVNN NP
iR aklak]

MA9Y — OMONINPN DN DIPAD 1901 DY ONIIWN 1IDOW HY MODIAN ¥7/M) NPNYN 10.1.2
SOC pav Falcon, n»ypYar pav ,0°2P0 NYNVN POD ,NPAYM NPRNN PO
MONT PDUPON DINN NVIY ITO I INN YITY - DDN DN MNNN
INL,NPINN DN NPNA I0IN,DOPYWNN YW DIYINN DD NNNONY,MTIPON
JIINDD P2 NPINK N9

PN P2 NPTHIN YN, DOUYNI DY ;NN NTIAY NNDN NAPD XD DT PI9 NIVN 10.1.3

2 T8O DMINX DYPODY DN NN PODN DY NYINND MMINN NN 10.1.3.1

MY N5 ,orNY 00 (Integrator) 595NN DIND DWW NN NN 10.1.3.2
YTXA TMINND DINVY NPYOIN NPINKRD IWURD D) ,0¥P90 XN D¥ONN

ONN O

V7N 91N SN NIPAM TN ,NNO0NN ,MPTN MMM NN 10.1.3.3
NYYIYPNNM DXPWNNNT DY ¥7NI DY NIRDN NOMY NINWI AV 1NN NN 10.1.3.4
2y 2P0NY Y527 NP0 NYINK NPIYN DY NPNY TN 007100 MNIND

JPVIND INPINK M) NN MNNIN PIRY MYIIT PADN
Y75 52202 01999 7) 18999 "9 10.2

,TIVNIN MSOWA5 DMVINDIN A T M) DY GOIVI XD DININA HYIN TYN D> PIAON 10.2.1
(MNAad) My 555

oY ONINN - DMV 9 NN /SIT noym Falcon pso  10.2.1.1
N0 NN MOPN NP, TIPN NPRNN,IMN 7PN PIDIND

NPDON NNYPNN NPNVN DY OININN - DMVAIN DO / NNONN PO0  10.2.1.2
.DXNNNM DINND P2

SWYPRD NANM NPT,V ORINKRD NN 9 — SOC / SIEM poo 10.2.1.3
VTN NNVIAN

LDYIRN P2 O MNIN PP 10.2.1.4

DNONIPM PHYVPNIPN O NNPNN MY 10.2.1.5

VMOV OMPNODOYIn  10.2.1.6

SN0NN RYIN DOMPYN NIDI OOWON DXIDN DN DMYIp  10.2.1.7
YN NONIND ONNNA

, DMWY NPYIN NPINND XY IONY NIN DN DX PONN N PION D 9NN 10.2.2
TN 590NN DM YRV, NMPYI OXIND PPN 19N DD Dwad NN OIIN
Y75 5519 MYN 1NN TIPON MONT DY NPNY ,MDPN NIND DY

180 71NN 48 Ty
#2864503

unJ

www.nta.co.il © 5885849 |I7IN ,A |12 "ZNMTY TN ,26 DWMPINN 2NN © 03-7243055 D39 © 03-7243000 [1970



NTIAY MDIDN — NOVN VIVNY 2 NOD)

73 18 N5 ONA )9apN HPINN NN 10.3

: DN DIRWNN DY 9701 2,9y ONINK 1P POON
™29 17901 Y9HP0N ITINY 295 INPINKIY NWPNN NPNYN Y95 10.3.1.1

M L,(DC), VLANs 0inn »pa , 00010 ,Ux MmN ,mnyi ,0on v

D901 N2YY )2>57) NTIAYN NN DMOONY NTIAY NNN ,DMZ

MPPT2 NI MY, NNYPM TPRVYN MOPN NPNM PHAR My 10.3.1.2
ANDD DL TN DN NPON ,DINRINN NN ,ND0OY

DNNNA ,NNY DINONL IN YN OV ) TEONIND MDY MNP nons 10.3.1.3
YAP»Y NOYaNN 5Tnd

, 0D, D00 DN NIAYN MATY ,DXOMYN NPT Yo0nn MnYY  10.3.1.4
MPYT2 MIRHIM NV YN

MYNY TY 9192 NN NYPNN 2D RITN ,ANIN D1V RN NMD 10.3.1.5
NN POD T DY YNIAN PN TUNRD DI ,NIIVNN DY 128 PPN TPon

: DYNIN ©MPINN DY NYPYI HONINN 7P ND 790N D 9020
.Falcon no9yna 209N 1ip pdn 10.3.2.1

JPVIND INPINND JPRY OPVIIN DYDY NNONN NPNVN HYOIVI NN 10.3.2.2
D9TYN NPAYN IN MNMNI NPNIVN SOV NN 10.3.2.3

NYTNDY ,0M900 P2 DINONY |, POINN DIDONY NN NPINNI XY PADN ,NNT DY
NI PNINAD TY YOIMDIN PADN DI PDVPIAN) PN 19N OTPNN NOPNI NPLVNVY
V7N NN MYAYH

10.3.1

10.3.2

10.3.3

9N 192pN DYVN NIV 2YAP NN

NPINKI NN, DMPYNN PN NN TN MVN 1DIPA YOINDNY INYI PN PADN
: DONAN D120XNN DININY 9952), 7202 1NIYVH NVONID NNRIN
N2NN DIV YN DY ANI DTPIN NN DAPY WIT» Mwn Yap 55 104.1.1
LOPNIN92 MDY
, DN 0»VP 0NN X VMS, Fortinet, OT »nna mwn »oap  10.4.1.2
1% MDNON MIAIY ,9PIN2 NPVLINDI NPYIXPN MOINDN NINNA 1IN
VMS moaynd 118 monon [ Fortinet »3m> NSE y5) mvan
NaUabe)]
DI NN PADN ,MYN PP MYPNON DV NIPN2 D) D NN 10.4.1.3
DININN ,DOMPYN 9900 yrmy 2950 RO OTYVAN ONINND
PHND MMNNNM
NO15N ,MWNN MYAP Y NN NNOYI GOV IDINI PITY DN Poon  10.4.1.4
PYIXPN NMIAPNANM NANN MNT,MNNNN MIMNN ,MIVYPNN P09
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LINY PADN YT DY NYNIA IDINRD DNNM TINN MYN YIAP SY M»ya s 10.4.1.5
DMV D17 NNNNA ,NPINNM DIWaNn MMTA NN HHM

.(CMDB) nm8nn 57 no9ynay (Change Management)

TOIWIPN YR MWYN 192P NADNN WITVTY P TYOIN NNYT NPIW 29 DY IRV XNN Y7/ 10.4.2
NPINNNI YN YT TI2 RNNY XY ,07MOMNM IN DPIYIN ,0OMNPN DXVITIVDI
V1) %995 PRIINNNN IN POON

D790 AHN MYPN 9N OINOD PN 10.5

Multi-Vendor ) ©Mv DP90) NPINK YNDINA 19010 29¥N NYPN MIPR DN DMPN2 10.5.1
TP INNPEPOON , 0N 0T Moyn ,NNVPn NPnvn Pa ow mMa1Y ,(Incident
£ 1919 V9N ,YIPNN DINIY MW DINN PINN DY ,MIN

(Poon nInxa Tier 1) nyawNI Mp>1a—1235v 10.5.1.1

NN AN P2 MDD ,NPNVIYI MBPH NNWN MPIT YN PION
onv mypn (Latency, Packet Loss, Routing), nwan m»pn
19), 0NN P2 NPNYIP (D»NIIYN DN NONR NI CPU , nHixn)

919 (FW, VLAN) nwa y10n nNVIAN 22557 MN8N NN
SV INPINN DINNA DINNNIN TNIN IN NP ,OWD NNIT 12 NIPH 9o

INDND NPINNA PADN XY - NT 19992 DIMPYN NITIND DXNNA POON
NN MIPYN NAYNDY RONND INPONY NOPNN YNV NIORD 51900

AvapIw SLA-D » 1Y DRNN2Y NNYT RO NN, NPPN TPaN

(V1) PNV POoN MPINNA Tier 2) 0»VIMNYI DIPIYY NNPYPN —223Yw  10.5.1.2

D»VINDIN ) T MY MNP NN PADN PTPNWN DV NOHYW INND
,N9TYN MOIYN Yap 0NN NP 0010 pov Falcon, BVMS)
NTIN YR NN 1990 ,919°01 NN D210 HDon1n 0910 wown (SOC

DTSN YYD P2 NOH DNON
A WNPIR NN — 339V 10.5.1.3

nx Yn» Technical Coordinator-5 wny» Paon 015710 DOWPNI
) NTIV ,ITIDN MITA WYPRD TINN IR TV ,0P90N P2 DNONN
VNI NN )ITY,DXINN D237 5Y IOV NYAUN D8 DN NN

9PNN HY KON NINAY TY qOIV 19INA

oMY N PN 10.6

(Multi-n>p90D-29 N2°202 YYD Y7N) DY 120N DWNND ,NNYPNN MWD TIVNI 10.6.1

92PN DOMIAN DIPID) DMMIT 037191 1901 DY MywiN Vendor Environment)
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33900 PPV PY PYNND
DNYAPM DXPADN ,DMNINN DD DN GVIVY RIN DINXNA DAY WIT» PION 10.6.2
M Sy nrInr »mnna (Technical Integrator) ORNHD ©IND YHWIY ,0»OIMYIN
SN OWPNRI PNNY DY NPV DINON IDIND DOYIANN DOWI NYIN NOVIND
Ruli s
IRY MDIOND NPINNI XYM 1IN OMINK DNIDIAPR/OMPAD PONN IR PADN D 1NN 10.6.3
NNYYND TY XN DIV PNINPN I9IND DA NN XN DIIN ,NT 110N OINN2
STIVNRN DY YAUNN VITPN 951 51900
DDA YD NI YN YA NN YPND DNNNA IO DY PYDA XN 9 1D 9Nm 10.6.4
DOWINPNIN 1PIIXY DRNNA DXPNN DONPY TIIYY TORYI NN YN 729D 179190
2TYOAN NNYT NPV 290
:PPAD-217 NTIAY NN POONH NPINN 10.6.5
STIVND DYPIWNN DX119DM DXPADN D9 D1 GOV MNOL ONN 10.6.5.1
DINNA DWYI NOOOY DYY PN D51 NPNIYRI dPNVYN MP>Ta M3 10.6.5.2
NN DN NNYDN DIV INPINN
DNRNNA ,NNY DINONA IN YN DY) DOVINDT DXPIDY MNP NNNS - 10.6.5.3
TPV HTINd
DN ,DIRINNY NV ONM NV HPYIN 0N )DL YN N 10.6.5.4
DOMDIN OO
NN MPPN MNDIN) IND PNINY TYOPAD-27 PR DY KON MY 10.6.5.5
SY NIPNA DODN NYT NP DINNIN MDIWNI MPNN DY XOND TN 10.6.5.6
2NN PN
MYPN NPNN YIIDN2) NPNNPN NPPID-17 DINN MDY MINNYN  10.6.5.7
NN

DPXVN DIPAD) DTN VIO 10.6.6
NTIAYN SPWNN NITHN DT 119199 DX2APN2 OOV DTN DRIV NDIWYI oD
. D’)‘]p’)}ﬂ

P90 NINK M) 2 NNaY pYnn 92°Y AMINK OINNH Yon/0M | #

Nt 19012 Nt 19911 PaYN 72N

NOOOY  PADN HPINNI P NVNWP MPXTA OV ApRNM MPRN DM YIP |
SVPNYP TPRVN MOPN MOIWNY N8P TIPS MNHsn ,DMNY P — MNOYM
Ny oomw/FW/VLAN ; DPIOINN NTY TP NN DYTN

NPPN INRY NINY OV

5 5 5 X mMopNa MYV DINN P91 H919)
VAP Y mnoIn mn ;NP TPY/DMPA NN YPIY
-VMS 5 DYTN PN

NPNYN P2 PENDOIN
SV OV PPN DRI KT myyqund  nwpnn

-02P2 MION IN NTY TPX INTM DMINNI

(D90 DN
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901 NINN M)

Nt 19012

nrNYN Pavn  NINNI
,FW, Storage ,nv1 ,0o0nWv
N0YN MMy

S ONPIN tHPINND KD
PDOPILAN NPIND MPY

MON :pOON APINNA
VN TN NPNYIP NN
SPPMS vy MDD
oY MNYY¥N NN ,NNLVIN

.VMS 530 9apn

NRPM DN :HPINND NY
DC-n 1y )N nvnwn

MON  :PODN MPINNA
VD) TN NPNIWVIP NN
VO v DN
SY MNOSN NN ,NNLVIAN

.VMS 571 2apn

NHPM MDD :MINNA XY
.DC-n 1y )N nrnwn

M1 PPN NPINNA
nYPN NN IINYN
PO MIIWM NNYPN
Yapn Sv Mndsn NN

.VMS 51

PINNA NY
TV TYNA

MY DIV

mpTa PPN NPINNA
nYpn  MMX NN
VIO MOIWN NNYPN
YIPN Y Mndsn NN

#2864503

59 N1AY PYNN
A1 19913 POON

MNYN Mopn nNYOY

; YoM NaD

MNP NN
DXNUMI

; DMDLPYAN

NIND) DN

; DN MWIMN

XNOVIN mpT3a
YTPNVN MY INND

NOIWNY OXNNY NN
; Falcon

NST TY NNYPN DINN
; Data Center-n

nns  LIP nArspn
; VLAN ,000m9

APN-n 93yna2 yvo
MONIND

NOIYNY OMNNY N
; Falcon

nOTTY NNYPN DINN
; Data Center-n

nns LIP nrspn
; VLAN , 0009

APN-n Hayna yro
MONIND

mopma 9L OINON
S TY/NYY MXIN

INND NP MP>T1a
DOONVYN DY

mMopNa MMV DINN
; NTYV/NYY MIXIN

INND NYOPN MP>T1a

9Py MNINK OINN

oy NPINN
np ,TDISPIOIND
DN YD1, NIIWNN
DMVNI OND
NP DNDVPIIN

noIYN npRNM
.N9TYNN

nPNYN napPn
P2 DXNNNI MOV
SNoN

nPNYN napn
P2 DINNNI MDY
AR

oY NAVY  NPRNN
SN P2 NTY TN

oY NAvY  NPRNN
PYPNIPANTY TN

180 TINN 52 TNy
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YN
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NoIYN
Falcon

INDY NOIWNY

naTyYN

—5Mo ot 3
NP

—PYV P | 4
PN

oMM PVIP 5§
— NN
NNPN INND
SN PN

DMM PYIP | ¢
— Mo
NNPN RS
EARRIP0)
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901 NINN M)

% 990
.VMS 5
MY NPV APINND NY
TV TN
NN PPN MPINNA

,NYpn NV V/EW mmisn
JDPINYN MXINND MYND

S RON DN :MPINNA NY

Mpnn W SOC  7wn
.PMMIYN YVPVIN

nyOV PPN NINNA
M ,DC-a2 mmma nHpn
DDOPR TP N

SV O NPON HPINNI NY
NN PNYN N DD

5 NTAY PYNn
A% 19913 Povn

D»HOPNYN DNV

5551 oMY NHavn
51 ankaten]
DINNA MNINNA DIV

; PODN NPINN

YPPNNA N9WY NIV
WPN

nPYNYP mp>1a

;TN

NIPNI MNP NN
;M YV

NTIY NIMON DINON

1991 7 ©9)
YN

9Py MNINK OINN

NPT, 0MNY NV
920 MWPNRY NIANM

SIEM / now 7
SOC

NUYNN Sy NPINN
NPYNYPN NN
DYINN "2

NN/ TN | §
D20 NYN
D»VON

Y703 091 NYINY MPO , NP3 990 10.7

: 1Y 9992),0PaD-17 NP DINON MNININ DPYON ¥7/N) 10.7.1
790 ,SOC P90 90N MANNYNI NPNMPN OWNON MDY 0P 10.7.1.1
DD DMLINYI DXNIIN DXVO/NNONN POV ,Falcon
NPOAN TNXD ,0¥P0 *NIN DOWPNI NN MOPN MNNY DIND NOyon  10.7.1.2
MOPN NI NYINY DNPD
MN ,NIANN MNT ,MOPNI VN DN DY NPOITH MNP ¥ 10.7.1.3
SIYNN NN PIND
:2MNNN POON 10.7.2
SWYVRD TONN NNON MY PPAD-17 PN DY DMNO0N MMT viHno  10.7.2.1
.DXNPOIYNIIY MW
) TXONINN DOYIANN DIV DVYI IN DY DY YD NMNTY 10.7.2.2
NI NTIAY YIONN ,0INONN MNINN NWI NPNNPN MNONN WD 10.7.2.3
.D¥PA0N P2 YN
P2 NIV INNN AR JPNDY 1ITYY ,MMND ,29¥NNY MDD NN NNSYD NINWY Y7/ 10.7.3

MPYY NNLIAN TND PNEPNRN MMM MNPPAN ,MMTH DD Yy ,DXPIon
200 TPV IR HTIPAN
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393 192pY N¥ J9ap 122 9ayn PYhan 11

WYy 111

VTN NPAVNN D92 NI2YND AN NTON ,KXINN TONNN AR PTHIND NN DY P9 NIVN
.1T 39992 191N POON DX RXPN PADNN YN MIIWVN HW IDIWANT NPINKD TIWNN

TIVN HY NNV NDPNT,NPPN MDY TYNN NNVIAND NI XMNN ONIN NNNN YN TONN

,vpn nynwn ,OT mnwa Falcon, VMS moayn maid 0200 moayn Dvy nYpn nasn

21202 NNNN MOLYNI DXNNY P2 NI ,DIUWNNYNI 2N MDD

11912 VNN DD NN AN PA,NMVDY IDIND Y¥ID YaYNN

.DYVMIP DXMPY NNAYN NYDY NNDHN NOITIPIN MY
NNINDY NTIND ,NPHN,NPN YT NI2YD

STPONNN 2A5W 55 DY VM) DY DYDY NP NP

.DMNNLANY DPNDNIV ,0MLIVON DD NYIN

91N PODN MY PININDI ATOI 1N NTIAY DY02 NNPN
STPONNN DINA RYPN PADA DOV TIDWAN MON DY RON PN

11.1.1
11.1.2
11.1.3
11.1.4
11.1.5
11.1.6

D)D) 19NN PADN D NOPVINY INTVNI ,D227YNPN DININN D930 NIMNH NNDN NN NT P
Y7 MOV DY IDIYONT NIDPNIA NYO NIDY NN ,NXNTH ,TOINSPN NN VPPINY

“aynn *adv

91921 ,7172129) THNTH ,NNTO NNDINN YXIANY NINN PODN IN NEPN PODIN NN TONN

: D190 DAY NYIAIN

MON MWD /N DY

,D0INT MM NTIAY TN NITHN ,NPNIYNN MIIWNN DD HY XHN NN NN
2YNN TONND NYDINC PNV MO ,NIMON DMNID 03I NN

YT NY2YN - 220V

YIONN NIIN ,TIWAN MINNL OO ,XIN TN NDAP ,DOYINPN NN SWIN DVP
2039991 MMISN D913 ,5I1Y90 NNNN TV

THOWAN NI2YN - N A0V

NNN 5192 MTIAY WINA ,TIVIN DY NAMWN NOYIN ,MDIVND DY MIRYIN NYAP
LDOXMPYM PNV 22237 5Y MHNTH NPINKR NIV ,MP

INDND NPINK NI2YN TND NYAP - T 2OV

NNOVM NYAP 25001 DY NN ,NRDN NPIYIN NN MINX ,NDIAP MP T NINAI
9N PADY NINDNN NPINND NI2YN

SV QLIV MPYADY DI NYIRD 1932 YNIN ,ONTIV MMTI TN DXIADVNN THNX DD
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DIXIN2Y MNON2 NIXRDN NTNY INNRD P TR IWINRN DDV P2 72yN TIWUND ,Y7N)
.5 995 TNV

(Business Continuity Plan — BCP) mpoy msawnn nynvh nan 12

On- M2>202) DMVINYT DXPAD T DY NN NITND IN D92 NINAY ORINK 7P PIon  12.1

NPOYNN NNLIANY MYITIN MNYIN Y95 S PV 955 Hosting W Premise, Cloud
: 127D, NOPOY

BCP my>m o5m npnnn 12.1.1
OMPY 5117 XONN INPN P DIDDION ,0NITIVI POY NPIVNN YoM PINT POON
oomn .(Configuration Management) nMsn 5 (Change Management)
V7N MYOINRY WM (Audit) 1PNNPN NNPX2 NNDNI MY NINR MINSN 53D NITY
20PN HY 2NNN DDNIN TIVNHN PONO
(DR) pyoxn mueirni 51»9Im on 12.1.2
MPIVIPY MINID MDY, DOWNIN ,MNNNI NONON ,ANDN DR 5190 730 o> paon
190N .INDNN
RO Inmo” DR-N AN nnom Sy nbD ndpo yan mvo nnN 12.1.2.1
NN HOPIN INND
.DR-1 NN 72yn S ONTIND) 7Y 5NN YD MYWOSNY NNN 12.1.2.2

DR-n 9nND 59192 9ayn 59150 wyn) 721097 DN y8d vy NN 12.1.2.3
SYUNIN NN NI

DY 7127 NN 12.1.3
IINY VAN IUN ,MDIVN YN HHI0 DINDND NINYI N2 MNNIN DY PION
NN TY IR DINNI DRI NINY TIT, NIV DY XIN MNWN DN — MNY MNI2
AT YN VM

VNN DN NN 12.1.4
VO AUR L DPIRNNM 2IWONN OO POND VNN DM DM PINN P> PAON
SV NNND DI NAY,MNN D35 D197 ¥7NI NUIND

220N VWY 12.1.4.1

200 MPTN 12.1.4.2

212 APTN DHINPN PO NVLOVY 12.1.4.3
120N NNONN DY NP2 MNIN 12.1.4.4
PINDY VNN NNV DN 12.1.4.5

MY MTIV ,MPNT NNVIND TID? ININ INNN NT PIO MWIITA IRDN NTNY D N 12.2

DNNNA DOININ VINAD) TIYIND DIV NRDN NPINNI XY PIDM VNI MDIVN DV NOITIPIN
180 TN 55 Ty
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03993y 199N

58 woy 1
59 NPRNNN MANY 2
5 e (PHASE A: AS-IS MAINTENANCE) D»Pn TIWNN Yy 0 nyiny. 2.1
60 oo, (PHASE B: POST-OPTIMIZATION MAINTENANCE) 191w TIYNN 5y NPINNS 12yn - 2.2
B0 ettt ettt ettt st e h ettt et s ettt ne et ettt s et s s esenenees IPRAN MPONY 2.3
B0 ottt (TRANSFER OF RESPONSIBILITY) NVINKRN NI2YD TN 2.4
61 APNNNM HYann HMPY NN 3
62 APRNNM NYINN MUY D n 4
65 Yyam NPRNNY OINMY 5
66 NPNNHNN P MY 6
78 errrerrrsesrscrrssssrsssrsssssssrssssrsssrssasssssssssssssressrssssssssssssssssssssssesss NPINNM NYOINN HTIN 8
82 cerrririeerriiiieeerriieeerrisseeartrssssartrrssssartrrssssrrrrrssssrrrrrssssarrreeess DIVINID) DIOMY DINPY 9

83 D e R R n”’”” n””ﬁﬂ 10

83 1eerreerreerrrersaessaessressaessressaessaessaessressanessasssasssasssaessaesaenss JIYOM APINN MPY 1PN 11

87 ettt TS NPNYN 12.1
B ittt ——e e e e ettt ettt TYN NYONN 12.2

88 rrrrirrrrierriieeriieeessss ©IIONN DI9INY DIIVAN , NPT TN ,NNAY Y00 ,NIIN 'PON NPOONR 13
B e ettt et e e 09NN NN ,NN*Y 14
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Yy

:19N19) 19992 N9ND TIDNY PAPN VAT DX DPINNM DIYINN YMPY NNON NN PTHIN 1T PYo
-NN ,)1°2°99 Y5 DY ,DYTNRN 1P DI NN NOTYNN TIVN DY NIWPNN M0 HOD N2y Pavd (pavn”
AN , A1 P2 ,09910 NOR DNV .(MOPNIN IN TYSNNY PN) 111 DIPYNNM 1PN
,DOMINY MPNT DY NPHY ,MYPNL DIV ,DXHXT NP 7NV ,I2Y NPINM NYNN DIPINN QO

(1DYMMPWAY OND) TPDIWON MTIYY YN NNVIANX , NNV NIDTY

V99N MYOITY ONNNA LI MV ,PST JPIND TIVIN NOYOND NODID NPINNID RY» PION 1.1

— YN NI2N DY OMWIANN DIIIXD) YN NNVIAX NPMNY 00PN NMYYN NPND D00

,IM MY NN DNVLIAN N L(HAANDY IR 77NN 1PND) NIYI DPNPY NNIANN PDN)
NIYPNNN NPN TIN D30 NIPIANY NTNINN

J(As-Is) N TY1H2 Y92 1A8N , MIVPNNN NDPNN TN DPPN TIVNN YD NN YD DIMPYN 1.2

9192 NOTIV IN NITIVY NN DN TUN D297 TPNN NIV, MPNIVNN DY NX 1)

,DMDVNNIMNPN DMINN DMIPYN ,MMSTNOVIIND YIHNN NINDNA DX P ,MIVPNN NMPN

120 ©M PN L(To-Be) y7n) »1-5y 1wIRy papin MsonNng DRNN IN INTNIVN PYHNN YITN

,O2WANY RN NPINN VTN, DNYNVLN TN MON KOY ,TIVNN 72237 59 DY KINI P87 191N
MIYPNNN NP D TNRD MPYN MYITI DNTNRY DNPINN

,M5YNN YYD HY ISION MOINT MPNT ,MNPN NNVLIAN NN DXNPYN DY NdPIDINN NIVNN 1.3
mpnn NN (Preventive Maintenance) Ny NPRNN DY >NV 97120 21DOW MIYNHNNI

NTNY ,NNLAIND ,NDY DAY NDAD NPVINY TYN N W (Corrective Maintenance)
SY NNV MINN MYPN NN DY MDD DINAS TIN ,NNA) DN NN NYYI) DONMYa
Y71 DV RPNV NN MYOIITA NTINY

m»ya ,nopn MR 935 (Single Point of Contact — SPOC) »7y52 YNINK DN wnwd Paon 14
End-) NP5 N8pn NXON NPINNI XY PO . TIWNA DX1757 1IWPNN MDINNA NP IN NPINN

NPY L, OINN DIAMNNN DMIPHNI MY ,DOWPRND PIND 10 51700 (to-End Ownership
NPINNRD 3 TN .OMINNK /) T MNTN IN DPNINDIA DOPAD ,MIVN YPID 02X 511 NNYOM
NIPN D2 IRYIN NPPN MDA MDIWVNN NITNDY MPYN YTV NTNRYD ,NOPNN NIND NONMON
YT¥A TPAN NOPNN PPN I NIPNRA D) NWII NN DIN MMN X 12N X)) ,PI0N 2

(Y9010 NMINNND DNNN2 MWN PP

,IVAN NPNVN DY NOVHNNI NNTO ,TINNPN NN NN PN 0NN NYIDNL SMINN Ta1 1.5
YONW NN NVOY J9INI NMY WIT PADN .00 YITNY IYDDIVIN YIDNN DIV MY
DINSNN DDA VY PN, YT NNLIAN YIYN D1YIWAN PI1APA OINNY ,NYIN PN, NNIAYNN
NNVIAN DWY ,NYIN DV YIYIN) YNINNN L) NYI MV MDY NPYINPN MNONN DN

AT TIND ©»IVN MTIY) DXL MO
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TN MM MNEN YW (Fine-Tuning) MNdmOLINI NN MW 9111 12,199 MXININ 1.6

NPIDTY NPNTNOVA TPX) PNV 12357 NAYNN IN WITN ,NITYD MODIN MNINN 191 ,0MPN

NN NOYIN TIN ,DXIWVINNDN DMNPWN NYNHVLN DIVHD IR NPINNI XY PADN .NMINTPNN)

DYINNY DNNXD NIVNI ,YNRIN IWIND TN ,NTO (Change Management) 0w nipa
STIVNN HY NOVIVA MDA NIDWINT MININ DY NYIUn

PING NI NANN MINT NYNON ,NA»NN (SLA) MY nna DI0NY 91952 NN DIMPYN 1.7
STIVNRN DY INYAYN VIPRN DY NPVIPN NNIY OXNNL 0TIV

NN DY DTPIN Y TNSY ,24/7 WIND) PN PDOPNIID NP NV TN Dy pavn 1.8
D9INMN OMNATT MPNIA NIO DIV OTON YN NN ,DM9IYON DD MYPN

DYPIN DOYPN , DD ,DONNT, MPNT YTTH 1NN P2 ,0°99100 DPNNPN MNIT POD> PavN 1.9
YT DTN NPYN MDON NTTHRD M) NP DD IWNY IDR NINIT .VINY MPPUDLLD)
MIVPNIN

, IV NPNDINV MY, TIVNN MNNN DI HY DTV RN QO TIWM YT 51177 ¥8 paon 1.10

YSID TIWONN LTIV DD MWD NNYPNN TPY DY NPSNPINPT MITHIN ,M2IND MNO0

PINM P> PADN T NNDN .TIWNN DY NRDN MNTNY NDID MDPY ,MDPY MLV J9INI

mMa7yY ,0oNIYN MINY DINNI NNIYPNN MNIN NODN HY VNN HOTIN TN DIVIVIV

DYV MDY DI HY NITY TIYM 052557 N0, 0919 DY DINDXN N NN TP NODMO
MIYPNNN NPN ToNNa

NONND MYYVINNN NN PINN DTN, NN 12957 530 OMSTY DM YW DNYP MV pavn 1.11
(Scalability) 7Ny mManInnNa PHMY T PN’ YHLYY PNINI Y5 ,qoNa .MIWING (DR)
MDY 29 NOTIND

,TRNN N NPMND XON DRNNDY NN THWNSPN NN WD NPRNNM WD MPY 595 1.12
NTIY NPNNTINNDY OONN DNORIVN DNIPNY ,PTN MYMTY ,0PNI9N HY DXDIIN I19DY

.(Best Practices) mb2ypn

MPYI NNLIAN DWY NRY 24/7/365 DY NONT NNONNA PND> APRNNM Dwann >mdy 1.13
DNVPNNN NMPN DI TNNRD INON IHITIPON M

APRNHNN MANY 2

(Phase A: As-Is Maintenance) 00 79990 5y 5710 1NN 2.1

93P NN NN NAPN DINDY ,NTIAYN NINNN I JND NHIND NDXDN TN SNN 2.1.1
MOV 593 SY NPINNM 2WANN DY NXTY0) NPN ,NNIN NPINN PION NNY DY
95 5y ;MY TVINA TN DDMPN NP TYNY) YPHN NNVIAX ,IVNNN ,NNVYPNN
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P2 DYPYNNM JIPMIIYN-NN )29
MOIWNN NV ,MPNNM NYNINN DPIRNNN SIMPY HYD NN PI0Y IPNNN PION 2.1.2
TY AN 90 IN ONONOVN HANNY WP NOD 0PN TSN May SLA-1 oy
ANITY IR INONNYD

(Phase B: Post-Optimization Maintenance) 99111 799191 ¥ MPINNY 9210 2.2

nYap RN (To-Be) wIn T mpNn X NITYN ,PNDNIVIND 22DV DPD DY TN 2.2.1

2)NM PaoN NPINK aNINN (Acceptance Tests) NYNLNN 1DY DYDY YN NN
DNITIVRIZMYTNN MIDIWNN DY D) NN 19N

91 %995 PADN NPINNM Y KXY YTNN TPSN NYNRLM MSDDOVNNRD TYNN ¥ 1NN 2.2.2
95NN NYYW DMIMPN NYIN YPoN

NNV O ,MNOMPN NPNYND YTNN TPSN PA NRDHD MMSNVINY SNXINN 7P PI0N 2.2.3

.(Unified Maintenance) N TN NNX NOVLYND IIYOIN NPINNN MWD
ANDN NPRND MOINY 2.3

ToNN MOWHNN INPINNRI 7NN NVY IN PN DI DINY XD YD DIIDN) PN PI0N 2.3.1
APNVNDIVNND INNIY TIVNAD DMPN TIVHN P2 12YNN NOPN

NTIPI D2 PAON DY NON NPINNT MDPXT NNVINI NMNNT,TIVHN OYINID DY NPINND 2.3.2
IND MM TIND AT

(Transfer of Responsibility) m9nxn nyayn 1 2.4

oy ,NTAY NONNN X NYAPN OV 60-5 NN ,(Handover) naonn noypn oina 2.4.1
INDNN INPINK DN 1D 91219 0I0I,NT AV DYDY YN NYIN INRDY, 09PN POON
959y ,(As-Is - ©»PN TIVIN NIY) NPINNM DIWANN XMV 593D PION DY M TYOIM
2501 VNN YINDN INDY NT NIDIYD DRNNA TIN YOINWNN

0315 PADN ,MNNNI NANN DY I YNN — (Zero-Gap Transition) NXNMPY MNI 2.4.2
SV Y% P19 DD OMPNY KD D NN, DT IWPN PNV I2T DD XYY PADN DY 1POVII
IN2aN DIPNRY!

SV NINDNN INPINKD 1I2Y NV TNX IX DNV NYIT ,NOPN ,MPY NNRIP 9D 2.4.3
3 W 5NN SLA-D 7702 170N KON 19IND 27N IWNR ,PADN

MPYI NN — NANN NP DPDA NININ TPNPINN NPINRD NI MPYI NN 2.4.4
VINIID 919521 NDYANN DD NYIN JNNY 91932 NN RN NPNPINN NPINKD NI
:99 PADN PN NNNDNA \PADN YT DY MMNI NPIT2
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#2864503

www.nta.co.il © 5885849 [17IN ,A |12 *ZNMTY TN ,26 DWMPINN 2NN © 03-7243055 D39 © 03-7243000 [1970

unJ



NPRNM 9N — 2507 VIANY /) NOD)

555 Dy ,TIWNN DY NYIVYNM MOIWNN 995 DY KON NN YN PION 2.44.1
O

, DYDY 2% MPYT2 MY ,MOIWVNN HHI0 MBPN MP T2 Y¥* PADN 2.4.4.2
STV DYIARWNA DI 920 MAIPY DNNND,NNSN MV

N2 DY NYAN SYHONDINVN NN TIVNN,MDIVNN NN N NIN 2.4.4.3

PRNNN WINAD WATIN YN DININ 5, MINYINND ,MYN)N YD 1Imvna 2.4.44

VI TD NONN DDA DNIYP PNV DY N YN 10N PN 2.4.4.5

92NN YXII NIWNT MPPND NVSMNT INPINKD

INDD INONNA DS MY TP 2.4.4.6

NPINNN ) ,("NINY 17 DMPN AN/ DY NN NPINT NNPN DINA NPINND NYAP 3D N 2.5

Y20V YOIN DY PN PODN DY NPINND NLVYNY GoNNN (To-Be) mvwTnn mmsnm Trsn by
.DMTIPN DY VY Y9I ,NIPNNN NINIPVIIND

PN NNYINN MY NN

NYNYN 12557 MY .0PMIN NPINNM 2IWINN TPV H9I5 KON 19INA IRINN 7PN PAON 3.1
WNHLI PPV VPN NPNVYN 12257 , 000NN NYINN TV TIVNI DN DINIMPN NWPN
.PavN YM-DY

00 P2 ,9INN NPRNNNI DIVONN YMPYY PODN DY INPINK DY 9INNRN NPOIIN WD DN 3.2
199071 NMY TYINDY )12) TN DO DIP»PN NWPNN NPNVN 12359) DINIAN 0225771 DY
: (0901 VINNY /N NADI — NPIDVLN MYITN NIDIA DOV

.(DR-DC) »wnm (Main DC) »ux9n - ©NIwn nn 3.2.1

N paRah 3.2.2

MP ,NNPN MINN MNYY ,MNYI YN ,NNVPNN DY N MIID NNYPNN NYNYN 3.2.3
.DXPYNN NNYPN

,N2¥91 MIDIYN 20 PNONKX,ISHONIVIY DNV N0 DVLDID) IWNNN NPNVYN 3.2.4
YT MIWNN INNID) FWRIN INNI NTIAY NNNN ,0MIN) Y002

.9202 NNM YN NNVIAN NPNYN 3.2.5

NP OINNY DNV NN DY NPDONI NNIVPN MHNYN 3.2.6

212) (BVMS) INT 9171930 Noy13 : 110D, NPDOUPIIN MDIYN 3.2.7

DN OT DY DONNND MIIWN N OMPY DINIRNND OPDY VNN NPHVM DNV 3.2.8
N2W NNOWY PODN WIT NON DMIPN1 .(N22>37 Y95 by Falcon noyn : nnnTh) 9NN
,NTI2Y IMDN ,DYANWYN ,NINDI) DINON MY PDVPIYINND DN DY DXINDI XON
SN D95 D TINN NPINKD M) DY NPNY TIN ,DIPN DIV MNNOVINX MPITA

1912 ©XONINN OIXMIPYN I3 NX,INN P IDD APINNM 2IYINN MDY 3.3
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.0PNM92 DIWANM NPINNN IMPY KD NINdI 3.3.1

.MVNN NDAP DIN NPINKY LPMIAN MDDN DN 3.3.2

LDMTYY MND NOTY MY ,WIdY NIOT MY D) 3.3.3

.DYOMY) DWINA NN 3.34

MOPN PPIM 9190 3.3.5

1T P92 TPNID0 NMSTY PYD MXNND DXRNN2 DPNINIV DINITY YT M%) 3.3.6

LDINNN DTRN MD D17 NIWON ,0M) 3.3.7

NNY H952) DO0NN YINDHN MYAITO OXRNN MNP OIVD ,DIPD M7 MINAI 3.3.8
STIVNN YW NSPn MNNa

NPRVYNN Y95 NYYIND DOWATIN PIDINN PPINY DIIMNN DIYNNIND DI NPIDNY WO 3.3.9
L0PM92 MOIWNPM

NN - DT NADI2 MITHNN MIPYN MYOITY DXNN MMNTIN MPHINN DY NPHRY - 3.3.10
.92V NPINNY MYPNA 1DV NPV Y719

NP OANNDND MUVIRNT TTIPON MPNTY TNID NVADHIN MYy 3.3.11

DMV DMINN2 DXVATIN DWNIAN DY NAVIV NTTHY NPT NP TN 5 3.3.12
DXMPTY MIMT NPON MYNNNA ,IANPN P2 ,0P1192

YD NYN TN 9 HY IMNDTYI VPN D) 19D 29 DY DD NITVIY MDD 3.3.13

.DODNN MNON NN T TID MXNND OXNNA DOM NVITI NINK NTIAY DD 3.3.14

91119 ,1139IN MND MNTITYI NNPNN INA ,I2W MYPN DIV 971 P2 ,00N)11PVN 19D qoNa 3.4
,MINDT) NN 91703 5915 ,01¢59 TP NWN NPION DY NNONY MIPNN ,Y7/N) NNPWA qUIV TN
, D217 MNYT NPON ,NNINN DI, MIRYIN ,DOUNNYN NITHIN PO NPOIWIN MNOUN NN

ST NN YMAY NN

MTIAY) DXMIY VI D) PRY X9 ,1oND) DOYD NPINNM DWINT YMPY VIV PR YD ,INIIN 3.5
NMPN D TNND ,TIVNN D92 NX PINNDY DYOND PADN DY INPINNRD VD YT ,DNYID DN
ON D) ,D1Y2°999 Y93 DY, 790 DINDIN N/ DOWITIN MTIAYN DOMPYWN DD NX YNIDY 050NN

DY 552 MOIYNN NPHVNN MNNT MPPN 5Y NPHY TIN YNNI DXITNINI DN DN

APRNNM NYONN SNV 91115 129N

NPADN 191 VPN NI MOV MY ,MPOYN SY NANT NNV NOND LPMIAN NN 4.1
TYIND PADN W [, NNIND MNONN DD DY TNXY TYNNA VNN NPINM JIVAN MPY
WTINT YTIN 197NY DOYTIN DXNIDI MY ,OPNIAN NPINM YN 211D NN YN
779Y19310 NN 1 1ONY) DT TID MNNND DRNNA ,NPINNN YIDND INIIND IWIPY MNIVND
L7APRNNN HIYann SV 5119 MINN” IN

DD NNINNNN NIDNNNI PONI NOYINDI NXIND PIDN NINIRNN NNONA WD DIN7N NN 4.2
M2WaN ,MPOUNn 95 NX TN P2 299N 70N NN .OMPN PION DY NANN 1OV

180 71NN 63 Ty
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WIAPIY MDMNN NP MPYN NN MYIITY DRNNA VPN NOYIN TNXD MYITIN MOVNPMN
.050NN 200N INYI NT THID2 VN9NID

Y95 APRNNM DWONN XMPY DI NMIDIND DXNNI NIWNN HHD MNINIAD SNINN 7P PION 4.3
99 TNIND G0V PN, MOPNN PPXN MY 050NN MYIIT D02 NTNYYY YNNI MY IWINNY
.DODNN NMPN

71 995 1NN DPINNDI 2IWONN SNIPYY T PIINN NPINNNI DIWONT ITNIPY DIN) NN 4.4
DYPNNY Y5 .N22209) DMV ,NYNNT NYION RIDY DINVIIL NSTYN TIVD MDY NYI9N NOD
YIN) NYIRD N PADN NN NIYINN RO NYNIY IWIRN KD TUNX DPINN 29N NOI
4739 .N2>205) DD NYNNY IN DININIA NSTYN TIVNAD PN NYISN TIN NYINAD NN
MNAYN 29 90210 ,NNINI MY XA TNYY NIIYNN HY NI NNAWN Y8 YAV Y95 95
MY PN 1NV MYVWI) ,PNAY 30 HN 229Y VINY (/N -/R) 1aDa 0299 NNAY 1323 NIYNINN
A7) BY YRIND DN NYIRY 91952 91919 ,9912 7395 05:00—02: 00 MYWN 13 5997 ,5H°NH294

TPN/MOIYN DY NNOWI PAON P ,NPRNNM DIVAND YNPY D110 NN DY NYINN NINDNIA 4.5

90N ,90N2 .APNRNND DXWITIN NPNVNN D19097 ,MOWNN YD NN N> PODN VPN

955 NPINNM DIVANT YMPY NN TN MYITIN MWIN HHI NN NONDN MXNN NDOYI P

YNPY DINID NOIYNA TN NMINNN DY 919 NYNVN YN, NPAVNN 0223970 MIIWNNN TN

MYAT - (00N VIVNY 'R NADI) NPIDVN MYITN NIDIT VNN NPRNNM YINN
PRNNM DIYINN NPV 511170 NOIWNY NPINIVEPND

YNNI NYIIN ,MNYNN YD NN ,INPN P2, 90N APINNN DIYONN YNV DId) NN 4.6
MYITIN NTIAYN NN YD) NPLOINDN NPINNN ,NYNND NPINN PNVPY ,NPINNN NIDIN

:M29Y,MPYN ND XAY TNNA, 0PN ,NPRNNM YWONN SMPY NPADN TNNY

Sy ,1% 7192 YITID DXNN2 ,NPINN DIYIND MYITIN MDA NMOWNn Y95 ,1Ps 4.6.1
0N PN

YTV ,DMAN YITIN YT ,NMIDIVNM DIYSNND D32 MY M0 DD HY Apym) DILVLD 4.6.2
DAY DMIPDI MNP IRV

L0971 MDO0N K9 HY APYNI 91N DILVLD 4.6.3

IYITIN VPN MNDNY MINRNNA ITITI ND 29D OTX M ONNY VIV 4.6.4

IN NOIWN NNV DD 99133710 NN NI MY NN OPON NN MTONNY NN 4.6.5
TNKO YATIV GPON2 PN 209 OXDN NITY WITND MXMN MY 0PN D)
MPYN MY NN DTRYY VPN DY NN IMDPYI NNVIAN

DOXMIPYN NOYIN DY IR MNYIN N DY WIUND DINNDY DIWITPN NITIY NN 4.6.6
LOPNI91 DVITIN

MITY TP NAYNN ,DXINPDI MIPPTI MINA N MNINND NIDIWN NINIAD NN 4.6.7
NYT GNND IN NPY 1IN ,NITY NN, MIIVN NOVIOP)

DNYN MOIYN IN NPIVPN MIIWN NNAVND NN 4.6.8
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,PADN YTV DXWVWITI DMINYI MINON ,MIVIN ,MIITN 092N NTIAY NN 4.6.9
VI OPNY WATHY HID)

MNPVIAN MNRNND OXNNA OOWITIN DNITYM MP>TAN MIPAN D55 NINIAY NN 4.6.10
VPN NNLINY

MXNNY ORNN2  NYP 2A¥NI VPNION NOYINY NVNAD NIN PIYL VIV 4.6.11
1912 MOVLNIMNN

NN PADN P> APRNNM DWANN TPV D100 NIINNN POND 4.6.11.1
NOOWN ONY WY NP NN DY NIPNA N DOXONN DN NI
(NP 1AXND NINNY :PNY) NPIRNNM IVINN YMPY NN DY NPYS
NMPN TONNI YN NN DNIX DXIDN NP 2AXNY DINN NPIDIN 9)

.000NN

PN PON YN T DY DNYOIR INKD [, INNN NP ANND IIINN 4.6.11.2
.OPNMI9N YD) 19D DONIN

NN NINAY 199> GUN NP 28N DXAYNIN DIWPN MY YIT» PIon 4.6.11.3
NOYD ANAYN ,MOIYNN YW NNAYND DYDY DIDYN DWH : DINAN DXANNN
MOWN H¥ NDMP ,XNDA0 YITPR ,I1210 NOPNN 0NN NOTYN NN
ANNDY :YONY) YN YT DY ITIVY INX VPN DY VPN NOYIND NN
NGNS (P

TOPOY NPIVNND NS NPIDIN P> PODN NP YANNY MINNNIN PYND 4.6.11.4

Sv Noyann Nawnno on»nnv (BCP - Business Continuity Program)
MANN/NOND MYWINNT NN 19) APRNNM DIWONN MPYY TIVNN

.(DRP - Disaster Recovery Plan) y\¥p

,NIY 59N 9NN NDY NYD NYN NP 0ANND mI0INN DX OTY Pavn 4.6.11.5
NYP 2NND NNIND .Y7N) NN MYAIT Y9) ,NYYINN NNPN ToNN2
: DYNIN DINYNY NN P2, MON»NN 51900

TI2YN 2NN DYP DY WAUND DINOYN NP 22NN NITHIN
NND INND XON NDT PONN e
NP NN NPINNM DIWAN YNIPY NPIDNY PIDN MWD @

DOVITIN DXANRWNRN NMIDIWNNI/NPNIVNM NTIAYN 29NN DY NN e
VPN DY OTIPONN MPONIN DY NPNY TNSD DN NMNINY
JNYOPN ANNND MYYINNND

MPXY DY NPNRYO NPINR) DOPPAN ,0IV1D DN DMIVNIO NITHIN @
NP NN MYVINNN VPN DY THPTIPIN

DNNN2 POON DY NANH/NOWAD NN DMIIAVNN N TONN e
SMNIRIMITHNY DMIVNIND

MINA NP 2NN NNY M) NP A¥NY NNIYN 12PN NN ININN e
NN NIYY NN MYYINRNN MY

QI 1IN NP XA¥NT TINND PNITY NI PN NI @
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YANND MW DI ,O0¥9)IN ,NOITN ,0MNNY DMIPD NN e
A2N2 VNNY DRNNA INYN P2 NNYVN M) D) PIDN YTV NNOPN

DYP INND DY NMNIN IN DMWY ONNNA NYOP 22NN TINNNOTY e
MOITNN DNINYIN,D92)INN YIXXA NN DIDNN NIT NI DID)NIN
.DNYNLM ONPY NPON ,YIN DIN PNION MY YD

NITN PP XN NNMNND YN NYIRD 1952 ITIDN NN NIdN- @
NYD

DYWITIN DYIONNN NN DIINN TIY PION - NNPN 2281 DIDININ NN 4.6.11.6
YANNY NIDINNN PONI,PADN P2 TD TNXY .TIPON MDNT DY NPNYD
NYIOMD NOMON YN NYIND 1ANY - DONIN TN NINP
19IND NPIY NN RTIN NT 7192 VNNY ORNN ,NINP AN OIYINIM
: DONAN DONWND NINSN DY ONMNN NINOP 2ANND DIDNINN NN .PTO

AN VP ANHN DMV WD INTI STV IS0 DI3IND MmN e
MYINT WD DDNINM Y7N) DY NNPWA 1IN DINNHDD NHPN
MANNYNY Y7

SNVN NPOAN MIATD  NPNVYN NONMP HY DOWNIND MYN MN e
NTIAYN TYNIN TN DMITD YR MIIWN NNIVH ,1OPYN N 1OOD
.DO0NN MYITY MPYN MYITHN NNON ROV NN VPN

NP AN OY MTTHINNN T TWUR OONINM MOIVTH e

M N/ YN YT-DY 199 AUN , DD DIDNINA PODN GNNY QDN e
Y0 NN ,NNyvn

2199071 YMPY 51179 NIDINT YT I ,0P9N Y2290 TN D25 ,NPINNN XMV DD 1ay 4.7
: DYNAN DORYNN NN P2, NPNNNM

FTOVHOUTIN WAV PNY) NN WIN MPTN 4.7.1

.2WAN NIND WIATIN I TV 4.7.2

TN NI GO NDIVAN YSIN DV NWAT NIVII/NSPN 4.7.3

1 19Y D95 ,7728) NOIYAN NN WATI XNPITNN NINN TN 4.7.4

IRV NDIWON WINID NN MYLN 4.7.5

PRNND MTIAY VIND TN DIWITIN TN DY MPWIN NTP/NNNIN Y7 4.7.6

YN MWD MWW Y9 ,0P21719N YY DP9IWON NTIAY ¥P9NN DR HY NYOWNN NN 4.7.7
Moovnn

DN’ VPN INNY OMDY ONXA AN P L,WUNINNY DNOYN DY IN P 4.7.8
NTIAYN NOIDN NADIA DD DN P9 MNIXD OXNNA ,NPNNM DIWanN >N PYD
.(>)50N VI9NY 12 NOD))

SV NIPNIA YIS YT TUN MDIYIN VD DX PTHN TWN IO - 7 NNND NN NN 4.7.9
NYIN MIIWNT MPNT ORI DMNDON NN POPN ,NIDNM NININ MINY NN HYD
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NN MINAD HYON ININ NITHIN NN DIVIN MIDND DMV NTYN NN NODY
MINIAD MYITIN MPITAN VO NN ,VNINKD NININ NV DX ,NOIWN NO DY " NNRD
DYVUITIN DMNIWIRN DIMPTN NN NN NIADY N1MOYN DIV PNNVIND NIV

INDND MPYWID MOIYNN NINN NIVY ,NON D¥ANNI

5595 NPRNNY BN N

DY) JOVN S THOIN ONKPN DTN MO MYSNNI DPRNNM 2IWONN YMPY NN YNNI PN 5.1
97N I9IND L(NTHIAYN NDD DRNNA DXVITIV D) D1OLMNDIN NNPYIN MDNDNN ,)PONN
,MYN NI DD TYNY ,NY 532, NPAPINNM NPIINT MWIITN D51 INDN NTNRY NLIDY
,PYN MY MNI ,NT PI9 MINNND OXNNA,NTIAYN GO0, TPINN Y9IND WITD DNNNA

2T 99 MINNN,DI0NN YN0 MINNDNITNINY MPIvNT NN TN

IDIN NNONA DT DY I Y7/NID AN TUN VPNION DY MININD M0 OXNY DTRD MO 5.2

(350N VY9Y 2 NADI) NTIAYN NN NI NVNONN (PMP) VP9 DM

DMPIYD NHRNNM NIDWON MY IWONOY J9IND DTND MO NANN NN DMY v PIon 5.3
MPYN MDN PWINPNN MIYHDN MBNI MPNT DY NPHY TIN ,0PNIN MYITI DIIVIN

AYAPIVY DT DT

NPNROHNN XY

MPYT2,MYPN NN ,NYNN NPRNN AN P2 ,YND PADN NPRNNM DIYINN XMPWN PYNo 6.1

MINNA JPMND TPXL ,00DX0M NWNNT N NNYPNN NDDA MY PO DD, MYpn

MYAITA NPHRY PPN TIPON RTND NIVNI NN OXNNYI MIAY ,INK DNNN D) TIWNN
.DooONN

.Y 7792 VNN ,NPIINNM JWINN MY 5112 NIDIND DRNNA WD OIMPYN 6.2

95 NN D951 NPRNNM DIYINN YMPWN PHND PADN YN JMXY VPN DY NPINNN MY 6.3
INITHIND,TINDN XY MITIAYN IND D5 DN NIYXIAM ,)9ND DXVNNN NPINNN XMPY IND
11912 0N YN, MIYPNNN DODN2

Preventive Maintenance - ny»n NPRnn 6.3.1

NYNNY DMINIKIVID DOV DY DTPI NN NN NYNNN NPIRNNN NIVN 6.3.1.1
.MOYN NNIvN

NYNN DPRNN TN YN NYOINRD LI PADN : PNV NTIAY NI 6.3.1.2
PNYN 2507 Y55 01T MM NYION (PMP) monmw

NPYTA,PIAR NP) TSI NPNNPN MPITA MINOI - NPND) NPV MPrT2 6.3.1.3
(022201 125 MPPN NPYTA,MI PID NPT ,DMIINND
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MI19°1 ,007ayn N9 YV (Trend Analysis) NN NYNIA : DN NV 6.3.1.4
PN 0D NN NYMNS O YaMMN

mMNas) MM MPN Mp>Ta Wi : (Failover Testing) my1n> np>Ta 6.3.1.5
.DR-m High Availability-n »n m»pn nnoand (Hyaad nnx

DIVLO MT Y7NMY PADN VI ,NYNN NPINN 220 D5 DPDI : VIXI NIMT 6.3.1.6
21DV DIVUNTN DINNNNI WKW MWD NN VI

Routine Maintenance navyv npinn 6.3.2
NN DY NPNRYS MYITIN NPNPHY MW NN N NIVIWN DPRNNN NIVN

v

MPYT2 MIND 07NN NNDXN DY TNPNY NP : OMINN TIVND M) 6.3.2.1
NN DY NPT NPNYTH INNY

MYPAY DXNNZ NMIRYIN NOIYI NIDN , NN : MINYIN DIVHNYN D) 6.3.2.2
VTN NNVIAN DIV NNM YN

99 MY NNXNM NI DDA HY > THN qOIVW N TY : (CMDB) nxn 5 6.3.2.3
VN2 YN Y

21901 (NMS) 7000 moyn 5wan : (Monitoring) DIpay 0% 6.3.2.4
NN 92 (Alarms) NININNA

DYYYION DYINN DDA DIWNNYI NMTRYD 3DV 1IYN 1NN : NIMNIM MD 6.3.2.5

O

Breakdown Maintenance - mPnn NPRNN/HAY NPRHN 6.3.3
ANND NMPYN NINND T PV VI NMAAY MNDI MOPN 5190 NN N NIPRNN NIV

(N9 PPN

DNRNNA NYPN DD NPXNd HYd Pavn : (Incident Response) mvpns myn 6.3.3.1
(Resolution Time) nan »nn (Response Time) Nanvnn 0o
.SLA-n nov1 01N

N PVMIPY TIMN NN OPN 95 May (RCA) v no minm 6.3.3.2
21901 19IN ,NYPNN N0 NN VIMN RCA M1 pson vy ,/nimay”
NN NYIND MO

On-site) Pt DXA9N INDN 91177 HY ININN 7PN PADN : DXAYN ININ DI 6.3.3.3
»pav ,SFP )11 ,0%n0) 01PN 02557 HY TN NAdNNY (1MIDNNA IN
(2795 N>

MIN2 P2INNY 2NN Paon : (Back-to-Back Support) 2»3-58-23 »no0n 6.3.3.4

NYoN 0MVaNNN (D) FortiCare 110) T8N I8 D 9pina My
.MMOD MYY TINA NININ NATNM

Proactive Maintenance -~ 1% ApnRnn 6.3.4
Y NPNDNOVN NPNYND DODVPR-IID NPRNN XMPY PIDY PODN HY 6.3.4.1
DY MPYN NN NDY ,MOPN MIXIN YN MND NIVNA TIWNN
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NPINN DIYON — »O0VN VIVNY /) NID)
STIVNN DY NPIVPNN NPAVNN DY DINNDN

SV TIWM QLIY NN 1997 LIV IPINA PADN Y17 DY WD DMPYN 6.3.4.2
,112Y 7N 910N NNYPNN TPY NN ,TIVAEN DY NPNTNOVN NPIVYNN
,PNONOVN NPNWNN DY MPNH NIPON MDY NP Ta ,NNPN N0

DY OMN DIVID TN MYST 7P1APA YINNNY NN

,MM MND NITY :(Patch Management) nnenpy mNDI 9 6.3.4.3
NN MXYNNY DORNNA LGOIV IDINA NNVIAN MNDTY (Firmware) nnvp
(Staging/Test n2>20 P3N Pavn Hy) Staging N2>202 NPT NN

nNVaR MIHN NPOTY :(Continuous Hardening) nownnn nnwpn 6.3.4.4
Mo (Vulnerabilities) nNVIN M¥I9 NI DIVTN DNPNY ONNNA

STPNa
N2 NIANN MMNT NBYO DONIYY NYI MITHIN YNNI TPIDDOVIIN 6.3.4.5

NOYNN NNN NN D0 DY DXARYN

JNAVND 19NN WTIN YT YD WY NINYTA 1DI0N YTINIM APIRNNN MIDW Ho5 6.9

DHT IN DD MY 1N, 022537 O TWY NAINM PODN T HY WA JPMIAPYIV NPRNN M9WS 6.5
OPNI9M YD 1902 PODN YT HY MITIY MIN MPY MY VP19 DNITY N

D10 WINPT DY DN 1°2) 7IVND MWD MYSNNI OX P2 MOPNN NN ININN X POON 6.6
YN TP NMIO NYAP)

21170 NOIYNA SYVMIVIX JPIND NOPN NNAN ,TIVHL NOPN IMYNVNY WX N DY NIPNa 6.7
- IPRNNM VAN XY

NPINNN DIVAND XNIPY 51100 NINN PHND I TNNY DMMID DORNNA YXID MOPNA NPLN 6.8
LDV J9INY ONPY NPAN LYY NPT, MWD TN M0

NYLINDIT MINDN NMMYN YN DY DINOND,MINKN MTIAY DY DINONA LY MOPNL 19V 6.9
.MIPAN ¥ HY 51N

DYNYINN NYAP INKRD WD (DXNVIT) NXPN OINND PION YT DY WY IPRNAND MNYI VYD 6.10
NYVN M IN YN DIVITIN

SV NN YNV DOVIPRD 191 NN MOPNDY NPNIIWVN MOPND NPNN MY SXINN Paon 6.11
,9PNN NPNR DN L,ININD TIT NOPNN NNON NX VO PPNNN MNRIN .00 NPNN MIN*I
DMIIMN D30 NP NPNNN MXXIN ANV NYIND MXHNT 191 IPOINY NIPONN NN

Y70) DYLN DXANYNN

4998) 192N ,NINN DY NPIRHM DIwan NNy 6.12

,MIIN MY, TIWNN DY 1IWPNN NPNVN DD 5Y NPIRNN 2N 01720 IINTD PION NPINNI
MYITN NADIZ VINVND DINTNOL TIYII YINOYW TIN TPNVNN 12290 AN NXP TN ,NIIN
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,90IV 2WAN  NITY NVTY ,MIPNN I P2 ,N9910 1T NPINN IV 1IN /N NIDI) NIV
DOVITIN NN PPON NPIONY D237 NN ,MIPN PPPN NIV NPINN ,NYNN NPRNN
JFirmware 57y , 718 SW 0INITYY MNPNN TS MPNYN ,DXWTNY DONPNR ,MOPNN NP ND
NN YN PADN TN P NVEPIVANT IDIN Y9 DY NPNVR NIMND) NNNNN ,021209T INDTY

£ )PNY ©VNANN OIMPYN

N 6.12.1
P90N YV INPINNI NPNN TNYA WY TPXY TIVN OPPN TSN NIIND DD MPPN
, PPN N2 TPNM NIMIND NAVNY TY NOPN D2 NPV NPRNND NIRRT PO
: MININ MIXNNN I

,0°aN) ,00)N1 MY TIWNN DY DIWPNN TRY 95 NPRNNY ONINK M POoN N
MYTOY MDD ,0ONIW) NNVPN MNIN,NOMIN 3N ,0ONIWV

NN WY NY N PODN WY NIDNA /TS NPINNI X¥DIN TPSI/NIMINN O .2
JDID0 NN NV 19PN DY NIPN D02 TYXN/NIMIND POD NN DO¥9 NPINND

TNNN NIPN TPN/NININD POD NOYIM NOPN NPT MM YN PIDN NPINNL - )
TIWM NYPNN PIND TY TPX/NININD DIV INK APYN ,NPINKN ONIND ONNNA
.opNN

,DYMPYN NIDN NN PODY NHDIDN NPINKD NN PI0N NPINK ,POD 90N Wwnd .1
NNVONI RININ TPNN 220 MY ,390H2 NYTNIND MPYN NN DPRY TN

JNYVN DYDY VTN MIYL YHYOIN XY /) T8 NPINN

PO0N , NPINNT NAPND RXNIIMN TYN NINTYY 22D NPINKRD NOPN 0NN .1

P19, NDIN 05N APINN DT Y9I, NININN/TINN NAPRNND ONINK P

0>2°57 NAYNN D91 NIMN/TPY NOPN DI DIPVY NPT, MM ,MPNMN NN
OPNN T DXVWITI DN OPON NPADN , D200

N9 NPINKRD AW Y7V NPINNN 2DO0N DI Wi DINMIY ININN Paon )

AN, MYPN NN K91, MOPNA DIV NN NYAP TNXD MW OPID NHYIN

MNTNN NYAP , 0N PIND NN TY DIV NPVN PN NYIAP ,NYPNY MION
QOVIV WP NIDTYNN JTIPNM MYTN M

NN 6.12.2

MPNM NN 2117 K91, 01V IRV NMIDIN DY NNOM MIPNN Y¥IAD Pavn Yy .N

M2 NTHIAY NNNNY 1210 NIV MOIWYN ,DOXNIY ,0°2N) , 07NN NIRDN

GOIV 19INT DIAPNNN DMWY DMNPOIN N MNN MNTIN NAONN INA NITY
STINN 9 DY MIDIND YINN

ND WIDY OV NYNIN Y 99521 MIN NNPYOI NN APYNI NN YNID Paon Yy A
PRI MZINN PPN TYR MY NN NMT,NNPYIINOININD DY NI DI ,NYNN

2N NPV GPIN NYPO YY MYINN 1NN ,WIva

ININD YN WHNDI ANPYM NP STIN INK GOV APYN YNNI IPNNN PADN )
21170 RN NPINND XY PIDN .NYPIN TN 7)Y DY 180—90 MNY DV NNTPIN
YT DY GPIN NYP TYIN 29PNNY DI VPN NINDNI NIDIND NIPYM 9PN
NY 592V T2, INIINND IN NN WITN NV TN TIan 2y paon Sy inNwod
NI MYITY DRNND) DY 9PN MNYAI12 DIXDIDN DI MOIWNN Y P
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NNIINA P TR VIDOY Y8 IIWPNND NOPN TONNI 33 1PN/ NNN Pavn .1
NN YINOWA TN YW Y2 DX ,NT NN NI MW 1NN NPNPN

NMPN DI TNND DXMPYN DN 9952 MIIN MNTVTY WINIAY ONINN 7P PODN .1
NPIN MNDI IN/ NP NIRD YD 1121 NP2 RIDY WATIV 935 VPN
MIYPNNN NINDNAIYXIDN IPAID? TPINN I MY INTTIND NNV

M 14 TIN YN IR I NYIIT 79y MNDNN MNITY NN PPNNY 290NN Pavn )
DNV, DN MNIY 5519 KY) PXIN Y IYAPOW DINTI Y71 PN DY DINNI NTIAY
DNTIPN NONN NN PADN PN’ NYPNY DI NITYM 7PN .(NTHaY M

NV PPNRD NRIYN” NN PODN P 7NN NIV NOTYN NN DIV 3

INVID MON»NN , MY NOTYN MIN TOHNNI WHY QWX M2 970 nHDION

19 INDNN YTTH ,NPION ,DXANRYNI ,PI3 YOUN ,NPINN,TIVHN DY ITIPON MIXI

NMYINRD N2> PION NIV ND DN NITYN TONN HWINY 9353 NNNKD NN NN
NN N0 PITYN INA DIV NN NVNNN NIDNNN NN YN DY

oMY Nda 6.12.3

NNV NIMIN NPNYN ,NNYPN NPV MDINNA NITY NN D50 OOMPYN R
TYIND) IRNND PN TR YN PIONN IN Y/IN RN NITYD DNIPD .MM
V)

NN Y5 AR PADN Y¥D ;050NN 29 DY MIYPNNN N2DNN 119 >NHa Pond A
9PN NXIVN NN O DNPRTPN MPIT NPIPDN NNPNN MY MV

MYITIN ANPNNN DX YN DIVINN YITIN 22D NITYNN MYIAnn MMynwvnn

MNTNNI/MNRDN NYAPN IRNIND MNN MIIWND NITY VN D510 OMPYN L)
NPY L, IONTY NOIYNN DY DPNDNIVN N12°202 DNOWH NNNIND IN MYTH MOIN
.NYITIY DINN) DYDY ,NOYIN NOIYNI

nYP Y 6.12.4

D191 N¥PN TPY HY NYPNN MPYIN NNVINI 191107 MPYIN Y5 NN Y8 PADN . N

1T2Y NNANZ NPRNM NV TN P2 91V I MDY . TIvNN SUnnwn YN

YIPW IN DPPY NN N8P TP 991 ,00PND ,MDaTH 00901 ,MTON MmN
MIYPNNN NOYPNI

JORSN/NNSN NIPA 51N ,NIOPN OV 1aY APRNM DYNN DPRNN YN PIon .2
MPTNI YN NPV ,TPN VI DI NIAY YNNN DIDVN MDY HY ITION DN
J19Y TI2IN MRDN NITY ,JINON T DY N¥IMIND

PO0N YT-DY MDY TPNN 1IN IN PAD DYV NPINN NMPNI KNI TUN )
VDY TY PPINN WINA AINX NIPYD TPSN PAD IX JINN NN DYDY INNINND)

7Y DY NDNN NNNT MIYAYY NN

,DINN P2 IN INND TINA DMP NP TP NPNYN INA WTN TP MIPNN Y8 Paon .7
STYSN NOYIM MPNND DXWATIN DXDINN YD MY

DIOYNNN DITMINT OXTMIN DXAVNND NYITIN NINNN DI NX PIDY PION NPINNL .1

Moy ,BIOS »157y ,70mn dNYTY ,NOYaN MOIWN MIPNN) TIvnNn NNoN2
L(NNYTIY DI YVIN MNDTY ,NNVIAN MNITY , MNP
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NPONND MUYVINDD 0929 6.12.5

DIMNY DM TN 9919 OXINN M PAbN ,MPYN NN NHoNa LN
Y¥1Y PADN BY ,NVN VNANY GO YN TR TNINY NN NONRD MYYINNM

I YT NN TNXY NYATIN NYIo Do
P NNV T ,212%) D2 DY DPON IDIN NPYTA H9ID,MOIYNYI DINMY DM NN .2

9 HY HON ANNY NN MPPN NPYTAD NPINKY ,NOPN DY NIPNI IMNY YN
I OT DY IR PADN YT DY 1ITIVY N2 O0N) 23 DY YN NPPTNI

,(1Y292 OY9) NPNNPN DXNM MNNY MONIN NN 55,0 INNY MPPN NIPa )
YIIND MY HNINN TN

IN PODN MEYNNY DNNNA LY/ )80 NPMIN 29 Y YD YR ONIP MmNy .7
ANYON YN DI

NONND MYWINANM MNYN 1297 TN SY NPRNM 9170 Y82 Paon .n

DNNNA INNY YINAY DIRNNN NN NION TNND DNIPINI DN NOWI N )
AV OMNND

NNYPHNN NV IWam N 6.12.6

MY YD YN TIVNN DY NNYPNN DY NPRNNY DN 01120 ININN 7P PO0N
NN NNV NINMPN) NNVPNN MPAYA YD DY NOPNN NN NNVIANIA NOYION
oY YYD MNYT YWINDY AMYPNN DY NX DM I PADN NPINNI .(PYN WITN

11912 VNN DI NN I P2 ,N0910 N NPINN )Y NNN NWIN NN

(D1 ©AM) YDOVPNN NNYPNN TIVA 7N 2N ,NNVIN NN ,IPNNN X
WIN . NDN OPON NPAONRY D237 NAONN ,MIPN PPN ,NOVIV NPINN VN2

STIVNRN MINND DMPYD DRNNY ,WITHOYW D MTTHINI DDV

5Y NPNY NN PA,NODI0 1T NPINK TIVNON MINNI NNYPNNT NINIR DO NpiNn - .2
NN NNLIM ,0>2°7) DDA ,DNYNIN DY PPN DN NTO  NININD PPN
ITIVD RO J9IND TN NPRNN MDY 53 .MNIND DV MHPM M2 ,7TIoN
SV HOVIVIYAT) TN ,(PNIY HI3) MPNIN ,DINNNND IYXIAY MW NINON MY
IN/Y NAVIVN MPMWAN NITA I1DDI NTIVIN MDY .TNXN NI PIRD N2I1ON

STVNRN SY YT DI MDPY ,NIPAY DD WNY  NYNNN NPRNNN NIT
MPNN ,NT 55521 ,NPDOVPRI NP0 ,TNXN 297, MYTN NPININ MNYI NHPN- )

V70 NYOAT OO DY NINDY,PDOUPRN NNYPNN THPSI MITIN NN, WIT TP DI DY
POND ,IMNNVOPNY MIPNN DD, DNYNLADY DMPNND ORINK P PADN

N0 NHN YO NIY N 1990 NNDN2 T DY DININ DIMPYNIN

MOTY ,NNVIP MNITY 0222571 992 MNDI MNITY 9910 ,mdIyn NITY Mva .7
.DMPY NPIM MM

MNYIN PN DX MPXTA ,NNYPNN MNYI DY NPNNPN MNP N .70
120D 0N MPYN NN NPHYY

Y10 NNVAN TIYN NYan  6.12.7
NPINK N3 99521 ,¥71N) NPPTN Y9 DY YN NNVIAN TIVNY NOYIND IRINN 7P PION

180 Ty 72 Tny
#2864503 unJ

www.nta.co.il © 5885849 [17IN ,A |12 *ZNMTY TN ,26 DWMPINN 2NN © 03-7243055 D39 © 03-7243000 [1970



NPRNM 9N — 2507 VIANY /) NOD)
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.(2350V1N VIANY T-1 /N DINADI) NINOV

1NV NPVIA DY NPNIVY YT NNVIN 9NN NPNIN INK NTAPA RINY 2PNNN PADN
9 DY) NYD YN LY TNN NNVIAN MDD AR WTINND PTHINDI NIV THIRYI Y/N) .Y/ YN

NN NADIN RIDY YN YT-DY 1YIAP1Y 195 DIHDIN NN DMPY 1NNN PADM ,TNNN
1 )PN2 MOLMANT MIIYAN DI PADN NPINNKIA 1D ND

YR NNVIAN MM (MM NN TIWNHN Y291 Y92 NINPM YWon ,NPRNN X
INDNN MDY

D»VXIP NNVIAN MDTY) NNINNT DNDNY HPNYNM NWIN 12237 99 NITYY INTY .2
NNVIAN MDY ,DIPIOVIN,ATIAY NNNTI NONRN 2DIYN , D331 DIND ,DXNIWY
TN NRPMIND YR

NNVIAR YV DMPN TIWNY IVONM WX DOWTN DX2299102 NNM YWON ,NPRNN - )
BYaglany

,SONVUNN MOWNA L DIMMNXYIN OPMIRDDD DY DOVNHNYN NN IPNNN .7
PYVN M IN YNNI 7Y IIIYPY NPNIN MVYPIAT DOXNNI

TWNY NINK DMIWPNNN DIPOIDY DIWRNWN SW NI DI MNTINOYSHIR NPRAN .1

YHRT MOV DMNDYON 9D DY NYINT NDON APV Wan om nma )

MYITY 1IN MININ 29-DY NVIIND M DTIPONY 1DIND DMINN MNSN NITHIN 3
A7)

952 TNN P70 5Y NMPTN YN MOIWND MPTN TH MTNY) DD PO NI .N

MM DY NV NIMY TIN HOM NNNNNA MIXDNM NN YT DWIN MY O8N

59 TIVHA MOIWNN DN DY 191 YN YHRN NNVIANX DN YN YY MNPIAN
YNNN NP NI IO

mHpna sy 7

Y PYD2 VNN, TIVAN DY NPNINIVN NPNYNI MYPN MNP NYA DIWAN YMPY PADY WITI PION
MOPNI MIID ,TIWNN DY NPNINOVN NPNYND XY MOPNN IND 932 HAVY YT PIDN I NIV
11919 MOLNAINN

.PADN NPINKIY MOVIYN MZIWANND TN IN NNN MINAND INNIND INNMY MYPN 7.1
20 IN YT NNVIAN VPRI IRNIND NOPN 7.2
NOIWNN PADN M) DY NI IN IN/) N9V NIRNIND 1INNY MOPN 7.3

VN NN NODID TIVHN DY NPNDNOVN NPNIYNL MYPN DY NIPNIA POON NPINK 1D 1NN 7.4
SIPOTI,MNIN MDIWIN

PN 7.5 Y02 1TINY 290 MOPNN NITHIND DRNNA NYPNN NN DY ¥7/NID NONN 7.4.1
9PN 51905 DOXINKD DININD NYAP 5910 ,MOYPN DIV NTIAY NN NYIP 7.4.2
Y DIONY OXNNA NOPNA DOVN NIN YD NITN NOPN DINVI YVINDIN DINN NOYON 7.4.3
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MOPNN NPD NITHNDY DN DXNIDNY DXNNA ,NIIWNN OPID NPINN VIDN NPT 7.4.4
DMy ¥7N) *NO50NI

.D»VIMNMDIN DNIANN DI MDPN NNODNY MW i) 7.4.5

.DMNPN NN SPON MPNN NP>T2 7.4.6

TY LIV IIND TIVHN DY NPNIOVN NPNYNL NYINNY NOPN D32 5190N 22OV 5110 7.4.7
.MOPN2 SIPVN MNTPNN INN APYN 9D ,NPD

A1 1912) NNID MOLIPN NOPNN DY NPON NN NNNSND MDD MINDNHN 7.4.8

YPAD YT LY INA YN T DY POIDOV 1191 TPNI DIPN TS NavNn PYNN DM 7.4.9
BamnlY)aly)

NPT MANNWYN DD ,NNNWIN NYINY OIT DY NXYNM NOPN DoN DNPY Npan 7.4.10
V7N NVONNY ORNNA,MOPNY NPNN NYT NP DIWPN NPNN

MYPN DIDOVY PADNN NYITIN NVPYN NN MOPNN IND - 1NAY MY MNN MPPNN NP 7.5
(7292 Y71 YT DY Yyap» NYPNN NND) 1PNY VNN NN TIVHN DY NPNONIVN NPNYNI
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Introduction

In this document, capitalized words or phrases shall have the meaning ascribed to
them in definitions set forth in Tender Documents (Num. 182/2026)

Any capitalized words, terms, phrases or abbreviations used or explicitly defined
in any clause, section, paragraph or article of this document shall have the meaning
set forth therein.

Where such words or phrases are not capitalized, they shall have the meaning
consistent with the context.

This document does not describe all the Project Company's obligations or
responsibilities in respect of the execution of the Project pursuant to the Agreement.
Nothing stated or contained or not stated or contained in this document shall limit
or derogate from any of the Project Company's duties, obligations, and
responsibilities under and pursuant to the Agreement and Law.

Scope and General Provisions

The TCMS collects and processes a variety of information, including critical or
sensitive information. In the course of the Project, measures shall be taken to
protect information and the supporting computer systems from unauthorized
access, modification, destruction, whether accidental or intentional, and to ensure
authenticity, integrity and availability of the TCMS information systems.

For this document:

Information Technology (IT) assets implemented at the TCMS shall be deemed to
include all of the following: information and communication technology systems,
including computer systems, industrial control systems (SCADA), network and
security devices and all other systems regulated in this Chapter. Information
technology assets covered by this Chapter include those that process, store,
transmit or monitor digital information.

Information Security shall be a series of means and measures implemented with
respect to all systems, in order to protect the information processed, stored and
transmitted by the TCMS. In addition, it shall include the security of information
technology facilities and off-site  information storage, computing,
telecommunications, and applications-related services and connectivity and any
additional action arising from or related to these matters, in accordance with the
instructions of Owner or any party acting on its behalf.

Information Security shall consist of several security services for the TCMS to
include: communications security, data security, software security, operations
security and technological means for security.

The initial security concept for the TCMS was based on the Initial Risk Analysis
attached hereto as Information Security and Cyber Requirements for Use of
Artificial Intelligence (AI) Engines

10.1.1 General
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10.1.1.1 This Chapter defines Information Security and cyber requirements for
the use of Artificial Intelligence (“Al”) engines and Machine
Learning (“ML”) solutions within this Project.

10.1.1.2 For this Chapter, “Al Engine” includes, inter alia:

e Predictive analytics and maintenance models.

e Anomaly and intrusion detection models.

e Video and image analytics (e.g., VSS analytics).

o Natural Language Processing (NLP) and chatbots.

e Generative Al models, including Large Language Models
(LLMs).

e Optimization and scheduling algorithms using ML techniques.

10.1.1.3 Al Engines used in any context related to the TCMS System shall be
designed, implemented, and operated in compliance with ISS
requirements, INCD guidelines, and any applicable safety and
regulatory standards (including TS 50701 and relevant EN standards).

10.1.2 Governance and Al Risk Management

10.1.2.1 The Contractor / Operator shall treat Al Engines as critical software
components within the ISS framework. Al-related cyber risks shall be
included in the Cyber Risk Assessment.

10.1.2.2 For each Al use case, the Contractor / Operator shall:

o Define a clear business purpose and operational scope.

o (lassify the potential safety, operational, privacy, and
reputational impacts.

e Conduct a dedicated Al Risk Assessment, including misuse,
model errors, and Al-specific threats (e.g., data poisoning).

10.1.2.3 Al use cases affecting Critical Systems, safety-critical operations, or
large-scale personal data processing shall require explicit prior
approval by the Owner, following consultation with INCD.

10.1.3  Scope and Prohibited Uses of Al

10.1.3.1 Without explicit written approval from the Owner and INCD, Al
Engines shall not:

e Autonomously generate or send control commands

e Override or bypass exists interlocking, or safety mechanisms.

o Make final, unreviewed decisions that directly affect LRT
movement or passenger safety.

180 7110 98 TNy
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10.1.3.2 By default, Al Engines shall be used as decision support tools
(advisory mode), with final decisions taken by authorized human
operators or pre-approved deterministic control logic.

10.1.3.3 Public, unmanaged Al services (e.g., open web-based generative Al
platforms) shall not be used for:

e Any Confidential Information.

e Any Critical Systems configuration, code, design, or logs.

e Any data that is subject to security classification by the Owner or
INCD.

10.1.4 Data Protection, Privacy, and Ethics

10.1.4.1 Training, validation, and inference data used by Al Engines shall be
treated in accordance with the information classification, privacy, and
supply-chain requirements.

10.1.4.2 Where Al Engines process personal data, the Contractor / Operator
shall ensure compliance with the Protection of Privacy Law and any
relevant data protection regulations, including:

o Data minimization and purpose limitation.
e Pseudonymization and anonymization, were feasible.
e Retention limits and secure deletion.

10.1.4.3 Al Engines processing video or biometric data (e.g., facial
recognition, behavioral analytics) shall be subject to additional
controls defined by the Owner and INCD, including specific
approvals, access limitations, retention, and audit.

10.1.4.4 The Contractor/Operator shall avoid introducing unlawful
discrimination or bias through AI Engines and shall be able to
demonstrate that the training data and model behavior have been
adequately reviewed to mitigate such risks, where applicable.

10.1.5 Al Architecture and Deployment
10.1.5.1 AI Engines may be deployed:
e On premises within the TCMS system data centers, and/or

e In Cloud Environments, when all cloud requirements are fulfilled
and approved by the Owner and INCD.

10.1.5.2 Under no circumstances shall Al Engines be deployed directly on
TCMS safety layers or in any way that can compromise the
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communication and segregation principles defined for TCMS and
other Critical Networks.

10.1.5.3 Where Al Engines consume data from TCMS systems, such data shall
be provided through:

e One-way interfaces and/or secure staging environments.

e Pre-defined, validated data schemas and content-filtering rules.

o Read-only interfaces that do not allow unmediated control-path
connectivity.

10.1.5.4 AI Engines shall be protected using the same infrastructure and
application security measures, including hardening, patching, anti-
malware, and access control.

10.1.6  Secure Al Lifecycle Management

10.1.6.1 The development, training, integration, and maintenance of Al
Engines shall follow the secure SDLC principles and shall include:

e Versioning of models, code, and training datasets.

e Traceability from deployed model versions to their training data,
parameters, and validation.

o Formal testing and approval before deployment into production.

10.1.6.2 Updates to Al models (e.g., retraining, new versions, parameter
changes) shall be subject to:

e Change management procedures.

e Regression testing and validation against safety and performance
criteria.

o Risk assessment of new or changed behavior.

10.1.6.3 Third-party Al models and components shall be acquired in
compliance with the vendor and product supply-chain requirements
and shall be validated against malware, backdoors and abnormal
behavior.

10.1.7  Al-specific Threats and Security Controls

10.1.7.1 The Contractor / Operator shall address Al-specific cyber threats,
including, inter alia:

Data poisoning and manipulation of training datasets.
Adversarial inputs are designed to mislead models.

Model inversion, extraction and theft.

Prompt-injection and jailbreak attacks on generative models.
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e Abuse of Al components for lateral movement or privilege
escalation.

10.1.7.2 Mitigation measures may include, as applicable:

e Controlled and monitored training pipelines and data sources.
o Input validation, sanitization and rate limiting.

e Segmentation of Al Engines from Critical Systems.

e Restriction of model access APIs and interfaces.

e Dedicated Al security monitoring rules within the SIEM.

10.1.8 Monitoring, Explainability, and Human Oversight
10.1.8.1 All AI Engines shall generate sufficient logs to reconstruct:

e The inputs received (subject to privacy constraints).
e The model version and configuration used.

e The outputs and decisions provided.

e The user or process invoking the Al Engine.

10.1.8.2 For Al use cases with safety or operational impact, the Contractor /
Operator shall ensure:

e Human-in-the-loop review for high-impact decisions.

e Clear visualization of Al recommendations and confidence
indicators, where feasible.

o Ability to override, disable, or roll back Al components without
compromising system safety.

10.1.8.3 Performance of Al Engines (accuracy, false positives/negatives, drift)
shall be continuously monitored. Material degradation of
performance shall trigger investigation, mitigation, and, if necessary,
suspension of the Al component.

10.1.9 Al Governance Organization

10.1.9.1 The Operator will define Al Security Focal Point to be responsible for
Al security governance and shall approve Al security baselines and
architectures.

10.1.9.2 An Al Security Focal Point (or dedicated team) shall be appointed to:

o Coordinate Al-related risk assessments and approvals.

e Maintain an inventory of Al Engines and use cases.

e Coordinate with CSOC, IR team, and line managers on Al-related
incidents.
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10.1.9.3 Al-related training and awareness shall be incorporated into the
cybersecurity staff training and awareness programs.

Annex A - Initial Risk Analysis.

For purpose of this Chapter and the Information Security requirements, the
“Gartner Magic Quadrant” referred to herein shall pertain to October 2018
publications at www.gartner.com in regard to the "Ability to execute" and
"Completeness of vision".

In all cases where system hardware or software which is required to be published
in Gartner Magic Quadrant does not meet this criteria, the Project Company shall
present to the Owner's and INCD for approval three alternate suppliers, vendors,
manufactures.

Reference in this Chapter is made to security-related procedures and requirements
of the Owner and the INCD. Notwithstanding such references, the following shall
apply:

The Project Company shall be required and responsible to acquaint itself with,
coordinate and fulfil any and all conditions imposed by or pursuant to such
procedures and requirements.

Such procedures and requirements and/or the conditions for their fulfilment may
be amended or updated from time to time and the Owner, the INCD and/or any
applicable Authority may, at their discretion, issue or impose any number of
additional, modified and/or replacement procedures, requirements and/or
conditions (including, infer alia, as per the provisions of sections 5 and 7 below).
Notwithstanding that security-related risks are not always predictable and
notwithstanding that security-related considerations, means, methods and/or
solutions are constantly developing and evolving, the Project Company shall be
deemed to have evaluated, assessed and taken into account all risks and costs
associated with complying with its security-related obligations under and pursuant
to the Agreement and Law.

The provisions of this Chapter are neither intended nor shall be construed as
limiting or derogating from the Project Company’s obligations to comply with and
implement any and all applicable Laws, Permits and requirements of applicable
Authorities, whether in respect of security-related matters or otherwise.

This document establishes the minimum requirements for the Information Security
System (ISS) for the TCMS with the goal of protecting the data availability,
integrity, and confidentiality of TCMS computing and information systems.

This document addresses the minimal security considerations and measures in the
following areas:
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2.12.1. Authentication and Identification
2.12.2. Authorization and Access Control
2.12.3. Network Security

2.12.4. Data Security

2.12.5. Security Architecture

2.12.6. Security Administration

2.12.7. Network Devices

2.12.8. Server, Host and End-point Security
2.12.9. Application and Database Security
2.12.10.  Audit and Monitoring

2.12.11.  System Availability and Continuity
2.12.12.  Physical Security

3 Acronyms, Abbreviations

3.1 In this document, the following abbreviations shall have the meaning

ascribed thereto hereunder:

Acronym Meaning
AAA Authentication, Authorization and Accounting
ACL Access Control lists
AD Active Directory
AES Advanced Encryption Standard
AFC Automatic Fare collection
AMN Administrative Management Network
ATS Automatic Train Supervision
BIOS Basic Input / Output System
CBN Communication Backbone Network
CBTC Communications-Based Train Control
CCTV Closed Circuit TV
CLI Command Line Interface
CSOC Cyber Security Operation Center
DCC Depot Control Center
DHCP Dynamic Host Configuration Protocol
DLP Data Leak Prevention
DR Disaster Recovery
DRP Disaster Recovery Plan
EAP Extensible Authentication Protocol
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Acronym Meaning
ECDH Elliptic Curve Diffie-Hellman
ECDSA Elliptic Curve Digital Signature Algorithm
EOL End Of Life
ERP Enterprise Resource Planning
EVP-Tree Ethernet Virtual Private Tree
EAP/TLS Extensible Authentication Protocol/Transport Layer Security.
FIPS Federal Information Processing Standards
GE Giga Ethernet
GMPLS Generalized Multiprotocol Label Switching
GUI Graphical User Interface
ICS Industrial Control Systems
IPSEC Internet Protocol Security
ISA International Society for Automation
ISS Information Security Systems
LAG Link Aggregation
LAN Local Area Network
LRT Light Rail Transit
LRV Light Rail Vehicle
MAC Media Access Control
MDM Mobile Device Management
MIB Management Information Base
MPLS Multi-Protocol Label Switching
MTBF Mean Time Between Failure
NE Network Element
N-IPS Network Intrusion Prevention System
INCD Israel National Cyber Directorate
NIST National Institute of Standards and Technology
NMS Network Management System
NOC Network Operation Center
NTP Network Time Protocol
OAM Operational and Management
OCN Operational Communication Network
OCC Operation Control Center
OTP One Time Password
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Acronym Meaning
OWASP Open Web Application Security Project
PA Public Announcement
PBX Private Branch Exchange
PDR Preliminary Design Review
PEAP Protective Extensible Authentication Protocol
PES Platform Edge Screen
PIDS Public Information Display System
PKI Public Key Infrastructure
PLC Programmable Logic Controller
PoE Power over Ethernet
PSTN Public Switched Telephone Network
PTP Point To Point
PWE Pseudo-Wire Emulation
QoS Quality of Service
RADIUS Remote Authentication Dial In User Service
RBAC Role Based Access Control
ROIP Radio over Internet Protocol
RSVP-TE Resource Reservation Protocol - Traffic Engineering
RTU Remote Terminal Unit
RSS Railway Scheduling System
SAM Security Account Manager (MS Windows)
SCADA Supervisory Control and data Acquisition
SCC Standby Control Center
SHA Secure Hash Algorithm
SIEM Security Information and Event Management
SMS Security Management System
SNMP Simple Network Management Protocol
SOC Security Operation Center (physical)
SQL Structured Query Language
SSH Secure Shell
SSL Secure Sockets Layer
TACACS Terminal Access Controller Access-Control System
TCC Temporary Control Center
TCMS Traffic Control Management System
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Acronym Meaning
TDM Time Division Multiplexing
TLS Transport Layer Security
TPM Trusted Platform Module
TTR Trackside Technical Room
VLAN Virtual Local Area Network
VoIP Voice Over Internet Protocol
VPLS Virtual Private LAN Service
VPLS-TE Virtual Private LAN Service with Traffic Engineering
VPN Virtual Private Network
WAN Wide Area Network
WWRS Wideband Wireless Radio System

4 Project IT Infrastructure Overview

4.1 The TCMS IT infrastructure shall be implemented based on physically and
logically autonomous networks including:

4.1.1 Traffic Control CBN for Traffic Light Controllers, Train Detectors (TDs) and
Traffic CCTV.

4.2 The Project Company shall provide the administrative systems and applications.
The security solution shall be designed and implemented with all the security
means to be ready to absorb the administrative systems, including interfaces to
other environments.

4.3 As part of the desired functionality and services, some of those core networks shall
be expandable and provide interconnectivity with external service provider
networks and institutions via direct links or dedicated network segments.
Implementation decisions for the external connectivity shall follow the security
guidelines, as defined in the following security requirements.

4.4 The traffic management is composed of three (3) standalone networks separated
physically and logically from the CBN:

4.4.1 Traffic Light Controller (TLC) Communication Network

442 Train Detector (TD) Communication Network

443 Traffic CCTV Communication Network

5 General Requirements & General Information Security
Guidelines

5.1 The Project Company shall ensure that a security architecture is implemented and
maintained.
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The Project Company shall ensure that the security concept and implementation is
conformed to all applicable Laws and standards.

The security measures shall address the independent and disparate environments in
the Project as described above.

The Project Company shall deliver the technical infrastructure necessary to
integrate security controls. This infrastructure shall be consistent with the security
technologies as defined herein.

The Information Security solution shall focus on enhancing the business practices
and procedures that are being utilized by the TCMS and should not be the driving
force for the TCMS's business practice and procedures flow.

The information security controls and products shall be adapted to meet all other
requirements of the Agreement, and as such, shall support the necessary protocols.
The software and hardware components shall be manufactured by companies listed
as “Leaders 1 to 4” in the Gartner Magic Quadrant.

The proposed security infrastructure shall provide the needed functionality with as
little impact as possible upon the TCMS. The solution shall cover all risks presented
in the Initial Risk Analysis attached as Information Security and Cyber
Requirements for Use of Artificial Intelligence (AI) Engines

10.1.10 General

10.1.10.1 This Chapter defines Information Security and cyber requirements for
the use of Artificial Intelligence (“AI”) engines and Machine
Learning (“ML”) solutions within this Project.

10.1.10.2 For this Chapter, “Al Engine” includes, inter alia:

e Predictive analytics and maintenance models.

e Anomaly and intrusion detection models.

e Video and image analytics (e.g., VSS analytics).

o Natural Language Processing (NLP) and chatbots.

e Generative Al models, including Large Language Models
(LLMs).

e Optimization and scheduling algorithms using ML techniques.

10.1.10.3 AI Engines used in any context related to the TCMS System shall be
designed, implemented, and operated in compliance with ISS
requirements, INCD guidelines, and any applicable safety and
regulatory standards (including TS 50701 and relevant EN standards).

10.1.11 Governance and Al Risk Management

10.1.11.1 The Contractor / Operator shall treat Al Engines as critical software
components within the ISS framework. Al-related cyber risks shall be
included in the Cyber Risk Assessment.

10.1.11.2 For each Al use case, the Contractor / Operator shall:

e Define a clear business purpose and operational scope.
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o Classify the potential safety, operational, privacy, and
reputational impacts.

e Conduct a dedicated Al Risk Assessment, including misuse,
model errors, and Al-specific threats (e.g., data poisoning).

10.1.11.3 Al use cases affecting Critical Systems, safety-critical operations, or
large-scale personal data processing shall require explicit prior
approval by the Owner, following consultation with INCD.

10.1.12 Scope and Prohibited Uses of Al

10.1.12.1 Without explicit written approval from the Owner and INCD, Al
Engines shall not:

e Autonomously generate or send control commands

e Override or bypass exists interlocking, or safety mechanisms.

e Make final, unreviewed decisions that directly affect LRT
movement or passenger safety.

10.1.12.2 By default, AI Engines shall be used as decision support tools
(advisory mode), with final decisions taken by authorized human
operators or pre-approved deterministic control logic.

10.1.12.3 Public, unmanaged Al services (e.g., open web-based generative Al
platforms) shall not be used for:

e Any Confidential Information.

e Any Critical Systems configuration, code, design, or logs.

e Any data that is subject to security classification by the Owner or
INCD.

10.1.13 Data Protection, Privacy, and Ethics

10.1.13.1 Training, validation, and inference data used by Al Engines shall be
treated in accordance with the information classification, privacy, and
supply-chain requirements.

10.1.13.2 Where Al Engines process personal data, the Contractor / Operator
shall ensure compliance with the Protection of Privacy Law and any
relevant data protection regulations, including:

e Data minimization and purpose limitation.
e Pseudonymization and anonymization, were feasible.
e Retention limits and secure deletion.

10.1.13.3 AI Engines processing video or biometric data (e.g., facial
recognition, behavioral analytics) shall be subject to additional
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controls defined by the Owner and INCD, including specific
approvals, access limitations, retention, and audit.

10.1.13.4 The Contractor/Operator shall avoid introducing unlawful
discrimination or bias through AI Engines and shall be able to
demonstrate that the training data and model behavior have been
adequately reviewed to mitigate such risks, where applicable.

10.1.14 AI Architecture and Deployment
10.1.14.1 AI Engines may be deployed:

e On premises within the TCMS system data centers, and/or
e In Cloud Environments, when all cloud requirements are fulfilled
and approved by the Owner and INCD.

10.1.14.2 Under no circumstances shall AI Engines be deployed directly on
TCMS safety layers or in any way that can compromise the
communication and segregation principles defined for TCMS and
other Critical Networks.

10.1.14.3 Where Al Engines consume data from TCMS systems, such data shall
be provided through:

e One-way interfaces and/or secure staging environments.

e Pre-defined, validated data schemas and content-filtering rules.

o Read-only interfaces that do not allow unmediated control-path
connectivity.

10.1.14.4 Al Engines shall be protected using the same infrastructure and
application security measures, including hardening, patching, anti-
malware, and access control.

10.1.15 Secure Al Lifecycle Management

10.1.15.1 The development, training, integration, and maintenance of Al
Engines shall follow the secure SDLC principles and shall include:

e Versioning of models, code, and training datasets.

o Traceability from deployed model versions to their training data,
parameters, and validation.

o Formal testing and approval before deployment into production.

10.1.15.2 Updates to Al models (e.g., retraining, new versions, parameter
changes) shall be subject to:

o Change management procedures.

180 7N 109 Ty
#2864503 unJ

www.nta.co.il © 5885849 (171N ,A |12 "7NTY T2 ,26 D'M{IINN 2NN © 03-7243055 D79 © 03-7243000 1970



9201 YN NNVANR — MOVN VIANY T NAD)I

e Regression testing and validation against safety and performance
criteria.
o Risk assessment of new or changed behavior.

10.1.15.3 Third-party Al models and components shall be acquired in
compliance with the vendor and product supply-chain requirements
and shall be validated against malware, backdoors and abnormal
behavior.

10.1.16 Al-specific Threats and Security Controls

10.1.16.1 The Contractor / Operator shall address Al-specific cyber threats,
including, inter alia:

e Data poisoning and manipulation of training datasets.

e Adversarial inputs are designed to mislead models.

e Model inversion, extraction and theft.

e Prompt-injection and jailbreak attacks on generative models.

e Abuse of Al components for lateral movement or privilege
escalation.

10.1.16.2 Mitigation measures may include, as applicable:

e Controlled and monitored training pipelines and data sources.
e Input validation, sanitization and rate limiting.

o Segmentation of Al Engines from Critical Systems.

o Restriction of model access APIs and interfaces.

e Dedicated Al security monitoring rules within the SIEM.

10.1.17 Monitoring, Explainability, and Human Oversight
10.1.17.1 All AI Engines shall generate sufficient logs to reconstruct:

o The inputs received (subject to privacy constraints).
e The model version and configuration used.

o The outputs and decisions provided.

o The user or process invoking the Al Engine.

10.1.17.2 For Al use cases with safety or operational impact, the Contractor /
Operator shall ensure:

e Human-in-the-loop review for high-impact decisions.

e Clear visualization of Al recommendations and confidence
indicators, where feasible.

o Ability to override, disable, or roll back Al components without
compromising system safety.
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10.1.17.3 Performance of Al Engines (accuracy, false positives/negatives, drift)
shall be continuously monitored. Material degradation of
performance shall trigger investigation, mitigation, and, if necessary,
suspension of the Al component.

10.1.18 AI Governance Organization

10.1.18.1 The Operator will define Al Security Focal Point to be responsible for
Al security governance and shall approve Al security baselines and
architectures.

10.1.18.2 An Al Security Focal Point (or dedicated team) shall be appointed to:

e Coordinate Al-related risk assessments and approvals.

e Maintain an inventory of Al Engines and use cases.

e Coordinate with CSOC, IR team, and line managers on Al-related
incidents.

10.1.18.3 Al-related training and awareness shall be incorporated into the
cybersecurity staff training and awareness programs.

Annex A - Initial Risk Analysis.

The proposed solution shall have the potential to be scaled in the future, such that
additional resources can be acquired and attached to the system easily. Horizontal
and vertical scalability of the solution is required with the intent that the proposed
solution be expanded in the future to accommodate a broader range of users.
During implementation the Project Company is required to develop, maintain and
update the Information Security policy and procedures, as may be required from
time to time and to the full satisfaction of Owner.

The Security Operational Plan, Information Security policy and procedures shall
be completed and provided to the Owner for approval during the Development
Phase. Without derogating from the generality of the provisions of the Agreement,
the SOP Information Security policy and procedures shall comply with the
requirements of the INCD framework & Guidelines to include Cyber Security
Methodology for Organizations

The proposed system and security architecture shall be designed according to the
Security Reference Architecture, provided in Information Security and Cyber
Requirements for Use of Artificial Intelligence (AI) Engines
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10.1.19 General

10.1.19.1 This Chapter defines Information Security and cyber requirements for
the use of Artificial Intelligence (“AI”) engines and Machine
Learning (“ML”) solutions within this Project.

10.1.19.2 For this Chapter, “Al Engine” includes, inter alia:

e Predictive analytics and maintenance models.

e Anomaly and intrusion detection models.

e Video and image analytics (e.g., VSS analytics).

e Natural Language Processing (NLP) and chatbots.

e Generative Al models, including Large Language Models
(LLMs).

e Optimization and scheduling algorithms using ML techniques.

10.1.19.3 Al Engines used in any context related to the TCMS System shall be
designed, implemented, and operated in compliance with ISS
requirements, INCD guidelines, and any applicable safety and
regulatory standards (including TS 50701 and relevant EN standards).

10.1.20 Governance and Al Risk Management

10.1.20.1 The Contractor / Operator shall treat Al Engines as critical software
components within the ISS framework. Al-related cyber risks shall be
included in the Cyber Risk Assessment.

10.1.20.2 For each Al use case, the Contractor / Operator shall:

e Define a clear business purpose and operational scope.

o Classify the potential safety, operational, privacy, and
reputational impacts.

e Conduct a dedicated Al Risk Assessment, including misuse,
model errors, and Al-specific threats (e.g., data poisoning).

10.1.20.3 Al use cases affecting Critical Systems, safety-critical operations, or
large-scale personal data processing shall require explicit prior
approval by the Owner, following consultation with INCD.

10.1.21 Scope and Prohibited Uses of Al

10.1.21.1 Without explicit written approval from the Owner and INCD, Al
Engines shall not:

e Autonomously generate or send control commands

e Override or bypass exists interlocking, or safety mechanisms.

e Make final, unreviewed decisions that directly affect LRT
movement or passenger safety.
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10.1.21.2 By default, AI Engines shall be used as decision support tools
(advisory mode), with final decisions taken by authorized human
operators or pre-approved deterministic control logic.

10.1.21.3 Public, unmanaged Al services (e.g., open web-based generative Al
platforms) shall not be used for:

e Any Confidential Information.

e Any Critical Systems configuration, code, design, or logs.

e Any data that is subject to security classification by the Owner or
INCD.

10.1.22 Data Protection, Privacy, and Ethics

10.1.22.1 Training, validation, and inference data used by Al Engines shall be
treated in accordance with the information classification, privacy, and
supply-chain requirements.

10.1.22.2 Where Al Engines process personal data, the Contractor / Operator
shall ensure compliance with the Protection of Privacy Law and any
relevant data protection regulations, including:

o Data minimization and purpose limitation.
e Pseudonymization and anonymization, were feasible.
e Retention limits and secure deletion.

10.1.22.3 Al Engines processing video or biometric data (e.g., facial
recognition, behavioral analytics) shall be subject to additional
controls defined by the Owner and INCD, including specific
approvals, access limitations, retention, and audit.

10.1.22.4 The Contractor/Operator shall avoid introducing unlawful
discrimination or bias through AI Engines and shall be able to
demonstrate that the training data and model behavior have been
adequately reviewed to mitigate such risks, where applicable.

10.1.23 Al Architecture and Deployment
10.1.23.1 AI Engines may be deployed:
e On premises within the TCMS system data centers, and/or

e In Cloud Environments, when all cloud requirements are fulfilled
and approved by the Owner and INCD.

10.1.23.2 Under no circumstances shall Al Engines be deployed directly on
TCMS safety layers or in any way that can compromise the
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communication and segregation principles defined for TCMS and
other Critical Networks.

10.1.23.3 Where Al Engines consume data from TCMS systems, such data shall
be provided through:

e One-way interfaces and/or secure staging environments.

e Pre-defined, validated data schemas and content-filtering rules.

o Read-only interfaces that do not allow unmediated control-path
connectivity.

10.1.23.4 AI Engines shall be protected using the same infrastructure and
application security measures, including hardening, patching, anti-
malware, and access control.

10.1.24 Secure Al Lifecycle Management

10.1.24.1 The development, training, integration, and maintenance of Al
Engines shall follow the secure SDLC principles and shall include:

e Versioning of models, code, and training datasets.

e Traceability from deployed model versions to their training data,
parameters, and validation.

o Formal testing and approval before deployment into production.

10.1.24.2 Updates to Al models (e.g., retraining, new versions, parameter
changes) shall be subject to:

e Change management procedures.

e Regression testing and validation against safety and performance
criteria.

o Risk assessment of new or changed behavior.

10.1.24.3 Third-party Al models and components shall be acquired in
compliance with the vendor and product supply-chain requirements
and shall be validated against malware, backdoors and abnormal
behavior.

10.1.25 Al-specific Threats and Security Controls

10.1.25.1 The Contractor / Operator shall address Al-specific cyber threats,
including, inter alia:

Data poisoning and manipulation of training datasets.
Adversarial inputs are designed to mislead models.

Model inversion, extraction and theft.

Prompt-injection and jailbreak attacks on generative models.
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e Abuse of Al components for lateral movement or privilege
escalation.

10.1.25.2 Mitigation measures may include, as applicable:

e Controlled and monitored training pipelines and data sources.
o Input validation, sanitization and rate limiting.

e Segmentation of Al Engines from Critical Systems.

e Restriction of model access APIs and interfaces.

e Dedicated Al security monitoring rules within the SIEM.

10.1.26 Monitoring, Explainability, and Human Oversight
10.1.26.1 All AI Engines shall generate sufficient logs to reconstruct:

e The inputs received (subject to privacy constraints).
e The model version and configuration used.

e The outputs and decisions provided.

e The user or process invoking the Al Engine.

10.1.26.2 For Al use cases with safety or operational impact, the Contractor /
Operator shall ensure:

e Human-in-the-loop review for high-impact decisions.

e Clear visualization of Al recommendations and confidence
indicators, where feasible.

o Ability to override, disable, or roll back Al components without
compromising system safety.

10.1.26.3 Performance of Al Engines (accuracy, false positives/negatives, drift)
shall be continuously monitored. Material degradation of
performance shall trigger investigation, mitigation, and, if necessary,
suspension of the Al component.

10.1.27 AI Governance Organization

10.1.27.1 The Operator will define Al Security Focal Point to be responsible for
Al security governance and shall approve Al security baselines and
architectures.

10.1.27.2 An Al Security Focal Point (or dedicated team) shall be appointed to:

o Coordinate Al-related risk assessments and approvals.

e Maintain an inventory of Al Engines and use cases.

e Coordinate with CSOC, IR team, and line managers on Al-related
incidents.
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10.1.27.3 Al-related training and awareness shall be incorporated into the
cybersecurity staff training and awareness programs.

Annex A - Initial Risk Analysis.

The necessary measures to protect the availability, integrity and confidentiality of
the data shall be undertaken.

The security controls shall be based on open architecture standards and support a
distributed computerized environment.

The security controls shall be scalable and capable of being configured to
accommodate different levels of security per environment, user, application, or per
endpoint basis.

The proposed security products shall be compliant with the international standards
Common Criteria and FIPS 140.

The proposed products for all TCMSs shall conform to the requirement specified
herein).

The security architecture shall provide the capability to track, record and monitor
successful and unsuccessful interactions with all Information Systems.

The architecture will examine the issue of segmentation according to the principle
of access authorization.

The security architecture and implementation shall strictly adhere to Zero Trust
principles, ensuring that no device, user, or system is trusted by default, regardless
of its location within or outside the network perimeter. Furthermore, the system
design must comply with specific Ministry of Transport guidelines regarding
business continuity (BCP/DR) and operational segmentation to ensure service
continuity

The infrastructure shall incorporate secure data exchange mechanisms and
technologies such as cryptography, key management, access control,
authentication, and data integrity where appropriate.

Activities related to Information Security shall be dynamic. The goal is the
compartmentalization and control of information distribution to authorized parties
only and as needed, while reducing the impact of internal and external security
threats on the IT infrastructure.

A strong Data Leak Prevention (DLP) technology and policy shall be completed
and provided to the Owner for approval.

The DLP shall be examined based on system needs (the need for information
requiring DLP protection in the operational network will be examined).
Infrastructure shall be based on implementation of the defense-in-depth (DID)
concept:
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Defense-in-depth (DID) concept of a hierarchical deployment of different levels of
security controls and procedures shall be implemented in order to maintain the
effectiveness of the security solutions.

Defense-in-depth (DID) concept shall be implemented through design and
operation to provide graded protection against a wide variety of security events,
incidents and accidents, including human errors within the TCMS and events
initiated outside the TCMS.

Cyber Security Testbed and Modelling

The Project Company shall design, install and maintain TLCS and its standalone
networks including ISS hardware, software and infrastructure-based test
environment as part of its deliverables to support Testing and Commissioning and
maintenance.

The entire environment shall be examined thoroughly in several steps on different
type testers prior to their installation and activation in the field.

The test environment shall be part of the maintenance supporting tools and shall be
a downscaled test platform model of all actual systems and infrastructure for
onboard, Depot, at-grade, Stations, Stops, signaling, etc.

The cyber security tests on the model environment shall be the overall examination
and assessment before approval.

Objectives of the cyber security test environment are:

Approve the goal of protecting data availability, integrity, susceptibility,
vulnerability and confidentiality of computing and information systems and the
resilience of the CBNs, systems and subsystems to cybersecurity attacks.

Approve compliance with cybersecurity requirements as detailed in this document
and in accordance with INCD standards, guidelines and requirements.

Test and approve new, updated components before being added to the production
environment.

Learning pattern of actions, forensics capabilities of cybersecurity events.

Test environment components shall pertain to all systems and subsystems.
Testbed Complexes:

Test Complex

Scenarios Complex

Scenarios Management Complex

Testbed Management Complex

Debriefing Complex

The testbed model and its components shall be transferred to the Owner upon
completion of the tests.

The location of the testbed shall be coordinated and approved by the Owner.
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Defence In Depth (DID)

The general objective of defense-in-depth (DID) is to ensure that a single failure,
whether equipment failure or human failure, at one level of defense, and even
combinations of failures at more than one level of defense, would not propagate to
subsequent levels. The independence of different levels of defense is a key element
in meeting this objective.

ISS Implementation shall rely on DID hierarchical deployment for all levels of
security controls and procedures in order to ensure that a single failure would not
propagate to subsequent levels, whether equipment failure or human failure, at one
level of defense, and combinations of failures at more than one level of defense.
ISS DID design shall pertain to correlation, detection and protection measures to
impede the progress of a cyber intruder while enabling the TCMS CSOC/NOC to
detect and respond to the intrusion and/or security breach while reducing and
mitigating the consequences of a breach by IDS and IPS technologies.

The ISS DID supporting architecture and products shall address the following
security layers:

Data

Application

Host

Network

Perimeter

DID shall be implemented to provide graded protection against a wide variety of
security events, incidents and accidents, including human errors within the TCMS
and events initiated outside the TCMS.

For each layer the following shall be addressed as part of the ISS:

Networks segmentation

Demilitarized zones (DMZ)

Intrusion detection systems (IDS)

Intrusion Protection System (IPS)

Virtual Private Network (VPN & APN)

Firewalls (hardware/software)

Antivirus software

Authentication authorization

password security

Encryption

Sandboxing

Hashing passwords

Timed access control

Logging and auditing

Multi-Factor Authentication

Vulnerability scanners

Physical security (ACS, BAS, PID)

Central control (NOC, CSOC)

Audits and logs

Policies, procedures

Data Leak Prevention (DLP):
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The ISS shall implement and deploy strong Data Leak Prevention (DLP)
technology products:

DLP shall pertain to the CBN (Data In Motion) analysis of data traffic to detect
sensitive data sent in violation of information security policies. DLP Shall be
centralized with distributed agents.

Endpoint (Data In Use) agents or clients shall run on internal end-user
WorkStations and DC servers. End Point shall be used to control information flow
between groups or user types.

DLP shall include Data identification techniques to identify confidential or
sensitive structured data in fixed fields within a file or unstructured data to support
content analysis, and contextual analysis

The DLP shall pertain to retention and archived Data At-Rest, Data In Use and Data
in-motion.

Security Development Lifecycle (SDL) process shall be implemented as part of the
ISS design and implementation throughout the Project in accordance with INCD
directives.

An Information Security Manager for the TCMS shall be appointed by the Project
Company and maintain ongoing contact with the Owner and with the INCD, and
will be responsible, on behalf of the Project Company (and without derogating from
the Project Company’s responsibilities and obligations) for the implementation and
monitoring of the information security guidelines. The Owner and INCD shall
approve the identity of the Information Security Manager. The Project Company’s
Information Security Manager shall monitor the level of information security in
accordance with the requirements defined by Owner and the INCD.

All personnel involved in the Design, Construction (including implementation,
installations, Testing and Commissioning, etc.) and Maintenance of mission critical
systems in the TCMS, as shall be determined by the Owner, pursuant, inter alia, to
the requirements and specifications of the INCD, shall undergo security reliability
checks in accordance with the procedures of the Owner and of the INCD (as
amended or updated from time to time).

Only personnel so qualified, following the security reliability checks, shall take
part in the Design, Construction (including implementation, installations, Testing
and Commissioning, etc.), and Maintenance of mission-critical systems
(“Qualified Personnel”).

Qualified Personnel may, from time to time, be required to re-qualify and/or
undergo periodic confirmations of or additional security reliability checks in
accordance with the procedures of the Owner and the INCD (as amended or
updated from time to time).

Without derogating from the generality of the provisions of section 2 (Scope and
General Provisions) above or of the foregoing, updates or amendments to the
procedures of the Owner and/or of the INCD may apply, inter alia, with respect to:
(1) the definition of “mission critical systems”; and (ii) the level of security
clearance required with respect thereof.

Remote access to the TCMS shall be allowed only via VPN secured and
authenticated communication.

Anti-virus, anti-spam, anti-spyware, etc. software shall be installed on all
computers.

Personal FireWalls shall be installed on WorkStations.
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7.7.15 Laptop disks shall be encrypted.

7.7.16 All servers and WorkStations shall be hardened.

7.8 The Project Company shall comply with all applicable Laws and standards,
including (without limitation), the standards specified below:

Standard Meaning

ASC Achilles System Certification program, enabling control system

vendors to formally illustrate compliance of their control system
products with cyber-security requirements specified by the IEC 62443-
3-3 standard (Part 3-3: System security requirements and security

levels).
INCD Guidelines for Critical Infrastructure Protection (CIP)
ISA 100 Wireless Systems for Automation

ISO/IEC 27000 Information security management systems (ISMS)

ISO/IEC 27001 Information technology: Security techniques - Information Security
Management Systems (ISMS) Requirements

ISO/IEC 27002 Guidelines for organizational information security standards and
information security management practices

ISO/IEC 27010 Security techniques: Information security management for inter-sector
and inter-organizational communications

ISO/IEC 27014 Security techniques: Governance of information security

ISO/IEC 27032 Security techniques: Guidelines for Cybersecurity

ISO/IEC 27033 Parts-1,2,3,4,5 Security techniques: Network security

ISO/IEC 27034 Parts-1,2 Security techniques-Application security

ISO/IEC 27037 Security techniques: Guidelines for identification, collection,
acquisition, and preservation of digital evidence

ISO/IEC 27039 Security techniques-Selection, deployment and operations of Intrusion
Detection and Prevention Systems (IDPS)

ISO/IEC 27040 Security techniques: Storage security

IEC 62443 Industrial Network and System Security

FIPS 140 U.S. government computer security standard used to accredit
cryptographic module Validation Program (CMVP).

NIST SP 800-53 Recommended Security Controls for Federal Information Systems and
Organizations.

NIST SP 800-82 | Guide to Industrial Control Systems (ICS) Security.

NIST 800-125 Guide to Security for Full Virtualization Technologies.
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Standard Meaning

ASC Achilles System Certification program, enabling control system

vendors to formally illustrate compliance of their control system
products with cyber-security requirements specified by the IEC 62443-
3-3 standard (Part 3-3: System security requirements and security
levels).

Other reference standards as defined herein shall apply.

Standard Meaning
IEC 62443 Industrial Network and System Security
FIPS 140 U.S. government computer security standard used to accredit
cryptographic modules.
NIST SP 800-53 | Recommended Security Controls for Federal Information Systems and
Organizations.
NIST SP 800-82 | Guide to Industrial Control Systems (ICS) Security.
NIST 800-125 Guide to Security for Full Virtualization Technologies.
7.9 Building Blocks of the Information Security System:
7.9.1 Prevention — execute all applicable measures to prevent the TCMS’s security risk.
7.9.2 Detection — detect and identify in real time unauthorized and illegal activities in
the Information Systems.
7.9.3 Reaction — react in real time or retrospectively to the detected security events as
follows:
7.9.3.1 Real time — drop sessions, block communication, generate security alerts.
7.9.3.2 Retrospectively — event data analysis and conclusions.
7.9.4 Audit — execute an accurate and detailed audit on all activities with the Information
Systems.
8 Information Security Requirements during the Construction &

Maintenance Phases

8.1 General
8.1.1 The Project Company shall comply with the information security requirements of
the INCD, which obligate it to implement several actions, as detailed below.
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The Project Company shall submit official documents confirming compliance to
information security issues, as defined by the INCD.

Security Requirements

The requirements listed below shall be complied with throughout the Project.
Information security requirements:

A cyber risk assessment shall be conducted for the entire TCMS and for each and
every system.

A cyber security management plan with specific activities and control measures
including the mitigation processes shall be completed and provide to the Owner for
approval during the Development Phase. The approved cyber security management
plan shall be assimilated, realized implemented, monitored, and maintained
throughout the Project.

All sensitive digital information shall be encrypted.

Sensitive information shall be stored in encrypted and compartmentalized folders,
accessed only by users with access authorizations.

Remote access shall be allowed via VPN secured communication only.

Wireless communication, where required, will be enabled via a managed APN or
encrypted WIFI equipment according to the owner's and the INCD

Anti-virus, anti-spam, anti-spyware, etc. software shall be installed on all
computers.

Personal firewalls shall be installed on personal computers.

Laptop disks shall be encrypted.

The level of information security shall be monitored in accordance with the
requirements defined by Owner and the INCD.

Information security for sensitive technical documents

The Project Company shall fully comply with Owner and the INCD procedures for
securing and storing digital files.

Information security arrangements pertaining to servers used for storing files shall
be subject to Owner’s and the INCD’s approval, and shall be monitored.

Access to the server shall be based on access authorizations, and server folders
shall be encrypted in accordance with the documents’ security classification.
Sensitive technical documents shall comply with a sensitive information security
procedure, defined by Owner and the INCD that includes access authorizations to
folders, password protection and encryption. The printing of these documents and
the dissemination of hard copies shall require documenting the recipients and
storage in a physically protected location (room with a burglar alarm, a security
cabinet or safe).

Procurement of systems’ critical elements

The procurement procedure of critical system elements shall follow the INCD
framework & guidelines and shall be subject to its approval.

The critical elements (for example, the communication system’s software and
hardware), shall be purchased from approved providers in accordance with section
5 above.

The procurement of critical elements, as well their storage, transport to the site and
installation shall be monitored.

Installation, integration, testing, and handover of systems
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The Project Company shall fully comply with Owner’s and the INCD’s information
security procedures during the installation, integration, testing and handover of the
systems, as well as throughout the Term of the Agreement.

The procedures shall be assimilated, realized and monitored.

Tests shall be executed in accordance with Owner’s and the INCD’s information
security procedures, including access control and hardening.

Project Company’s Requirements by Systems and Activities

Project Company shall be responsible for each project phase according the
following matrix:

With respect to all of the TCMSs the following shall apply:

Only COTS hardware and software manufactured by manufactures listed as
“Leaders 1 to 4” in the Gartner Magic Quadrant shall be used.

If a specific hardware or software component is not listed in the Gartner Magic
Quadrant, three (3) alternative manufactures shall be presented for the approval of
the Owner. Such approval may be subject to the approval of the INCD.

The Owner and INCD has the right to reject a certain HW/SW component and the
Project Company will be required to replace it and provide an alternative compliant
solution.

Information Security Requirements for the Operation and Maintenance
Period

To support the proper operation of the TCMS, while also meeting the service
objectives defined in the agreement, the Project Company shall ensure the
availability and integrity of the information systems (rail systems, communication
systems, information technologies, hardware and software components, databases
and applications) during the project’s operation and maintenance period.

The requirements specified in this document obligate the Project Company during
the operation and maintenance period.

The Project Company is obligated to define policies and procedures, and to
implement preventive or risk mitigating actions, in order to prevent or significantly
mitigate the consequences of cyber incidents that may potentially be incurred by
the TCMS as a result of maintenance work carried out on the TCMS, during the
operation and maintenance period.

Periodic Penetration Testing (PT) shall be conducted on the production system to
identify vulnerabilities. Findings must be remediated in accordance with the
approved risk management, patch management, and update management
procedures.
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“System Requirements”

System Equipment and System Personnel related Restricted
Related Requirements Requirements Access\Additi
onal
Requirements
ISS The provisions of section 5 The provisions of section 7 | Only Qualified
above shall apply. above in respect of Personnel on
Qualified Personnel shall | behalf of the
apply to all personnel Project
involved in the Design, Company shall
Construction (including be provided
implementation, with access to

installations, Testing and the ISS for
Commissioning, etc.) and | purposes of

Maintenance. performing all
obligations
pursuant to the
Agreement
with respect
thereto.

IT Systems The provisions of section 5 The provisions of section 7 | Only Qualified
above shall apply. above in respect of Personnel on
lified P I shall | behalf of th
Hardware and software shall be anls; tls all?esfslgzlesi a Pio;lecto ©
prov1c}ed by sup};;l 1irs / ncluded involved in the Design, Company shall
manu gcturels ZV }C G are Ietuded | construction (including be provided
in quadrant 1-4 of Giartner implementation, with access to

Magic publications as of

October 2018. installations, lesting and the CBN and

Commissioning, etc.) and | IT Systems for
Maintenance. purposes of
performing all
obligations
pursuant to the
Agreement
with respect
thereto to
include
software,
firmware,
switches,
servers,
routers,
storage,
worstations
etc.
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above shall apply.

The Project Company shall
demonstrate that, as at the date of
issuance of the Notice to
Proceed, the TCMS (both
hardware & software) supplied is
manufactured by a leading high-
end provider, and has proven
capabilities on data and
information security including

meeting information security
standards in this area

System Equipment and System Personnel related Restricted
Related Requirements Requirements Access\Additi
onal
Requirements
TCMS The provisions of section 5

For purposes of the foregoing requirements:
scale infrastructure project in -“Critical Infrastructure Installation” shall mean a large (1)
a Developed Country such as , a power generation facility, a port, a Rail Project or an

airport.

“Developed County” shall comply with UN.org definition for Least Developed (2)
“Rail Project” shall mean a light rail, metro or commuter rail Countries (LDCs). (3)
based mass transit system in a Developed Country providing transportation services to

8.8 Reporting, monitoring and control:
8.8.1 The Project Company shall comply with the information security incident reporting
procedures and incident escalation reporting procedures defined by Owner and the
INCD (as may be amended from time to time), including attempts to penetrate the
system, damage caused to components, theft and attempted theft of components

that are intended for installation in the TCMS’s critical systems.

the public.

8.8.2 The Project Company shall implement monitoring and control procedures covering
work processes, design, installation, testing and maintenance of the TCMS’s

critical systems, as defined and coordinated with Owner and the INCD.

8.9 Information records and as-made documents:
8.9.1 The Project Company shall safeguard electronic records, documents and as-made
documents in accordance with guidelines provided by Owner and the INCD.

8.10 Initial Risk Analysis:

The Initial Risk Analysis of the system's security environment has been performed
(see Information Security and Cyber Requirements for Use of Artificial

10.1.28 General

#2864503
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10.1.28.1 This Chapter defines Information Security and cyber requirements for
the use of Artificial Intelligence (“Al”) engines and Machine
Learning (“ML”) solutions within this Project.

10.1.28.2 For this Chapter, “Al Engine” includes, inter alia:

e Predictive analytics and maintenance models.

e Anomaly and intrusion detection models.

e Video and image analytics (e.g., VSS analytics).

o Natural Language Processing (NLP) and chatbots.

e Generative Al models, including Large Language Models
(LLMs).

e Optimization and scheduling algorithms using ML techniques.

10.1.28.3 Al Engines used in any context related to the TCMS System shall be
designed, implemented, and operated in compliance with ISS
requirements, INCD guidelines, and any applicable safety and
regulatory standards (including TS 50701 and relevant EN standards).

10.1.29 Governance and Al Risk Management

10.1.29.1 The Contractor / Operator shall treat Al Engines as critical software
components within the ISS framework. Al-related cyber risks shall be
included in the Cyber Risk Assessment.

10.1.29.2 For each Al use case, the Contractor / Operator shall:

o Define a clear business purpose and operational scope.

o (lassify the potential safety, operational, privacy, and
reputational impacts.

e Conduct a dedicated Al Risk Assessment, including misuse,
model errors, and Al-specific threats (e.g., data poisoning).

10.1.29.3 Al use cases affecting Critical Systems, safety-critical operations, or
large-scale personal data processing shall require explicit prior
approval by the Owner, following consultation with INCD.

10.1.30 Scope and Prohibited Uses of Al

10.1.30.1 Without explicit written approval from the Owner and INCD, Al
Engines shall not:

e Autonomously generate or send control commands

e Override or bypass exists interlocking, or safety mechanisms.

o Make final, unreviewed decisions that directly affect LRT
movement or passenger safety.
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10.1.30.2 By default, AI Engines shall be used as decision support tools
(advisory mode), with final decisions taken by authorized human
operators or pre-approved deterministic control logic.

10.1.30.3 Public, unmanaged Al services (e.g., open web-based generative Al
platforms) shall not be used for:

e Any Confidential Information.

e Any Critical Systems configuration, code, design, or logs.

e Any data that is subject to security classification by the Owner or
INCD.

10.1.31 Data Protection, Privacy, and Ethics

10.1.31.1 Training, validation, and inference data used by Al Engines shall be
treated in accordance with the information classification, privacy, and
supply-chain requirements.

10.1.31.2 Where Al Engines process personal data, the Contractor / Operator
shall ensure compliance with the Protection of Privacy Law and any
relevant data protection regulations, including:

o Data minimization and purpose limitation.
e Pseudonymization and anonymization, were feasible.
e Retention limits and secure deletion.

10.1.31.3 Al Engines processing video or biometric data (e.g., facial
recognition, behavioral analytics) shall be subject to additional
controls defined by the Owner and INCD, including specific
approvals, access limitations, retention, and audit.

10.1.31.4 The Contractor/Operator shall avoid introducing unlawful
discrimination or bias through AI Engines and shall be able to
demonstrate that the training data and model behavior have been
adequately reviewed to mitigate such risks, where applicable.

10.1.32 AI Architecture and Deployment
10.1.32.1 AI Engines may be deployed:
e On premises within the TCMS system data centers, and/or

e In Cloud Environments, when all cloud requirements are fulfilled
and approved by the Owner and INCD.

10.1.32.2 Under no circumstances shall Al Engines be deployed directly on
TCMS safety layers or in any way that can compromise the
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communication and segregation principles defined for TCMS and
other Critical Networks.

10.1.32.3 Where Al Engines consume data from TCMS systems, such data shall
be provided through:

e One-way interfaces and/or secure staging environments.

e Pre-defined, validated data schemas and content-filtering rules.

o Read-only interfaces that do not allow unmediated control-path
connectivity.

10.1.32.4 AI Engines shall be protected using the same infrastructure and
application security measures, including hardening, patching, anti-
malware, and access control.

10.1.33 Secure Al Lifecycle Management

10.1.33.1 The development, training, integration, and maintenance of Al
Engines shall follow the secure SDLC principles and shall include:

e Versioning of models, code, and training datasets.

e Traceability from deployed model versions to their training data,
parameters, and validation.

o Formal testing and approval before deployment into production.

10.1.33.2 Updates to Al models (e.g., retraining, new versions, parameter
changes) shall be subject to:

e Change management procedures.

e Regression testing and validation against safety and performance
criteria.

o Risk assessment of new or changed behavior.

10.1.33.3 Third-party Al models and components shall be acquired in
compliance with the vendor and product supply-chain requirements
and shall be validated against malware, backdoors and abnormal
behavior.

10.1.34 Al-specific Threats and Security Controls

10.1.34.1 The Contractor / Operator shall address Al-specific cyber threats,
including, inter alia:

Data poisoning and manipulation of training datasets.
Adversarial inputs are designed to mislead models.

Model inversion, extraction and theft.

Prompt-injection and jailbreak attacks on generative models.
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e Abuse of Al components for lateral movement or privilege
escalation.

10.1.34.2 Mitigation measures may include, as applicable:

e Controlled and monitored training pipelines and data sources.
o Input validation, sanitization and rate limiting.

e Segmentation of Al Engines from Critical Systems.

e Restriction of model access APIs and interfaces.

e Dedicated Al security monitoring rules within the SIEM.

10.1.35 Monitoring, Explainability, and Human Oversight
10.1.35.1 All AI Engines shall generate sufficient logs to reconstruct:

e The inputs received (subject to privacy constraints).
e The model version and configuration used.

e The outputs and decisions provided.

e The user or process invoking the Al Engine.

10.1.35.2 For Al use cases with safety or operational impact, the Contractor /
Operator shall ensure:

e Human-in-the-loop review for high-impact decisions.

e Clear visualization of Al recommendations and confidence
indicators, where feasible.

o Ability to override, disable, or roll back Al components without
compromising system safety.

10.1.35.3 Performance of Al Engines (accuracy, false positives/negatives, drift)
shall be continuously monitored. Material degradation of
performance shall trigger investigation, mitigation, and, if necessary,
suspension of the Al component.

10.1.36 AI Governance Organization

10.1.36.1 The Operator will define Al Security Focal Point to be responsible for
Al security governance and shall approve Al security baselines and
architectures.

10.1.36.2 An Al Security Focal Point (or dedicated team) shall be appointed to:

o Coordinate Al-related risk assessments and approvals.

e Maintain an inventory of Al Engines and use cases.

e Coordinate with CSOC, IR team, and line managers on Al-related
incidents.
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10.1.36.3 Al-related training and awareness shall be incorporated into the
cybersecurity staff training and awareness programs.

Annex A - Initial Risk Analysis) and shall be used as the baseline for the system's
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security design.
Threats Types:
The following non-exhaustive list describes types of security threats related to the
TCMS identified during the Initial Risk Analysis:
Impact on the public safety & human lives
Destruction or loss of critical services
Interruption of access to critical services, information or applications
Disclosure or viewing of critical or sensitive information
Modification of critical or sensitive information
Threats prevention and management shall pertain to all known threats at the time
of delivery such as the following:
Access Rate Control
Authentication Bypass
ARP Poisoning
Broken Access Control
Brute Force Login
Buffer Overflows
Cross Site Scripting
Cross Site Request
Denial of Service (DoS)
Data Loss Prevention (DLP)
Distributed Denial of Service (DDoS)
Directory Traversal
DHCP Spoofing
DNS Poisoning
Forms Tampering
Hidden Field Manipulation
Session Hijacking
SQL Injection
Site Reconnaissance
Schema Poisoning
XML Parameter Tampering
WSDL Scanning
Threat Sources

180 TINN 130 Ty

www.nta.co.il © 5885849 (171N ,A |12 "7NTY T2 ,26 D'M{IINN 2NN © 03-7243055 D79 © 03-7243000 1970

unJ



9201 YN NNVANR — MOVN VIANY T NAD)I

8.12.1
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Threat sources shall be considered including:
Terrorists
Internal attackers
Disgruntled staff
Hackers
Criminals
Foreign intelligence services
Organized crime
Protesters and activists (e.g., environmental, political, animal rights)
Impacts
Safety, Health and Environmental event or damage to infrastructure:
An event that results in harm to individuals, the environment or damage to the
infrastructure.
Forced controlled shutdown of operations:
An event that results in the emergency shutdown system being automatically
invoked with no human intervention, for example, when the view of all or some of
the production processes is lost.
Elected controlled shutdown of operations:
An event that results in the site electing to shut down its operations, for example,
when view of all or some of the production processes is lost.
Reduction in operating efficiency:
An event that would result in the systems continuing its operations in a less efficient
or profitable manner or result in reduced production. For example, operational
delays in services provided or severe environmental change which impacts and
limit the ability to use the service.
Loss of business continuity.
Loss of reputation.
Security Services and Infrastructure

Security Services shall be implemented as part of the TLC System. For Detailed
Security Requirements related to individual's core networks, refer to the section of

8.15
8.15.1

8.15.2

#2864503

this document entitled “Security Requirements per Network™.
Authentication and Identification
User identification and authentications take place at the network, device,
application, and/or device/software level. A wuser shall be restricted from
establishing a secure data exchange without first being identified and authenticated
by at least two authentication factors.
Strong PKI-based authentication shall be implemented based on the environment
addressed. For the different core network solutions, some of the following methods
shall be used: OTP, Token, PKI certificate, Smart Card, Biometric, machine
certificates. Refer to the Functional Subsystems' Mapping and Environments and
Communication Flow Mapping paragraphs in Information Security and Cyber
Requirements for Use of Artificial Intelligence (AI) Engines

10.1.37 General

10.1.37.1 This Chapter defines Information Security and cyber requirements for
the use of Artificial Intelligence (“Al”) engines and Machine
Learning (“ML”) solutions within this Project.
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10.1.37.2 For this Chapter, “Al Engine” includes, inter alia:

e Predictive analytics and maintenance models.

e Anomaly and intrusion detection models.

e Video and image analytics (e.g., VSS analytics).

e Natural Language Processing (NLP) and chatbots.

e Generative Al models, including Large Language Models
(LLMs).

e Optimization and scheduling algorithms using ML techniques.

10.1.37.3 Al Engines used in any context related to the TCMS System shall be
designed, implemented, and operated in compliance with ISS
requirements, INCD guidelines, and any applicable safety and
regulatory standards (including TS 50701 and relevant EN standards).

10.1.38 Governance and Al Risk Management

10.1.38.1 The Contractor / Operator shall treat Al Engines as critical software
components within the ISS framework. Al-related cyber risks shall be
included in the Cyber Risk Assessment.

10.1.38.2 For each Al use case, the Contractor / Operator shall:

o Define a clear business purpose and operational scope.

o Classify the potential safety, operational, privacy, and
reputational impacts.

e Conduct a dedicated Al Risk Assessment, including misuse,
model errors, and Al-specific threats (e.g., data poisoning).

10.1.38.3 Al use cases affecting Critical Systems, safety-critical operations, or
large-scale personal data processing shall require explicit prior
approval by the Owner, following consultation with INCD.

10.1.39 Scope and Prohibited Uses of Al

10.1.39.1 Without explicit written approval from the Owner and INCD, Al
Engines shall not:

e Autonomously generate or send control commands

e Override or bypass exists interlocking, or safety mechanisms.

e Make final, unreviewed decisions that directly affect LRT
movement or passenger safety.

10.1.39.2 By default, AI Engines shall be used as decision support tools
(advisory mode), with final decisions taken by authorized human
operators or pre-approved deterministic control logic.
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10.1.39.3 Public, unmanaged Al services (e.g., open web-based generative Al
platforms) shall not be used for:

e Any Confidential Information.
e Any Critical Systems configuration, code, design, or logs.

e Any data that is subject to security classification by the Owner or
INCD.

10.1.40 Data Protection, Privacy, and Ethics

10.1.40.1 Training, validation, and inference data used by Al Engines shall be
treated in accordance with the information classification, privacy, and
supply-chain requirements.

10.1.40.2 Where Al Engines process personal data, the Contractor / Operator
shall ensure compliance with the Protection of Privacy Law and any
relevant data protection regulations, including:

o Data minimization and purpose limitation.
e Pseudonymization and anonymization, were feasible.
e Retention limits and secure deletion.

10.1.40.3 Al Engines processing video or biometric data (e.g., facial
recognition, behavioral analytics) shall be subject to additional
controls defined by the Owner and INCD, including specific
approvals, access limitations, retention, and audit.

10.1.40.4 The Contractor/Operator shall avoid introducing unlawful
discrimination or bias through AI Engines and shall be able to
demonstrate that the training data and model behavior have been
adequately reviewed to mitigate such risks, where applicable.

10.1.41 AI Architecture and Deployment
10.1.41.1 AI Engines may be deployed:

e On premises within the TCMS system data centers, and/or
e In Cloud Environments, when all cloud requirements are fulfilled
and approved by the Owner and INCD.

10.1.41.2 Under no circumstances shall AI Engines be deployed directly on
TCMS safety layers or in any way that can compromise the
communication and segregation principles defined for TCMS and
other Critical Networks.

10.1.41.3 Where Al Engines consume data from TCMS systems, such data shall
be provided through:
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e One-way interfaces and/or secure staging environments.

e Pre-defined, validated data schemas and content-filtering rules.

o Read-only interfaces that do not allow unmediated control-path
connectivity.

10.1.41.4 Al Engines shall be protected using the same infrastructure and
application security measures, including hardening, patching, anti-
malware, and access control.

10.1.42 Secure Al Lifecycle Management

10.1.42.1 The development, training, integration, and maintenance of Al
Engines shall follow the secure SDLC principles and shall include:

e Versioning of models, code, and training datasets.

o Traceability from deployed model versions to their training data,
parameters, and validation.

o Formal testing and approval before deployment into production.

10.1.42.2 Updates to Al models (e.g., retraining, new versions, parameter
changes) shall be subject to:

o Change management procedures.

e Regression testing and validation against safety and performance
criteria.

o Risk assessment of new or changed behavior.

10.1.42.3 Third-party Al models and components shall be acquired in
compliance with the vendor and product supply-chain requirements
and shall be validated against malware, backdoors and abnormal
behavior.

10.1.43 Al-specific Threats and Security Controls

10.1.43.1 The Contractor / Operator shall address Al-specific cyber threats,
including, inter alia:

o Data poisoning and manipulation of training datasets.

e Adversarial inputs are designed to mislead models.

e Model inversion, extraction and theft.

e Prompt-injection and jailbreak attacks on generative models.

e Abuse of Al components for lateral movement or privilege
escalation.

10.1.43.2 Mitigation measures may include, as applicable:
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e Controlled and monitored training pipelines and data sources.
o Input validation, sanitization and rate limiting.

o Segmentation of Al Engines from Critical Systems.

e Restriction of model access APIs and interfaces.

o Dedicated Al security monitoring rules within the SIEM.

10.1.44 Monitoring, Explainability, and Human Oversight
10.1.44.1 All Al Engines shall generate sufficient logs to reconstruct:

e The inputs received (subject to privacy constraints).
e The model version and configuration used.

e The outputs and decisions provided.

e The user or process invoking the Al Engine.

10.1.44.2 For Al use cases with safety or operational impact, the Contractor /
Operator shall ensure:

e Human-in-the-loop review for high-impact decisions.

e Clear visualization of Al recommendations and confidence
indicators, where feasible.

o Ability to override, disable, or roll back Al components without
compromising system safety.

10.1.44.3 Performance of Al Engines (accuracy, false positives/negatives, drift)
shall be continuously monitored. Material degradation of
performance shall trigger investigation, mitigation, and, if necessary,
suspension of the Al component.

10.1.45 AI Governance Organization

10.1.45.1 The Operator will define Al Security Focal Point to be responsible for
Al security governance and shall approve Al security baselines and
architectures.

10.1.45.2 An Al Security Focal Point (or dedicated team) shall be appointed to:

o Coordinate Al-related risk assessments and approvals.

e Maintain an inventory of Al Engines and use cases.

e Coordinate with CSOC, IR team, and line managers on Al-related
incidents.

10.1.45.3 Al-related training and awareness shall be incorporated into the
cybersecurity staff training and awareness programs.
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Annex A - Initial Risk Analysis.

Multi-Factor Authentication (MFA) is mandatory for all access attempts to critical
systems. Specifically, MFA must be enforced for all management and networking
equipment .Additionally, any changes to user permissions or access rights shall
require an MFA mechanism to prevent unauthorized privilege escalation".

The authentication and identification service shall be based on a managed directory
implemented separately in each one of the system’s independent networks.

The System shall detect the number of consecutive unsuccessful authentication
attempts and ignore any authentication attempts when the maximum number of
authentication attempts defined by the administrator is reached, i.e., the user
account shall be blocked.

Authentication attempts shall only be resumed after the administrator lifts the
restriction explicitly or after a predefined timeout.

A password policy that enforces, at least, strength and complexity of passwords, as
well as expiration time, shall be implemented for all systems.

Passwords should be changed frequently. Password history shall be used.

User groups shall be defined, based on administrative units, roles and their
functions, with a view to institutionalizing control over access to information.
User/service authentication shall be based on individual accounts only. No shared
accounts are allowed.

User authentication information shall not be exposed on any output.

No default, guest/anonymous, or temporary accounts shall be permitted to any
system.

No clear text login shall be permitted to any system. The login information shall be
cryptographically protected on the network/communications level.

Authorization and Access Control

The Project Company shall authorize, control and monitor access privileges to
system and information resources to the following entities:

Users (all entities with access to system resources)

Operations personnel

Non-interactive processes

Maintenance and support personnel

Supervisors

Systems analysis and programming personnel

The access control mechanism shall be flexible and capable of managing issues
such as delegation of rights and changes in roles.

Role-Based Access Control (RBAC) shall be implemented based on the type of
information accessed and in accordance with the user groups defined.
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The information system shall employ the concept of least privilege, allowing only
authorized accesses for users, and processes or services acting on behalf of users,
which are necessary to accomplish assigned tasks in accordance with
organizational missions and business functions.

User privileges shall be restricted by:

Controlling user read, write, create, delete and execute capabilities

Implementing access control lists

Implementing capability lists

Controlling hierarchical authorization such as owner, group, system and everything
else

All successful logons and any failed logon attempts shall be logged.

Network Access Control shall be based on IEEE 802.1x or equivalent and shall be
implemented for all devices connecting to the system resources and supporting the
relevant security protocols. Devices not supporting secure network access
technologies should be connected to a separate network segment (physical or
virtual [VLAN]), and their access to the network should be protected by a standard
network-level security mechanism (such as MAC security), or a dedicated NAC
(Network Access Control) system.

Inactivity session timeouts shall be implemented for all applicable systems.
Automatic termination of expired sessions and re-authentication of interactive
user's after a predefined period of inactivity shall be enforced.

The Information System shall limit the concurrent sessions for each system
account.

Remote Access

A cryptography mechanism should be used to protect the confidentiality and
integrity of remote access to information system (e.g., VPN).

The Information System shall route all remote access through a limited number of
managed access control points.

Remote access shall be restricted to specific users and at specific times.

The execution of privileged commands on mission critical systems and/or access
to security-relevant information, via remote access, shall be authorized only for
specific operational needs.

In case access is needed by national authorities (e.g., Police), it shall be based on
network extension over private encrypted secure channel (e.g., dark fiber) and
performed from a managed and or authorized and authenticated client.

Remote access methods to SCN and OCN core networks shall be implemented
according chapter 19 of the INCD framework and Guidelines and approved by the
INCD.

The need for remote connection to the operational network shall be evaluated, and
a structured process to achieve this shall be proposed.

A system supporting the recording of activity, as well as encryption and timing of
the channel opening shall be defined.

Remote access to applications and/or services, performed by mobile endpoints
through wireless (Wi-Fi and/or Cellular) network shall be performed from security-
hardened endpoints only, against a dedicated network segment.

180 70 137 Toy

www.nta.co.il © 5885849 (171N ,A |12 "7NTY T2 ,26 D'M{IINN 2NN © 03-7243055 D79 © 03-7243000 1970

unJ



9201 YN NNVANR — MOVN VIANY T NAD)I

8.17.10

8.18
8.18.1

8.18.1.1

8.18.1.2

8.18.1.3

8.18.1.4

8.18.1.5

8.18.1.6

8.18.1.7

8.18.1.8

8.18.1.9

8.18.1.10

8.18.1.11

8.18.1.12

#2864503

Remote access via VPN must be configured in' Full Tunnel' mode only .This
configuration shall force all traffic from the remote client to pass through the
Project Company’s security controls for monitoring and inspection. Split-tunneling
configurations are strictly prohibited

Network Security

Proactive network protection should be implemented based on multiple
components/technologies, as follows:

Firewall — Firewall devices capable of traffic stateful inspection and certified for
ISO 15408 shall be implemented. The firewalls shall support traffic separation at
interface level, through IEEE 802.1Q VLAN, for logical network partitioning,
policy and management separation.

An industrial firewall that supports the required protocols and performs DPI (Deep
Packet Inspection) shall be defined. The firewall shall also support segmentation,
which shall be defined in accordance with the risk assessment and topology
analysis.

Intrusion Prevention System - IPS (externally) and Intrusion Detection System -
IDS (internally) shall be deployed both externally and internally to the firewall
technology implemented, protecting the network environments. The proposed
IPS/IDS systems shall support Signature-based, Anomaly-based and Stateful
Protocol analysis.

IDS-only (passive detection without prevention) shall be implemented.

Network Application Firewall — Malicious code protection based on network
application firewalling (e.g., content filtering technologies, application gateway
firewalls) shall be implemented at the relevant interfaces as described in Figure 1.
End-to-end communication security shall be implemented based on common
practice secure protocols such as SSH, IPSec, SSL/TLS.

Access control lists shall be implemented on all network and security devices.
Network Client Authentication— Network client authentication shall be
implemented using common standards such as IEEE 802.1x in the various network
segments.

Network Access Control (NAC) — Network Access Control (NAC) or equivalent
system shall be implemented on every network in the CBN. NAC shall ensure that
only the required and approved network connections are allowed. In addition,
updated industry standard protocols, encryption mechanisms, mutual
authentication and credential protection shall be used.

The implementation of NAC in the operational network shall be examined. The
Concessionaire /Project company shall implement a Network Access Control
(NAC) mechanism within the project network infrastructure to ensure that only
authenticated and authorized devices that meet the defined security posture are
permitted to connect to the network, in alignment with the project cybersecurity
requirements and an approved design documentation.

VoIP Security — the proposed VoIP Security solution shall follow industry best
practices for VoIP security, i.e., NIST SP 800-58 “Security Considerations for Voice
over [P Systems”.

VoIP Systems — the VoIP systems (including RolP Gateways and Network
Extension Units) shall have the voice and signaling data logically segregated from
the data traffic. VoIP-ready firewalls shall be employed to secure the proposed VoIP
systems.
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Public Switched Telephone Network (PSTN) Security - PSTN security shall be
based on implementation of dedicated IP PBXs for internal and external voice
communications. Voice firewalls shall be employed to secure the proposed IP PBX
systems. Telephony security shall also prevent external fraud by unauthorized
parties by securing and monitoring the telephony system. Interfaces to external IP
PBXs shall be via dedicated Firewalls and VoIP Gateways.

Virtualization security practices, if such technology is used, shall conform to NIST
SP 800-125. In addition, a security hardening of the Virtualization environment
should be performed according to the Virtualization software vendor
recommendations.

Virtualization Technology solution shall be implemented per specific core
networks only.

Automatic Clock Synchronization — Automatic clock synchronization for
computers, networks, security and telecommunication systems shall be secured and
work through a time firewall or equivalent in order to mitigate any blocking,
jamming, spoofing or any other malicious attack.

Automatic Clock Synchronization shall comply with Central Clock System (CCS).
All security events shall be synchronized with the CCS. The CCS equipment shall
comply with INCD directives.

Updates —the latest version of the operating system/firmware for all security
devices shall be used.

Updates and Vulnerability management shall include a strict Service Level
Agreement (SLA), The project company shall implement a strict procedure for the
approval of NTA. Prior to any patch deployment or update, a detailed Rollback
Plan must be prepared and tested to ensure immediate restoration of service in the
event of an update failure

A structured testing environment for updates is required.

FireWalls shall comply with the following:

[Psec VPN and recognize nested applications in plain-text or SSL encrypted
transactions and integrates with Netanya IT Active Directory.

Integrated threat intelligence adaptive threat protection against command and
control (C&C)-related botnets and policy enforcement based on GeolP.
Carrier-class routing features of IPv4/IPv6, OSPF, BGP, and multicast.

Firewall Services shall support the following:

Stateful and stateless Zone-based FireWall

Screen and distributed denial of service (DDoS) protection

Protection from protocol and traffic anomalies

Unified Access Control (UAC)

Virtual Router Redundancy Protocol (VRRP)

Network Address Translation (NAT) shall support:

Source NAT with Port Address Translation (PAT)

Bidirectional 1:1 static NAT, Destination NAT with PAT, Persistent NAT

[Pv6 address translation

VPN Capabilities shall support:

Tunnels: Generic routing encapsulation (GRE), IP-IP, IPsec

Site-site [Psec VPN, auto VPN, group VPN

Most updated IPsec crypto algorithms.

Most updated IPsec authentication algorithms.
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Pre-shared key and public key infrastructure (PKI) (X.509)

[Pv4 and IPv6 [Psec VPN

Multi-proxy ID for site-site VPN

Virtual router and quality-of-service (QoS)

Dead Peer Detection (DPD) support

SSL inspection

Threat Defense and Intelligence Services shall provide:

Spotlight Secure threat intelligence and protection from botnets (command and
control)

Adaptive enforcement based on GeolP

Threat Prevention to detect and block zero-day attacks

Routing Protocols:

Static routes

OSPF/OSPF v3

Multicast: Internet Group Management Protocol (IGMP) vl1/v2; Protocol
Independent Multicast (PIM) sparse mode (SM)/dense mode (DM)/source-specific
multicast (SSM); Session Description Protocol (SDP); Distance Vector Multicast
Routing Protocol (DVMRP); Multicast Source Discovery Protocol (MSDP);
Reverse Path Forwarding (RPF)

Encapsulation: VLAN, Point-to-Point Protocol over Ethernet (PPPoE)

Virtual routers, policy-based routing, source-based routing

Equal-Cost MultiPath (ECMP)

Firewall Quality of Service (QoS) shall support/provide:

Support 802.1p, DiffServ code point (DSCP), EXP

Classification based on VLAN, data-link connection identifier (DLCI), interface,
bundles, or multi-field filters

Marking, policing, shaping, classification and scheduling

Weighted Random Early Detection (WRED)

Guaranteed and maximum bandwidth Control

Ingress traffic policing

Virtual channels

Firewall Switching & Network Services shall support:

MAC address learning

VLAN addressing and Integrated Routing and Bridging (IRB) support

Spanning Tree Protocols (STP, RSTP)

Link aggregation, Link Layer Discovery Protocol (LLDP), 802.1X

Dynamic Host Configuration Protocol (DHCP) client/server/ relay

Domain Name System (DNS) proxy, dynamic DNS (DDNS)

Real-time Performance Monitoring (RPM) and IP monitoring

Management, Logging, and Reporting SSH, Telnet, SNMP, CLI

Data Security

The information system shall protect the integrity and confidentiality of transmitted
information at the application level. Mechanisms used to ensure data integrity shall
be based on message authentication, hash-functions, and digital signatures.
Industry-recognized cryptographic protocols shall be implemented for message
integrity, where applicable, to detect information changes during transmission.
Updated industry-standard cryptographic mechanisms on the applicable data shall
be deployed to prevent unauthorized disclosure of information during transmission.

180 TINN 140 TNy

www.nta.co.il © 5885849 (171N ,A |12 "7NTY T2 ,26 D'M{IINN 2NN © 03-7243055 D79 © 03-7243000 1970

unJ



9201 YN NNVANR — MOVN VIANY T NAD)I

8.19.4

8.19.5

8.19.5.1
8.19.5.2
8.19.5.3
8.19.5.4
8.19.5.5

8.20

8.20.1

8.20.2

8.20.3

#2864503

Protection mechanisms detecting and eradicating malicious code (such as viruses,
worms, Trojan horses) shall be implemented at information system entry and exit
points, as well as at workstations, servers, or mobile computing devices connected
to the network. In the SCN environment — where proactive protection mechanisms
can impair system’s real-time performance, minimal-impact protection techniques
(such as applications and services White-Listing and signing) shall be
implemented.

An INCD-approved Secure Mediation Device for controlled mediation and
transferring of information from non-trusted sources such as removable media to
the core networks shall be implemented. The mediation process shall include but
not be limited to:

Multiengine antivirus check

File type check

Deep content inspection

Embedded content clean-up

Zero-Day protection (Implemented by means of Zero-Day capable N-IPS or
Application and/or Traffic Analysis solution)

Security Architecture

Multi-layered and zone-based network architecture, according to ISO/IEC 18028-
2 standard shall be adopted to ensure secure and strong segregation between
various environments.

The various core networks shall have strong separation. For the applicable core
network separation needs, physical — through guaranteed one-way traffic (diode
type of data flow), separation shall be used.

Network segmentation within the various core networks shall be implemented
based on the business flow as described in Information Security and Cyber
Requirements for Use of Artificial Intelligence (AI) Engines

10.1.46 General

10.1.46.1 This Chapter defines Information Security and cyber requirements for
the use of Artificial Intelligence (“Al”) engines and Machine
Learning (“ML”) solutions within this Project.

10.1.46.2 For this Chapter, “Al Engine” includes, inter alia:

o Predictive analytics and maintenance models.

e Anomaly and intrusion detection models.

e Video and image analytics (e.g., VSS analytics).

o Natural Language Processing (NLP) and chatbots.

e Generative Al models, including Large Language Models
(LLMs).

e Optimization and scheduling algorithms using ML techniques.

10.1.46.3 Al Engines used in any context related to the TCMS System shall be
designed, implemented, and operated in compliance with ISS
requirements, INCD guidelines, and any applicable safety and
regulatory standards (including TS 50701 and relevant EN standards).
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10.1.47 Governance and Al Risk Management

10.1.47.1 The Contractor / Operator shall treat Al Engines as critical software
components within the ISS framework. Al-related cyber risks shall be
included in the Cyber Risk Assessment.

10.1.47.2 For each Al use case, the Contractor / Operator shall:

e Define a clear business purpose and operational scope.

o Classify the potential safety, operational, privacy, and
reputational impacts.

e Conduct a dedicated Al Risk Assessment, including misuse,
model errors, and Al-specific threats (e.g., data poisoning).

10.1.47.3 Al use cases affecting Critical Systems, safety-critical operations, or
large-scale personal data processing shall require explicit prior
approval by the Owner, following consultation with INCD.

10.1.48 Scope and Prohibited Uses of Al

10.1.48.1 Without explicit written approval from the Owner and INCD, Al
Engines shall not:

e Autonomously generate or send control commands

e Override or bypass exists interlocking, or safety mechanisms.

e Make final, unreviewed decisions that directly affect LRT
movement or passenger safety.

10.1.48.2 By default, Al Engines shall be used as decision support tools
(advisory mode), with final decisions taken by authorized human
operators or pre-approved deterministic control logic.

10.1.48.3 Public, unmanaged Al services (e.g., open web-based generative Al
platforms) shall not be used for:

e Any Confidential Information.

e Any Critical Systems configuration, code, design, or logs.

e Any data that is subject to security classification by the Owner or
INCD.

10.1.49 Data Protection, Privacy, and Ethics

10.1.49.1 Training, validation, and inference data used by Al Engines shall be
treated in accordance with the information classification, privacy, and
supply-chain requirements.
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10.1.49.2 Where Al Engines process personal data, the Contractor / Operator
shall ensure compliance with the Protection of Privacy Law and any
relevant data protection regulations, including:

o Data minimization and purpose limitation.
e Pseudonymization and anonymization, were feasible.
e Retention limits and secure deletion.

10.1.49.3 Al Engines processing video or biometric data (e.g., facial
recognition, behavioral analytics) shall be subject to additional
controls defined by the Owner and INCD, including specific
approvals, access limitations, retention, and audit.

10.1.49.4 The Contractor/Operator shall avoid introducing unlawful
discrimination or bias through AI Engines and shall be able to
demonstrate that the training data and model behavior have been
adequately reviewed to mitigate such risks, where applicable.

10.1.50 AI Architecture and Deployment
10.1.50.1 AI Engines may be deployed:

e On premises within the TCMS system data centers, and/or
e In Cloud Environments, when all cloud requirements are fulfilled
and approved by the Owner and INCD.

10.1.50.2 Under no circumstances shall AI Engines be deployed directly on
TCMS safety layers or in any way that can compromise the
communication and segregation principles defined for TCMS and
other Critical Networks.

10.1.50.3 Where Al Engines consume data from TCMS systems, such data shall
be provided through:

e One-way interfaces and/or secure staging environments.

e Pre-defined, validated data schemas and content-filtering rules.

e Read-only interfaces that do not allow unmediated control-path
connectivity.

10.1.50.4 AI Engines shall be protected using the same infrastructure and
application security measures, including hardening, patching, anti-
malware, and access control.

10.1.51 Secure Al Lifecycle Management

10.1.51.1 The development, training, integration, and maintenance of Al
Engines shall follow the secure SDLC principles and shall include:
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e Versioning of models, code, and training datasets.

o Traceability from deployed model versions to their training data,
parameters, and validation.

o Formal testing and approval before deployment into production.

10.1.51.2 Updates to AI models (e.g., retraining, new versions, parameter
changes) shall be subject to:

o Change management procedures.

o Regression testing and validation against safety and performance
criteria.

o Risk assessment of new or changed behavior.

10.1.51.3 Third-party Al models and components shall be acquired in
compliance with the vendor and product supply-chain requirements
and shall be validated against malware, backdoors and abnormal
behavior.

10.1.52 Al-specific Threats and Security Controls

10.1.52.1 The Contractor / Operator shall address Al-specific cyber threats,
including, inter alia:

o Data poisoning and manipulation of training datasets.

e Adversarial inputs are designed to mislead models.

e Model inversion, extraction and theft.

e Prompt-injection and jailbreak attacks on generative models.

e Abuse of Al components for lateral movement or privilege
escalation.

10.1.52.2 Mitigation measures may include, as applicable:

e Controlled and monitored training pipelines and data sources.
o Input validation, sanitization and rate limiting.

o Segmentation of Al Engines from Critical Systems.

o Restriction of model access APIs and interfaces.

e Dedicated Al security monitoring rules within the SIEM.

10.1.53 Monitoring, Explainability, and Human Oversight
10.1.53.1 All AI Engines shall generate sufficient logs to reconstruct:

o The inputs received (subject to privacy constraints).
e The model version and configuration used.

e The outputs and decisions provided.

e The user or process invoking the Al Engine.
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10.1.53.2 For Al use cases with safety or operational impact, the Contractor /
Operator shall ensure:

e Human-in-the-loop review for high-impact decisions.

e Clear visualization of Al recommendations and confidence
indicators, where feasible.

e Ability to override, disable, or roll back Al components without
compromising system safety.

10.1.53.3 Performance of Al Engines (accuracy, false positives/negatives, drift)
shall be continuously monitored. Material degradation of
performance shall trigger investigation, mitigation, and, if necessary,
suspension of the Al component.

10.1.54 AI Governance Organization

10.1.54.1 The Operator will define AI Security Focal Point to be responsible for
Al security governance and shall approve Al security baselines and
architectures.

10.1.54.2 An Al Security Focal Point (or dedicated team) shall be appointed to:

e Coordinate Al-related risk assessments and approvals.

e Maintain an inventory of Al Engines and use cases.

e Coordinate with CSOC, IR team, and line managers on Al-related
incidents.

10.1.54.3 Al-related training and awareness shall be incorporated into the
cybersecurity staff training and awareness programs.

8.20.4 Annex A - Initial Risk Analysis. The segmentation shall be based on firewalls
between the network segments.

8.20.5 Further to the network segmentation within the core networks, VLANSs, Private
VLANs and ACLs shall be implemented for the individual operational services.
For example, Directory services shall be in a VLAN, separated and filtered from
the DLP services.

8.20.6 Separation of development, test and production environments is required. Data
transfer between environments shall be done in a controlled manner.
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Internet access from/to Signaling and Operational Communication Networks shall

not be permitted. Any access to the Internet shall be achieved only from the

Administrative Communication Network and through Terminal Based Computing

(e.g., Citrix).

Every wireless access network incorporated into the system's infrastructure shall

be completely separated from all the core networks, and from any other wireless

network.

The separation between the wireless and the core networks shall be obtained on all

the levels of system's architecture:

Firewall separation — on network level

Dedicated cryptography and VPN tunneling — on network transport level

Application-level communication inspection and ICD control — on application

level

The security measures and architecture of the wireless access networks shall be

specifically approved by the INCD.

Security Administration

Security Policy and Procedures:

Written IT security policy and procedures shall be developed, issued and submitted

to the Owner for approval.

The implementation, testing and approval of the security policy and procedures in

the systems shall be completed.

All security documentation, including hardening procedures, risk surveys, and

disaster recovery plans, must be submitted to NTA for approval.

Classification and Designation of Sensitive Information and Assets:

A classification and designation guide that contains procedures for classification,

declassification, designation and downgrading of IT information and assets shall

be developed. The classification and designation guide shall specifically address

all types of information processed in the IT environment.

IT assets shall be classified and designated according to their importance, integrity,

availability and value.

Separation of Duties:

To the extent possible, it shall be ensured that responsibilities are separated in such

a way that no individual has complete control over related critical IT operations.

The following duties should be separated:

(a) Operations

(b) System administration

(©) Network administration

(d) Database administration

(e) Application programming/development

63 Testing

(g) Security management

(h) Production

(1) Management of IT assets shall utilize Domain-based Security perception.
IT assets shall be concentrated in dedicated, separate and secure domains
based on their function, for example IT Resources Domain, Back Office
Domain, etc.
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() Centralized management for servers and network devices shall be
implemented separately in each of the autonomous networks, based on
industry recognized NMS (e.g., HP Open View, Cisco Works).

(k) AAA standard methodology shall be implemented.

D Network Security Management — In SCN and OCN core network
management shall not be permitted via the Internet, VPN or any third-party
network.

(m)  Cryptographic keys for required cryptography employed within the
information system shall be established and managed. Industry best
practices Key Management shall be followed, using full standard PKI.

(n) All security devices that contain sensitive cryptographic keys shall not be
managed remotely.

Network Devices

All network devices shall be configured and hardened according to known best

practices and guidelines. The exact list of guidelines and hardening procedures

documents shall be defined and provided to the Owner for approval.

It is required that the latest stable version of the operating system for all network

devices is used.

The proposed firmware shall have at least the following security features:

Integration with third-party AAA server (e.g., RADIUS, TACACS+)

Secure communication with NTP source

Private VLANSs

Port security at layer 2, such as port shutdown, rogue root bridge blocking, and port

based security using MAC address

Port security at layer 3, such as rogue DHCP server blocking

Secure communication protocols for remote access; and administration (e.g., SSH),

and Simple Network Management Protocol (SNMP v3)

All routers/switches shall support at least the following protocols and standards:

[Pv4 and IPv6 - dual stack

IEEE 802.3x flow control

IEEE 802.1D Spanning Tree Protocol (STP)

IEEE 802.1p Packet Priority

IEEE 802.1q Virtual LAN

IEEE 802.1x Port-based Network Access Control

Server, Host and End-point Security

Hardening procedures must cover all infrastructure layers. The Low-Level Design

(LLD) documentation for hardening shall be updated immediately upon any

configuration change to reflect the system's actual state at all times.

Each server and workstation shall be configured and hardened according to known

best practices and guidelines. The exact list of guideline and hardening procedures

documents shall be defined and provided to the Owner for approval. The security
capabilities of the operating systems shall be optimally leveraged and configured.

Monitoring capabilities shall be implemented on each and every network..

ISS shall incorporate the use of an EDR technology (Endpoint detection and

response) to address the need for continuous monitoring and response to advanced

threats.
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Workstations used for processing and storing critical information (i.e. signaling
information or any information that will be defined as critical by INCD) shall be
protected with control measures such as containers, MDM or equivalent.
Workstations used for processing and storing critical operational information shall
have at least the following security measures implemented:

TPM or SAM for secure key storage and operation

Machine BIOS setting shall be protected by password

Strong malware protection (against zero-day attacks), including:

(a) Personal Firewall

(b) Host based IDS/IPS

(c) Anti-Virus package

Device Control solution shall be implemented, including applying customized

security policies over all physical, wireless and storage interfaces (e.g., USB,

modem, Wi-Fi, Bluetooth, and external hard drives).

Mobile Computing Device Security

The TCMS’s Mobile Computing Devices that contain or have access to the operator

information or IT applications shall be protected in accordance with Operator

Information Security Policy and Standards. Mobile computing devices shall utilize

Operator's approved encryption tools.

All mobile computing devices that contain or have access to TCMS Information or

IT applications shall have:

(a) Automatic log-off mechanism

(b) Process to prevent unauthorized viewing of user IDs or passwords

(c) Safeguards based on the information's classification.

(d)  The communication connections shall be defined as a private line for
predefined use only. The line shall be used to connect the edge equipment
(smartphone or tablet) to the system from point to point, without additional
connections.

(e) Edge devices (smart phone/tablet) shall be hardened, and shall ensure the
developed application supports the hardening.

® The devices shall allow the usage of specific applications while blocking
internet surfing, connecting to other public networks, downloading
applications and any other use that presents a potential information security

risk.

(2) The option of connecting to Bluetooth and public Wi-Fi networks shall be
blocked.

(h) The communication channel shall be encrypted via high grade encryptions,
such as AES 256.

(1) An AAA mechanism shall be defined for access purposes, user

identification and authentication.

() It shall not be possible to insert devices such as disks-on-key into the edge
equipment.

(k) Preventive CSOC and NOC monitoring operations shall be defined in order
to identify attempts to penetrate the system by unauthorized and potentially
hostile elements, including the injection of malware.

D The system shall have autonomous monitoring capability, with alerts sent
to the CSOC system in the event that penetration into the system, viruses or
malware are detected.
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Application Security

Implemented Services and Applications shall follow industry best practices for
secure development:

Applications, databases and services shall not run with full operating system
privileges.

Applications developed in Java shall function with Java Security controls enabled.
Applications providing web interfaces shall comply with current OWASP secure
web development guidelines.

Applications shall never connect to a database using the database administrator
account or an account with system or management privileges.

If the application requires high privileges, it shall run in a sandboxed (jailed)
environment.

Applications shall utilize prepared SQL statements and/or stored procedures to
minimize the risk of SQL injection.

All access to the database services shall be implemented using a dedicated Data
Access Layer Component (DALC).

Applications shall support SSLv3 and/or TLSvl, with 256-bit minimum
encryption, for all communications interfaces.

The application shall validate all provided inputs and shall not trust submitted or
presented data.

The application or a security solution above it shall have proper and secure session
management to protect the sessions from unauthorized access, modification or
hijacking.

Standard cryptographic APIs shall be used for cryptographic processing, if
applicable (i.e., Bsafe, OpenSSL).

Generally accepted principles for secure coding (SDLC) shall be implemented for
all applications development.

Mobile Code —process for authorization, monitoring, and control of the use of
mobile code within the information system shall be established.

Audit

A process of monitoring the identification, authentication, authorization and access
control, and administration of information infrastructure security shall be
implemented to determine if proper security has been established and maintained.
All security events shall be managed at NTA's SaaS CSOC that shall be installed
and operated at the OCC/SCC/TCC NOC.

The Information System shall be capable of generating audit information for at
least the following security-related events:

Job or process status (entry, initiation, completion, deletion, restart, and abort)
File, volume, and database accesses where applicable (open, close, create, delete,
rename)

Communications device connect, disconnect and re-configuration;

Network status messages

User log-on and log-off attempts (including failed attempts and session timeouts)
System operator commands and responses

Any actions performed with administrative privileges

System and subsystem status messages (start-up, shutdown, abort)
System-generated messages or requests regarding configuration changes
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Changes to system logging facility status (start, stop, alter, print, dump, delete,
rename and overflow)

Changes to access control information

Changes to lists of authorized users

Detected security incidents

Use of privileged or powerful software

Unauthorized network scanning such as port scans

For each auditable event, at least the following information shall be generated:
Nature and type of incident

Date and time

User identification

Device identification (IP/MAC address, host name)

Job or process identification

Identification of resource accessed

Mode of access

Configuration details

Details of the performed activity/action (e.g., change password, update
permissions)

The system shall maintain the confidentiality of authentication credentials (e.g.,
passwords) by excluding or masking them in the Audit log.

Security event logs shall be generated and kept for each device and system and
shall be sent to Security Information and Event Management (SIEM) for further
analysis, correlation and evaluation in order to identify and respond to suspicious
activity. The event logs shall be kept for a minimal period of one year. The proposed
SIEM system shall support exporting the SIEM event logs to an
external/detachable storage device.

The protection of security log information from unauthorized access, modification,
and deletion shall be ensured.

A proper audit record storage capacity and configure auditing shall be allocated to
reduce the likelihood of such capacity being exceeded.

Audit records shall be retained for at least a period of 1 year, to provide support for
after-the-fact investigations of security incidents and to meet regulatory and
organizational information retention requirements.

SIEM platform shall be implemented for centrally collecting, analyzing and
correlating generated audit information. The correlation engine shall be capable of
generating real time alerts (SMS, email) and reports for detected suspicions events
and security violation.

The Physical Security Information Management (PSIM) System and the Incident
Management System (IMS) shall be capable of interfacing with the SIEM solution
in the TCMS, using standard interfaces such as syslog or equivalent.

SIEM collectors shall be installed in the operational networks. The unidirectional
transmission of the SIEM data shall be secured.

The Project Company shall establish a process of detecting, monitoring and
prevention of cyber threats on the signaling, systems and networks of the TCMS to
both the Vehicles and the control equipment without disrupting the TCMS’s proper
functioning, and without blocking their communications with the OCC. The Project
Company shall provide cyber security dashboard to give operators real-time
intelligence, forensics and visibility on the RS fleet’s condition and threats.
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8.25.13

8.25.14

8.26
8.26.1

8.26.2

8.26.3
8.26.4

8.27
8.27.1

8.27.2

8.27.3

8.27.4

8.27.5
8.27.6
8.28

8.28.1
8.28.2

8.28.3

8.28.4

8.28.4.1

#2864503

The Project Company shall continuously assess vulnerabilities and weaknesses in
the signaling architecture, manages the TCMS’s assets and configuration, and
propose an effective response to threats in order to mitigate risks.

The Project Company is required to perform proactive analysis of security logs
and alerts to identify trends and anomalies before they escalate into incidents. The
SIEM/Monitoring solution must support full integration with Government SIEM
systems as required by the INCD."

Incident Response

The Project Company shall ensure the 24/7 availability of qualified cybersecurity
personnel for immediate incident response .

The Concessionaire/Project Company shall ensure full cooperation and operational
integration with the NTA SOC service provider and the designated Incident
Response (IR) teams, supporting cybersecurity monitoring, incident detection,
investigation, containment, and remediation activities, including the provision of
relevant logs, alerts, system access, and technical interfaces as required by the
project cybersecurity requirements and procedures defined by NTA.

Following any significant security incident, a Root Cause Analysis (RCA)
Report must be produced, and Corrective Actions must be implemented to prevent
recurrence

System Availability and Continuity

Contingency plans shall be developed, documented, and maintained to ensure the
essential level of service is provided following any loss of processing capability or
destruction of IT Systems. All systems shall have Disaster Recovery (DR)
capabilities.

The system implementation of contingency plans shall not compromise data
sensitivity or integrity requirements.

Critical security controls shall be implemented in a resilient, highly available
manner.

Backup — The backup shall maintain the same security policy (confidentiality,
integrity and availability) on the backed-up data as on the operational environment.
Backups of sensitive data shall have strong encryption and key management. The
system shall have the capability to back up and restore all security-relevant data.
Processes for secure handling of backup media shall be developed and
implemented.

Each environment shall be backed up individually.

TCMS security shall comply with RAMS requirements.

Technological Means for Security

Policies for preventing unauthorized physical access, damage, and interference
with the organization’s information assets and equipment shall be implemented.
Refer to the Security Requirements and Data Centers document for specific
requirements.

The TCMS facilities shall have a security perimeter implemented. The computer
datacenter shall have physical protections that prevent access by unauthorized
personnel.

The appropriate restricted zones for areas shall be established where sensitive IT
systems, assets, information and support utilities shall be located. These areas
include:

Offices and their related computer equipment
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8.28.5

8.28.6
8.28.7

8.28.8

8.29

8.30

8.30.1.1
8.30.1.2

8.30.1.3

8.30.1.4

8.30.1.5

8.30.1.6

8.30.1.7
8.30.1.8

8.30.1.9

8.30.1.10

8.30.1.11

8.30.1.12

8.30.1.13
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Access and authorization to the TCMS’s zones and premises shall be subject to
security and authorization based business needs and on segregation of duties.
Equipment Security

IT equipment shall be protected from theft. Where possible, such equipment shall
be locked in racks or secured rooms. Secure table locks shall be implemented for
laptops, desktops, monitors or other end user equipment.

Network and Data Center cabinets and cabling security shall be implemented.
Communication rooms and rack cabinets shall be locked and equipped with alarm
sensors. Manholes and hand holes shall be securely locked and equipped with alarm
Sensors.

Security Requirements per Network

The following section provides detailed security requirements applicable to the
core networks that are part of the TCMS.

Traffic Management Control System (TCMS)

The TCMS shall provide the means to control and manage the signalized
intersections, assign LRT priority and CCTV surveillance.

The Traffic Control Management System (TCMS) core networks, including the
Traffic Light Controller network, Train Detectors network and CCTV network,
shall fully comply with the ISS requirements specified herein and shall include the
following security elements:

Strong authentication — token based with pin or smart card and biometric.
Authentication of users and equipment shall be implemented through a centralized
and dedicated AD service for the network.

User permissions shall be based on RBAC mechanism.

TCMS CBN network traffic shall by controlled by TCMS CBN network firewalls,
application firewalls, web proxy servers and antivirus/anti-spam security devices.
The traffic flows shall be permitted on a business needs only.

TCMS CBN core network stateful firewall shall be implemented for networks
segmentation.

Direct link for maintenance access to network devices or endpoint equipment shall
be implemented and performed through authorized workstations only.

Unused network ports on devices and equipment shall be disabled.

Device control shall be enforced — physical, wireless and removable storages shall
be controlled. In addition, features such as auto-run feature (from any connectivity
of external authorized devices), sleep mode (i.e., power management state) shall be
disabled.

Controlled mediation of information from non-trusted sources such as removable
media shall be implemented.

Hard drive locks shall be implemented.

Controlled mediation and Content disarm (CDR), and reconstruction mechanism
of information from non-trusted sources such as removable media shall be
implemented.

Remote access to the network and resources shall only be permitted if authorized
users are authenticated, data is encrypted across the network, and privileges are
restricted.

Data exchange with external systems (e.g. "Falcon" traffic management and Bosch
Video Management System (VMS)) shall be done though secure platform for
managing, sharing, and protecting critical information.
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8.30.1.14 TCMS CBN and central systems shall be isolated from the TCMS’s CBN - ACN,

OCN and SCN.

8.30.1.15 TCMS CCTV shall fully comply with the VSS equipment restrictions as specified
herein.

9 Technology and Standards

The Project Company shall comply with all applicable Laws and standards, including (without

limitation) the standards specified below:

Standard Description
AES Advanced Encryption Standard: A specification for the encryption
of electronic data.
Computers Law, 5755- | Israeli law. Applies to crimes against the computer as well as to
1995 crimes involving computer use in perpetration of the crime.
Railway applications. Communication, signaling and processing
EN 50159 N .
systems. Safety-related communication in transmission systems
EN 50164-3 L1ghtn1ng Protection Components (LPC) - Part 3: Requirements
for isolating spark gaps
Low-voltage surge protective devices - Part 11: Surge protective
EN 61643-11 devices connected to low-voltage power systems - Requirements
and tests methods
Low voltage surge protective devices - Part 21: Surge protective
EN 61643-21 devices connected to telecommunications and signaling networks
— Performance requirements and test methods
EN 62305-1 Protection against lightning - Part 1: General principles
EN 62305-2 Protection against lightning - Part 2: Risk management
EN 62305-3 Prote.ctlon against lightning - Part 3: Physical damage to structures
and life hazard
U.S. government computer security standard used to accredit
FIPS -140 .
cryptographic modules
IEC 62305-4 Protectlon' against lightning - Part 4: Electrical and electronic
systems within structures
IEC 62305-4 Protectlon' against lightning - Part 4: Electrical and electronic
systems within structures
Industrial communication networks: Network and system security
IEC 62443-2-1 : Establishing an industrial automation and control system security
program
IEC 62443-2-3 Security for Industr‘lal Automation gnd Control Systems )IACS):
Patch management in the IACS environment

#2864503
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Standard

Description

IEC 62443-2-4

Security for Industrial Automation and Control Systems: Security
program requirements for IACS service providers

IEC 62443-3-1

Industrial communication networks — Network and system
security : Security technologies for industrial automation and
control systems

IEC 62443-3-3

Industrial communication networks — Network and system
security : System security requirements and security levels

IEC/TS 62443-1-1

Industrial communication networks - Network and system security
: Terminology, concepts and models

IEEE 802.111

Security Mechanisms for Wireless Networks (WPA3)

Local and Metropolitan Area Networks: Media Access Control

IEEE 802.1D (MAC) Bridges

IEEE 802.1Q II\JI(;:SJIO rai{nsd Metropolitan Area Networks: Bridges and Bridged
IEEE 802.3X Standard for Full Duplex and Flow control

INCD Guidelines Guidelines regarding Critical Infrastructure Protection (CIP)

[Pv4 and IPv6 Dual stack

1SA99 Security of the Industrial Control Systems in the Operational

Technology (OT) domain of organizations

ISO/IEC 15408

International standard (Common Criteria): Standard for computer
security certification.

ISO/IEC 18028

Network security architecture for providing end-to-end network
security Information Security Management System (ISMS)

ISO/IEC 18045

Security techniques: Methodology for IT security evaluation

ISO/IEC 27000

Information security management systems (ISMS)

ISO/IEC 27001:2013

Information technology: Security techniques - Information

Security Management Systems (ISMS) Requirements

Guidelines for organizational information security standards and

ISO/TIEC 27002:2013 . . - .
information security management practices

ISO/IEC 27010 Security teghnlques: I.nfo‘rmatlon securl.ty management for inter-
sector and inter-organizational communications

ISO/IEC 27014 Security techniques: Governance of information security

ISO/IEC 27032 Security techniques: Guidelines for Cybersecurity

ISO/IEC 27033 Parts: 1,2,3,4,5 Security techniques: Network security

ISO/IEC 27034 Parts 1,2: Security techniques-Application security

ISO/IEC 27037 Secu‘rl‘.[y. techniques: Gu'ldehnes' for 1Qent1ﬁcat10n, collection,
acquisition, and preservation of digital evidence
Security techniques-Selection, deployment and operations of

ISO/IEC 27039 Intrusion Detection and Prevention Systems (IDPS)
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Standard Description

ISO/IEC 27040 Security techniques: Storage security

NFPA 780 Standard for the Installation of Lightning Protection Systems
NIST SP 800-125 Guide to Security for Full Virtualization Technologies.

NIST SP 800-30 Guide for Conducting Risk Assessments

Recommended Security Controls for Federal Information Systems

NIST SP 800-53 and Organizations

NIST SP 800-61 Computer Security Incident Handling Guide

NIST SP 800-82 Guide to Industrial Control Systems (ICS) Security

NIST SP 800-83 Guide to Malware Incident Prevention and Handling for Desktops
and Laptops

PCI DSS Payment Card Industry Data Security Standard

Israeli penal/criminal code which encompasses the rules and
Penal Law, 5737-1977 | statutes dealing with any criminal activity that causes harm to the
public, with penalties

Protection of Privacy | Israeli code which regulates the processing of personal information
Law, 5741-1981 in computer data banks in an effort to protect privacy

ST 1173-1 Lightning Protection for facilities and systems

Israeli Information technology: Security techniques - Information

S127001:2013 Security Management Systems (ISMS) Requirements

10.2 Information Security and Cyber Requirements for Use of Artificial
Intelligence (AI) Engines

10.2.1 General

10.2.1.1 This Chapter defines Information Security and cyber requirements for
the use of Artificial Intelligence (“Al”) engines and Machine
Learning (“ML”) solutions within this Project.

10.2.1.2 For this Chapter, “Al Engine” includes, inter alia:

o Predictive analytics and maintenance models.

e Anomaly and intrusion detection models.

e Video and image analytics (e.g., VSS analytics).

o Natural Language Processing (NLP) and chatbots.

e Generative Al models, including Large Language Models
(LLMs).

e Optimization and scheduling algorithms using ML techniques.
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10.2.1.3 Al Engines used in any context related to the TCMS System shall be
designed, implemented, and operated in compliance with ISS
requirements, INCD guidelines, and any applicable safety and
regulatory standards (including TS 50701 and relevant EN standards).

10.2.2 Governance and Al Risk Management

10.2.2.1 The Contractor / Operator shall treat Al Engines as critical software
components within the ISS framework. Al-related cyber risks shall be
included in the Cyber Risk Assessment.

10.2.2.2 For each Al use case, the Contractor / Operator shall:

e Define a clear business purpose and operational scope.

o Classify the potential safety, operational, privacy, and
reputational impacts.

e Conduct a dedicated Al Risk Assessment, including misuse,
model errors, and Al-specific threats (e.g., data poisoning).

10.2.2.3 Al use cases affecting Critical Systems, safety-critical operations, or
large-scale personal data processing shall require explicit prior
approval by the Owner, following consultation with INCD.

10.2.3  Scope and Prohibited Uses of Al

10.2.3.1 Without explicit written approval from the Owner and INCD, Al
Engines shall not:

e Autonomously generate or send control commands

e Opverride or bypass exists interlocking, or safety mechanisms.

o Make final, unreviewed decisions that directly affect LRT
movement or passenger safety.

10.2.3.2 By default, Al Engines shall be used as decision support tools
(advisory mode), with final decisions taken by authorized human
operators or pre-approved deterministic control logic.

10.2.3.3 Public, unmanaged Al services (e.g., open web-based generative Al
platforms) shall not be used for:

e Any Confidential Information.

e Any Critical Systems configuration, code, design, or logs.

e Any data that is subject to security classification by the Owner or
INCD.

10.2.4 Data Protection, Privacy, and Ethics
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10.2.4.1 Training, validation, and inference data used by Al Engines shall be
treated in accordance with the information classification, privacy, and
supply-chain requirements.

10.2.4.2 Where Al Engines process personal data, the Contractor / Operator
shall ensure compliance with the Protection of Privacy Law and any
relevant data protection regulations, including:

o Data minimization and purpose limitation.
e Pseudonymization and anonymization, were feasible.
e Retention limits and secure deletion.

10.2.4.3 Al Engines processing video or biometric data (e.g., facial
recognition, behavioral analytics) shall be subject to additional
controls defined by the Owner and INCD, including specific
approvals, access limitations, retention, and audit.

10.2.4.4 The Contractor/Operator shall avoid introducing unlawful
discrimination or bias through AI Engines and shall be able to
demonstrate that the training data and model behavior have been
adequately reviewed to mitigate such risks, where applicable.

10.2.5 Al Architecture and Deployment
10.2.5.1 Al Engines may be deployed:

e On premises within the TCMS system data centers, and/or
e In Cloud Environments, when all cloud requirements are fulfilled
and approved by the Owner and INCD.

10.2.5.2 Under no circumstances shall AI Engines be deployed directly on
TCMS safety layers or in any way that can compromise the
communication and segregation principles defined for TCMS and
other Critical Networks.

10.2.5.3 Where Al Engines consume data from TCMS systems, such data shall
be provided through:

e One-way interfaces and/or secure staging environments.

e Pre-defined, validated data schemas and content-filtering rules.

e Read-only interfaces that do not allow unmediated control-path
connectivity.

10.2.5.4 Al Engines shall be protected using the same infrastructure and
application security measures, including hardening, patching, anti-
malware, and access control.
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10.2.6  Secure Al Lifecycle Management

10.2.6.1 The development, training, integration, and maintenance of Al
Engines shall follow the secure SDLC principles and shall include:

e Versioning of models, code, and training datasets.

o Traceability from deployed model versions to their training data,
parameters, and validation.

o Formal testing and approval before deployment into production.

10.2.6.2 Updates to Al models (e.g., retraining, new versions, parameter
changes) shall be subject to:

o Change management procedures.

e Regression testing and validation against safety and performance
criteria.

o Risk assessment of new or changed behavior.

10.2.6.3 Third-party Al models and components shall be acquired in
compliance with the vendor and product supply-chain requirements
and shall be validated against malware, backdoors and abnormal
behavior.

10.2.7  Al-specific Threats and Security Controls

10.2.7.1 The Contractor / Operator shall address Al-specific cyber threats,
including, inter alia:

o Data poisoning and manipulation of training datasets.

e Adversarial inputs are designed to mislead models.

e Model inversion, extraction and theft.

e Prompt-injection and jailbreak attacks on generative models.

e Abuse of Al components for lateral movement or privilege
escalation.

10.2.7.2 Mitigation measures may include, as applicable:

e Controlled and monitored training pipelines and data sources.
o Input validation, sanitization and rate limiting.

e Segmentation of Al Engines from Critical Systems.

e Restriction of model access APIs and interfaces.

e Dedicated Al security monitoring rules within the SIEM.

10.2.8 Monitoring, Explainability, and Human Oversight
10.2.8.1 All AI Engines shall generate sufficient logs to reconstruct:
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e The inputs received (subject to privacy constraints).
e The model version and configuration used.

e The outputs and decisions provided.

o The user or process invoking the Al Engine.

10.2.8.2 For Al use cases with safety or operational impact, the Contractor /
Operator shall ensure:

e Human-in-the-loop review for high-impact decisions.

e C(lear visualization of Al recommendations and confidence
indicators, where feasible.

e Ability to override, disable, or roll back AI components without
compromising system safety.

10.2.8.3 Performance of Al Engines (accuracy, false positives/negatives, drift)
shall be continuously monitored. Material degradation of
performance shall trigger investigation, mitigation, and, if necessary,
suspension of the Al component.

10.2.9 Al Governance Organization

10.2.9.1 The Operator will define Al Security Focal Point to be responsible for
Al security governance and shall approve Al security baselines and
architectures.

10.2.9.2 An Al Security Focal Point (or dedicated team) shall be appointed to:
e Coordinate Al-related risk assessments and approvals.
e Maintain an inventory of Al Engines and use cases.

e Coordinate with CSOC, IR team, and line managers on Al-related
incidents.

10.2.9.3 Al-related training and awareness shall be incorporated into the
cybersecurity staff training and awareness programs.

Annex A - Initial Risk Analysis

1. General
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1.1 The following comprises the Initial Risk Analysis of the TCMS.

1.2 This Initial Risk Analysis is provided as a reference and as a conceptual approach.
A full evaluation and Risk Analysis shall be conducted as part of the Preliminary
and Detail Designs and be approved by the Owner in accordance with the
Agreement. Without derogating from the foregoing, this Initial Risk Analysis is
neither intended nor shall be construed as limiting or derogating from the Project
Company’s obligations and responsibilities under and pursuant to the Agreement
and Law, to design, obtain the Owner’s and applicable Authorities’ approval for
and implement the Information Security System for the Project.

1.3. Risk Analysis and its design derivatives shall be subject to the approval of the
Owner and shall follow all applicable requirements, guidelines and regulations of
the INCD.

1.4. Risk Analysis shall be conducted for each system, for each sub-system, interfaces
in regard to safety, business continuity, operations and maintainability, disaster
recovery and degraded modes of operation.

2. Information Security Overview

Functional Subsystems' Mapping 2.1

2.1.1. The System's Risk Analysis is based on the functional mapping of the relevant
subsystems and modules required to be implemented in the different system's
networks.

2.1.2. The following table summarizes an indicative (non-exhaustive) representative list
of these components and their interoperability:

TCMS Remarks
Subsystem
TLC TD CCTV

S&TC Unidirectional Status
and data reports/alerts to
OCN. Refer to the
mentioned in this
document

RSS Location/status from
Signaling Systems

AFC

SCADA

VSS

URS

PIDS

PAS

SFDS

CCS

TAHPS
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TCMS Remarks
Subsystem
TLC D CCTV

DMRS =

WWRS

On-Board

CSMOA, ERP

PSIM

ABP

IMS

TCMS v v v No connection with
TCMSs

Data Centers v v v

Control Centers v v v Interconnection between
lines.

3.2
3.2.1.

3.2.2.
3.3.

4.1.

4.2.

4.2.1.
4.2.2.
4.2.3.

4.2.4.

#2864503

Connections between Functional Networks

The VSS IP streams, Traffic management CCTV, MolP and commercial
CATV/TV shall be isolated and separated. Any common routing between TCMSs
(e.g to the Crisis Room) shall be via dedicated FireWalls and Firewalls policies &
rules.

Users Connected to Multiple Functions:

Each multiple;-function user shall be configured on each and every network,
connections shall not be allowed from the SCN workstation to the ACN or OCN.
The security analysis assumes that the system's network environment shall include
a Network Management System (NMS) for telecommunications equipment.
TCMS networks shall be separated. No connection shall be with LRT CBN.
Initial Security Reference Architecture

The following diagram summarizes the initial conceptual security architecture on

the Network and Component level to provide protection against the security risks
identified herein, without compromising the required functional abilities of the
system.

Basic Assumptions:

Connections between environments shall be set up only by functional need and
shall be defined, according to the TCMS’s security policy.

All the organization’s connections to the Internet shall be through dedicated DMZs
or by external environments/service providers.

The activity of the TCMS’s computer systems shall be shut down in consequence
of unavailability of the signaling array.

The activity of the TCMS’s computer systems shall be shut down in consequence
of a timed unavailability of the life support systems.
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S. Environments and Communication Flow Mapping

5.1. The tables below are based on the functional mapping of the TCMS's requirements
according to the INCD framework & guidelines for Critical Infrastructure systems.

5.2. The tables are based on information flow analysis between the various

environments and the reference architecture. The Project Company shall update the
tables as part of its Detailed Design, for approval of the Owner in accordance with

the Agreement.
Table 1: Security Zones Flow
Environment TCMS
Internet Connection None

Internal Environment Connection

Full (based on need), segmented

Connection between Environments

Restricted by Unidirectional link, Firewall
and Content Filtering

15.1.1
6. Security Controls Flow
Table 2: Security Controls Flow
Subject TCMS
Availability and Redundancy High
Control, Monitor and Detection High

Authentication
(All elements)

Strong, hardware + software + users

Server, network devices and endpoints
Hardening

High Level, Security Best Practices

Support

Controlled
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7. Security Controls per Subject
Table 3: Security Controls per Subject
High Medium Low
IDS/TPS IDS/TPS IDS/TIPS
SIEM SIEM SIEM
BIT BIT
Signaling, System Watchdog
Critical Data Validation

8.1.
8.1.1.

8.2.

8.3.

9.1.1.
9.1.2.
9.1.3.
9.14.
9.1.5.
9.2.

10.
10.1.

10.2.
10.2.1.
10.2.1.1.

10.2.1.2.
10.2.2.

#2864503

15.1.2

Risks Relevant to the System's Environment

Damage to Availability and Integrity of functionality:

The detailed security analysis shall assess the extent of damage applicable to be
performed by attacker upon the various systems' functions.

The analysis shall also study the possible Integrity and Availability damage caused
(maliciously or innocently) by the internal systems’ users, processes and services.
Confidentiality associated with integrity and availability - The system's security
analysis shall map, analyze and identify the information, possible to aid an attacker
in planning the attack.

Additional confidentiality issues — Confidentiality issues related to all business
confidentiality, Data Loss Prevention and Industrial Espionage shall be identified
and analyzed in accordance with the system's functional requirements and
architecture.

Affected Components

The preliminary analysis identifies several key system components, which are
prone to security attack targeting:

Servers

Work stations

Gateways

Telecommunications equipment

Specialized equipment

The process of detailed security analysis shall investigate the functional
requirements and interfaces of these components, and define the security
requirements for providing ample security protection.

Realization of Risks

Extent of damage in each case depends upon the functionality supported by each
subsystem, and the effect on the functionality caused by the specific damage
influence and impact.

The following list indicates how the above risks can be realized for each of the
various system functions identified up to now:

Damage to system components

Prevent functioning

Cause improper functioning

Damage to database
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10.2.2.1.
10.2.2.2.

10.2.3.

10.2.3.1.
10.2.3.2.
10.2.3.3.

10.2.4.

10.2.4.1.
10.2.4.2.
10.2.4.3.

10.2.5.

10.2.5.1.

10.2.5.2.
10.2.5.3.

11.

11.1.1.
11.1.2.
11.2.

11.2.1.
11.2.2.

11.3.
11.3.1.
11.3.2.
11.4.

11.5.
11.6.
11.7.

Prevent access

Provide incorrect data

Damage to application program functioning

Prevent functioning

Cause incorrect functioning of program

Provide incorrect data to program

Damage within telecommunications network

Prevent transport of messages

Update or change of messages during transport with incorrect data

Send messages with incorrect data (including masquerading as a legitimate user)
Revelation of information about network structure to aid in planning attack
Components — Including operating systems, data base, applications, data structure,
etc.

Connections — Including topology, limitations

Users and credentials — Security mechanisms and policies in effect

Sources of Risks

The following list presents the possible sources of security risks (security
vulnerability exploitation factors), identified during the preliminary security
analysis.

Individuals with physical access to component:

Internal users and technicians

External maintenance personnel

Individuals with telecommunications access to component:

Individuals connected to external bodies connected to system's networks
Individuals involved with project networks, not associated with the connected
component

Malware activated within system component:

Originating at a system component

Originating at location with telecommunications access to the system component
Individuals involved in development & planning process of software, and hardware
including application programs.

Individuals involved in transport and installation of software and hardware.

Users of systems in project networks.

Individuals responsible for operation and maintenance of systems in project
networks.

This Information Security and Cyber Requirements for Use of Artificial Intelligence (AI)

#2864503

Engines
10.2.10 General

10.2.10.1 This Chapter defines Information Security and cyber requirements for
the use of Artificial Intelligence (“Al”) engines and Machine
Learning (“ML”) solutions within this Project.

10.2.10.2 For this Chapter, “Al Engine” includes, inter alia:

o Predictive analytics and maintenance models.
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e Anomaly and intrusion detection models.

e Video and image analytics (e.g., VSS analytics).

e Natural Language Processing (NLP) and chatbots.

e Generative Al models, including Large Language Models
(LLMs).

e Optimization and scheduling algorithms using ML techniques.

10.2.10.3 AI Engines used in any context related to the TCMS System shall be
designed, implemented, and operated in compliance with ISS
requirements, INCD guidelines, and any applicable safety and
regulatory standards (including TS 50701 and relevant EN standards).

10.2.11 Governance and Al Risk Management

10.2.11.1 The Contractor / Operator shall treat Al Engines as critical software
components within the ISS framework. Al-related cyber risks shall be
included in the Cyber Risk Assessment.

10.2.11.2 For each Al use case, the Contractor / Operator shall:

e Define a clear business purpose and operational scope.

o Classify the potential safety, operational, privacy, and
reputational impacts.

e Conduct a dedicated Al Risk Assessment, including misuse,
model errors, and Al-specific threats (e.g., data poisoning).

10.2.11.3 Al use cases affecting Critical Systems, safety-critical operations, or
large-scale personal data processing shall require explicit prior
approval by the Owner, following consultation with INCD.

10.2.12 Scope and Prohibited Uses of Al

10.2.12.1 Without explicit written approval from the Owner and INCD, Al
Engines shall not:

e Autonomously generate or send control commands

e Override or bypass exists interlocking, or safety mechanisms.

e Make final, unreviewed decisions that directly affect LRT
movement or passenger safety.

10.2.12.2 By default, Al Engines shall be used as decision support tools
(advisory mode), with final decisions taken by authorized human
operators or pre-approved deterministic control logic.

10.2.12.3 Public, unmanaged Al services (e.g., open web-based generative Al
platforms) shall not be used for:
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e Any Confidential Information.
e Any Critical Systems configuration, code, design, or logs.

e Any data that is subject to security classification by the Owner or
INCD.

10.2.13 Data Protection, Privacy, and Ethics

10.2.13.1 Training, validation, and inference data used by Al Engines shall be
treated in accordance with the information classification, privacy, and
supply-chain requirements.

10.2.13.2 Where Al Engines process personal data, the Contractor / Operator
shall ensure compliance with the Protection of Privacy Law and any
relevant data protection regulations, including:

o Data minimization and purpose limitation.
e Pseudonymization and anonymization, were feasible.
e Retention limits and secure deletion.

10.2.13.3 Al Engines processing video or biometric data (e.g., facial
recognition, behavioral analytics) shall be subject to additional
controls defined by the Owner and INCD, including specific
approvals, access limitations, retention, and audit.

10.2.13.4 The Contractor/Operator shall avoid introducing unlawful
discrimination or bias through AI Engines and shall be able to
demonstrate that the training data and model behavior have been
adequately reviewed to mitigate such risks, where applicable.

10.2.14 AI Architecture and Deployment
10.2.14.1 AI Engines may be deployed:

e On premises within the TCMS system data centers, and/or
e In Cloud Environments, when all cloud requirements are fulfilled
and approved by the Owner and INCD.

10.2.14.2 Under no circumstances shall AI Engines be deployed directly on
TCMS safety layers or in any way that can compromise the
communication and segregation principles defined for TCMS and
other Critical Networks.

10.2.14.3 Where Al Engines consume data from TCMS systems, such data shall
be provided through:

e One-way interfaces and/or secure staging environments.
e Pre-defined, validated data schemas and content-filtering rules.
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e Read-only interfaces that do not allow unmediated control-path
connectivity.

10.2.14.4 Al Engines shall be protected using the same infrastructure and
application security measures, including hardening, patching, anti-
malware, and access control.

10.2.15 Secure Al Lifecycle Management

10.2.15.1 The development, training, integration, and maintenance of Al
Engines shall follow the secure SDLC principles and shall include:

e Versioning of models, code, and training datasets.

o Traceability from deployed model versions to their training data,
parameters, and validation.

o Formal testing and approval before deployment into production.

10.2.15.2 Updates to Al models (e.g., retraining, new versions, parameter
changes) shall be subject to:

o Change management procedures.

e Regression testing and validation against safety and performance
criteria.

o Risk assessment of new or changed behavior.

10.2.15.3 Third-party Al models and components shall be acquired in
compliance with the vendor and product supply-chain requirements
and shall be validated against malware, backdoors and abnormal
behavior.

10.2.16 Al-specific Threats and Security Controls

10.2.16.1 The Contractor / Operator shall address Al-specific cyber threats,
including, inter alia:

o Data poisoning and manipulation of training datasets.

e Adversarial inputs are designed to mislead models.

e Model inversion, extraction and theft.

e Prompt-injection and jailbreak attacks on generative models.

e Abuse of Al components for lateral movement or privilege
escalation.

10.2.16.2 Mitigation measures may include, as applicable:

e Controlled and monitored training pipelines and data sources.
e Input validation, sanitization and rate limiting.
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o Segmentation of Al Engines from Critical Systems.
o Restriction of model access APIs and interfaces.
o Dedicated Al security monitoring rules within the SIEM.

10.2.17 Monitoring, Explainability, and Human Oversight
10.2.17.1 All Al Engines shall generate sufficient logs to reconstruct:

e The inputs received (subject to privacy constraints).
e The model version and configuration used.

e The outputs and decisions provided.

e The user or process invoking the Al Engine.

10.2.17.2 For Al use cases with safety or operational impact, the Contractor /
Operator shall ensure:

e Human-in-the-loop review for high-impact decisions.

e Clear visualization of Al recommendations and confidence
indicators, where feasible.

o Ability to override, disable, or roll back Al components without
compromising system safety.

10.2.17.3 Performance of Al Engines (accuracy, false positives/negatives, drift)
shall be continuously monitored. Material degradation of
performance shall trigger investigation, mitigation, and, if necessary,
suspension of the Al component.

10.2.18 AI Governance Organization

10.2.18.1 The Operator will define Al Security Focal Point to be responsible for
Al security governance and shall approve Al security baselines and
architectures.

10.2.18.2 An Al Security Focal Point (or dedicated team) shall be appointed to:

e Coordinate Al-related risk assessments and approvals.

e Maintain an inventory of Al Engines and use cases.

e Coordinate with CSOC, IR team, and line managers on Al-related
incidents.

10.2.18.3 Al-related training and awareness shall be incorporated into the
cybersecurity staff training and awareness programs.
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Annex A - Initial Risk Analysis provides Risk Analysis based on preliminary system design.

Additional sources of risks shall be identified during the detailed security analysis, according
to business flow diagrams, functional requirements and the design of the system. Without
derogating from the foregoing, this Information Security and Cyber Requirements for Use

of Artificial Intelligence (AI) Engines

10.2.19 General

10.2.19.1 This Chapter defines Information Security and cyber requirements for
the use of Artificial Intelligence (“AI”) engines and Machine
Learning (“ML”) solutions within this Project.

10.2.19.2 For this Chapter, “Al Engine” includes, inter alia:

e Predictive analytics and maintenance models.

e Anomaly and intrusion detection models.

e Video and image analytics (e.g., VSS analytics).

e Natural Language Processing (NLP) and chatbots.

e Generative Al models, including Large Language Models
(LLMs).

e Optimization and scheduling algorithms using ML techniques.

10.2.19.3 AI Engines used in any context related to the TCMS System shall be
designed, implemented, and operated in compliance with ISS
requirements, INCD guidelines, and any applicable safety and
regulatory standards (including TS 50701 and relevant EN standards).

10.2.20 Governance and Al Risk Management

10.2.20.1 The Contractor / Operator shall treat Al Engines as critical software
components within the ISS framework. Al-related cyber risks shall be
included in the Cyber Risk Assessment.

10.2.20.2 For each Al use case, the Contractor / Operator shall:

e Define a clear business purpose and operational scope.

o Classify the potential safety, operational, privacy, and
reputational impacts.

e Conduct a dedicated Al Risk Assessment, including misuse,
model errors, and Al-specific threats (e.g., data poisoning).

180 7N 169 Ty
#2864503 unJ

www.nta.co.il © 5885849 (171N ,A |12 "7NTY T2 ,26 D'M{IINN 2NN © 03-7243055 D79 © 03-7243000 1970



9201 YN NNVANR — MOVN VIANY T NAD)I

10.2.20.3 Al use cases affecting Critical Systems, safety-critical operations, or
large-scale personal data processing shall require explicit prior
approval by the Owner, following consultation with INCD.

10.2.21 Scope and Prohibited Uses of Al

10.2.21.1 Without explicit written approval from the Owner and INCD, Al
Engines shall not:

e Autonomously generate or send control commands

e Override or bypass exists interlocking, or safety mechanisms.

e Make final, unreviewed decisions that directly affect LRT
movement or passenger safety.

10.2.21.2 By default, Al Engines shall be used as decision support tools
(advisory mode), with final decisions taken by authorized human
operators or pre-approved deterministic control logic.

10.2.21.3 Public, unmanaged Al services (e.g., open web-based generative Al
platforms) shall not be used for:

e Any Confidential Information.
e Any Critical Systems configuration, code, design, or logs.

e Any data that is subject to security classification by the Owner or
INCD.

10.2.22 Data Protection, Privacy, and Ethics

10.2.22.1 Training, validation, and inference data used by Al Engines shall be
treated in accordance with the information classification, privacy, and
supply-chain requirements.

10.2.22.2 Where Al Engines process personal data, the Contractor / Operator
shall ensure compliance with the Protection of Privacy Law and any
relevant data protection regulations, including:

o Data minimization and purpose limitation.
e Pseudonymization and anonymization, were feasible.
o Retention limits and secure deletion.

10.2.22.3 Al Engines processing video or biometric data (e.g., facial
recognition, behavioral analytics) shall be subject to additional
controls defined by the Owner and INCD, including specific
approvals, access limitations, retention, and audit.

10.2.22.4 The Contractor/Operator shall avoid introducing unlawful
discrimination or bias through AI Engines and shall be able to
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demonstrate that the training data and model behavior have been
adequately reviewed to mitigate such risks, where applicable.

10.2.23 AI Architecture and Deployment
10.2.23.1 AI Engines may be deployed:

e On premises within the TCMS system data centers, and/or
e In Cloud Environments, when all cloud requirements are fulfilled
and approved by the Owner and INCD.

10.2.23.2 Under no circumstances shall Al Engines be deployed directly on
TCMS safety layers or in any way that can compromise the
communication and segregation principles defined for TCMS and
other Critical Networks.

10.2.23.3 Where Al Engines consume data from TCMS systems, such data shall
be provided through:

e One-way interfaces and/or secure staging environments.

e Pre-defined, validated data schemas and content-filtering rules.

e Read-only interfaces that do not allow unmediated control-path
connectivity.

10.2.23.4 Al Engines shall be protected using the same infrastructure and
application security measures, including hardening, patching, anti-
malware, and access control.

10.2.24 Secure Al Lifecycle Management

10.2.24.1 The development, training, integration, and maintenance of Al
Engines shall follow the secure SDLC principles and shall include:

e Versioning of models, code, and training datasets.

o Traceability from deployed model versions to their training data,
parameters, and validation.

o Formal testing and approval before deployment into production.

10.2.24.2 Updates to Al models (e.g., retraining, new versions, parameter
changes) shall be subject to:

o Change management procedures.

e Regression testing and validation against safety and performance
criteria.

o Risk assessment of new or changed behavior.
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10.2.24.3 Third-party Al models and components shall be acquired in
compliance with the vendor and product supply-chain requirements
and shall be validated against malware, backdoors and abnormal
behavior.

10.2.25 Al-specific Threats and Security Controls

10.2.25.1 The Contractor / Operator shall address Al-specific cyber threats,
including, inter alia:

o Data poisoning and manipulation of training datasets.

e Adversarial inputs are designed to mislead models.

e Model inversion, extraction and theft.

e Prompt-injection and jailbreak attacks on generative models.

e Abuse of Al components for lateral movement or privilege
escalation.

10.2.25.2 Mitigation measures may include, as applicable:

e Controlled and monitored training pipelines and data sources.
e Input validation, sanitization and rate limiting.

e Segmentation of Al Engines from Critical Systems.

e Restriction of model access APIs and interfaces.

e Dedicated Al security monitoring rules within the SIEM.

10.2.26 Monitoring, Explainability, and Human Oversight
10.2.26.1 All AI Engines shall generate sufficient logs to reconstruct:

o The inputs received (subject to privacy constraints).
e The model version and configuration used.

e The outputs and decisions provided.

o The user or process invoking the Al Engine.

10.2.26.2 For Al use cases with safety or operational impact, the Contractor /
Operator shall ensure:

e Human-in-the-loop review for high-impact decisions.

e Clear visualization of Al recommendations and confidence
indicators, where feasible.

o Ability to override, disable, or roll back Al components without
compromising system safety.

10.2.26.3 Performance of AI Engines (accuracy, false positives/negatives, drift)

shall be continuously monitored. Material degradation of
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performance shall trigger investigation, mitigation, and, if necessary,
suspension of the Al component.

10.2.27 AI Governance Organization

10.2.27.1 The Operator will define Al Security Focal Point to be responsible for
Al security governance and shall approve Al security baselines and
architectures.

10.2.27.2 An Al Security Focal Point (or dedicated team) shall be appointed to:

e Coordinate Al-related risk assessments and approvals.

e Maintain an inventory of Al Engines and use cases.

e Coordinate with CSOC, IR team, and line managers on Al-related
incidents.

10.2.27.3 Al-related training and awareness shall be incorporated into the
cybersecurity staff training and awareness programs.

Annex A - Initial Risk Analysis is neither intended nor shall be construed as limiting or
derogating from the Project Company’s obligations and responsibilities under and pursuant to
the Agreement and Law, to design, obtain the Owner’s and applicable Authorities’ approval for
and implement the Information Security System for the Project.

---End of Document---
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